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ABSTRACT there is an emergency in a sensitive building, such as a terrorist at-

Fuzzy inference is a promising approach to implement risk-based tack, professionals, such as firemen, may not receive in time the

access control systems. However, its application to access Con_clearance to obtain the building information. We thus need access
trol raises some novel problems that have not been yet investigated.contrOI systems able to grant accesses to subjects based on the as-

First, because there are many different fuzzy operations, one mus§essment of the currenF si'Fuation qnd possible risks, even when sub-
choose the fuzzy operations that best address security requirementée‘:tsc laﬁk prgper perm|s|5|ons. R'Sg'b%)s%d accg(sj,s controlhsysten;s
Second, risk-based access control, though it improves information (RAC) have been recently proposed [13, 8] to address such a need.

flow and better addresses requirements from critical organizations,, | N€ main idea of RAC is that access requests from risky sub-
may result in damages by malicious users before mitigating Stepsjects, for example firemen without clearance, can be allowed given

are taken. Third, the scalability of a fuzzy inference-based accessthalt some mitigating actiqns, referred F".F"?‘S""b"ga“"r‘.s.".“”
control system is questionable. The time required by a fuzzy in- be taken after the event in order to minimize the possibility of a

ference engine to estimate risks may be quite high especially Whenfuture_lnformatlon leak, for example, requiring the firemen 10 sign
there are tens of parameters and hundreds of fuzzy rules. However,non'd'SCk.)Sure agreements and performing a background check on
an access control system may need to serve hundreds or thousandQVOlved flremen_. . . . N

Clearly, the critical step of RAC is the risk estimation of an ac-

of users. In this paper, we investigate these issues and present our . - - .
solutions or answers to them cess request that consists of the possibility of an information leak

in the future and the value of the information. Whether an access
request should be allowed and what kind of mitigation should be

Categories and Subject Descriptors adopted purely depend on the risk estimation. Unfortunately, risk
C.2.0 [Computer Communication Networks]: General—secu- estimation has proven to be a challenging task [20] due to various
rity and protection D.4.6 [Operating Systems]: Security and Pro- reasons. One goal of risk estimation is to predicatefiihere pos-
tection—Access Control.6.5 [M anagement of Computingand sibility of information disclosure resulting from the current access.
Information Systems]: Security and Protection Determining such a possibility is inherently hard.

Even worse, such an estimation has often to rely on incomplete
or imprecise information and knowledge about relevant risk factors,

General Terms e.g. subjects’ background. The lack of such information in practice

Management, Security, Standardization precludes approaches purely based on machine learning techniques
or probability theory, e.g. Bayesian networks. The evaluation of
Keywords the value of information, another goal of the risk estimation, has

similar difficulties.

However, we believe that a fuzzy inference system is a good
candidate to support the estimation of access risks. A fuzzy infer-
1. INTRODUCTION ence system, detailed in Section 2, is a mathematically sound ap-

The inflexibility of binary decisions typically taken by current ~Proach [17] for inferring an unambiguous consequence from vague
access control systems is a major inhibitor to information shar- €vidences and subjective if-then rules. There are some good rea-
ing when dealing with events in critical organizations, e.g. hospi- SONS to support our belief. o
tals, intelligence departments, fire departments, and military [13].  First, we usually have good sources fubjectiveknowledge
Specifically, these systems are not able to meet the requirements oftout risk factors and rules to estimate access risks [3]. One source

these organizations in a time-efficient manner. For example, when iS the past experience, e.g. administrators and security managers
usually have some personal experientesbout risk factors and

rules from best practices. Another source is collective knowledge.

It is usually the case that chief security officers, system adminis-
Permission to make digital or hard copies of all or part of this work for ~trators, and security researchers share high level experience and
personal or classroom use is granted without fee provided that copies arepossibly effective rules without disclosing the details. This kind of
not made or distributed for profit or commercial advantage and that copies information is sufficient for security officers to come up with their

bear this notice and the full citation on the first page. To copy otherwise, 10 v concrete rules based on organizational requirements. More-
republish, to post on servers or to redistribute to lists, requires prior specific

permission and/or a fee. 1 - - - -, . .
ASIACCS'108pril 13-16, 2010, Beijing, China. A typical requirement of a job position of security administrators

Copyright 2010 ACM 978-1-60558-936-7 ...$10.00. is at least 2-3 years past experience in a similar job position.
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over, this kind of subjective knowledge can be naturally tiztes! 2. MOTIVATION EXAMPLE

into the rule base in a fuzzy inference system. The recently proposed Fuzzy Multi-Level Security (Fuzzy MLS) [8]
Second, subjective knowledge usually contains some vague con-is an example of risk-based access control systeiazzy MLS
cepts, e.g. if the possibility of a terrorist attack to the Pentagon is gyantifies the risk of an access request based on a sigmoid function
very high and the confidence that firemen come from nearby fire g, the difference between a subject security label and an object se-
departments is high, then the risk incurred by letting these firemen ¢ty 1abel. The larger the difference is, the higher the risk is. The
access the building map of the Pentagon is low. These vague convesyit is described as a real number in the intef@al], where 1
cepts, e.g. high and low, can be described naturally by carefully represents an absolute deny (the highest risk), and 0 represents an
defined membership functions in a fuzzy inference system. absolute permit (the lowest risk). Fuzzy MLS further divides the
Third, fuzzy inference systems have well-studied semantics [22] interval [0, 1] into n sub-intervals between 0 and 1, referred to as
and thousands of successful applications [24] in engineering, mediCifgc bands. If the risk of an access request is evaluated to a band, the
management, decision support, and psychology, from space shutyequest is allowed only if the risk mitigation measures associated
tles to home appliances. More importantly, fuzzy inference rules \yith the band are applied. Mitigation measures might be obliga-
can approximate arbitrary functions with unlimited accuracy [17]. tions that require some subject to perform some operations, e.g.,
This means that thactualfunction of access risk estimation, if ex-  gptain confirmation from a direct manager, either before an access
isting, can always be approximated by fuzzy rules and membership athorization or after the access authorization.
functions. In this section, we apply a fuzzy inference system to develop
Last but not least, fuzzy inference systems are able to combining 5 gifferent risk-based access control example and compare these

both subjective knowledge and objective evidences. The accuracyyyg approaches. Both examples are based on the same risk factors,
of fuzzy rules and membership functions can be further improved sypject security labels, and object security labels.

by applying machine learning techniques once we have sufficient
objective information about access risk estimation [10, 4]. More- 2.1 A Fuzzy BLP Example

over, given sufficient training samples, a fuzzy inference system, g 55556 that there are some documents and an automatic doc-
|nclud|ng its member.shlp functlon.s and fuzzy rules, can be built sensitivity score system. The score system, like a FICO
automatically to precisely match given data [21]. credit score [1], calculates a document score based on four cate-
Unfortunately, the application of fuzzy inference systems to es- ories of document, each of which has an upper score bound: au-
timate access risks raises some issues. The answers to these issu rs (300), contents (300), departments (200), intended audiences
are t_he focus O.f this_ paper. First, as indi_cated by [15, 9], there are (200). Each category contains some mandatory and optional prop-
multiple operations in each fuzzy operation category, such as con-gyies that have different values. Each value has a sensitivity score
junctive qperatlons.and Q|51unct|ve operations in fuzzy ruleg, and yefined by security experts. The score of missing properties (no
aggregation operations in the rule consequences. When different, 5 e in that property) is ignored. Given a document, its score is

operations, e.g. different conjunctions, are selected for calculating co 0 jated by the sum of its property scores. The lowest document
risk factors, different risk estimations may be generated. A natural score (sum of the lowest scores of mandatory property values) is
question would be “which operation is the most appropriate one?” 35 and the highest score is 1000

We provide criteria to help users in determining the best operation. The security labels of documents are divided into unclassified,

Second, risk-based access control systems, though they may im«,qified, secret, and top secret based on their scores. If we adopt
prove information flow and better address requirements from criti- o following crisp boundary scores for security labels: 500-600

cal orggniz_ations,_ may result in damages by mglicious users bEfore(unclassified), 601-750 (classified), 751-900 (secret), 901-1000 (top
the mltlggtlng actlops take effect. The reason is that there is oftgn secret), we may feel that the sensitivity of a document with score
a non-trivial time window between the accesses and the executionggq (classified) might be overestimated while the sensitivity of a

of the corresponding obligations. Malicious users may take advan- 4, ment with score 600 (unclassified) is underestimated. To smooth
tage of this window to access pieces of valuable information. We o transition between security labels, we can apply a trapezoidal

provide an effective method to ensure that the overall damage iN function
the worst case is still under control.

Third, the scalability of a fuzzy inferencefbased access control trapmi(z; a, b, ¢, d) = max(min(l’ - a7 1, d— 1’)70)
system seems to be questionable. Fuzzy inference systems need b—a d—c
a non-trivial time to estimate risks especially when there are tens and define four different membership functions for each security
of parameters and hundreds of fuzzy rules. However, an accessgpq| (See Figure 1).
control system may need to serve hundreds or thousands of users.
Therefore a fuzzy inference-based access control system might be o unclassifiedic(x) = trapmf(z; 500, 500, 550, 650)
too computationally expensive. In this paper, we verify the effi-
ciency of a fuzzy inference system in various combinations of dif- e classified:c(x) = trapmf(x; 550, 650, 700, 800)
ferent inference settings and difference access control settings.

The rest of this paper is organized as follows: Section 2 presents e secret:s(x) = trapmf(z; 700, 800, 850, 950)
a fuzzy BLP example and compares it with an existing Fuzzy MLS [8].
Section 3 discusses the algebraic properties of different operations e top secretts(xz) = trapmf(x; 850, 950, 1000, 1000)
and defines measures to choose the operations. Relevant theorems
to support these choices are presented. Section 4 investigates how Given a document, its membership degree to a specific security
to control the overall damage and proposes our solution. Sectionlabel is determined by its membership function. For instance, the
5 investigates the scalability problem of fuzzy inference by exper- membership degrees of a document with score are 600 are: 0.5 (un-
iments. Section 6 discusses related work. Section 7 concludes theclassified), 0.5(classified), O (secret), and O(top secret). Similarly,
paper and suggests a future direction.

2Even though there is a term “fuzzy” in Fuzzy MLS, the system
does not adopt any concept from fuzzy inference.
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: secuity, top=security Table 1: BLP risk inference rules
E 081 \\ 4
£ 06 \ ] Antecedent Consequent
o4l N i ID | Subject Label | Object Label| Risk W
8 02} N J 1 N/A unclassified | extremely low | 1.0
8 o / ‘ ‘ : ‘ ‘ : — 2 not unclassified| classified low 1.0
500 550 600 650 700 750 800 850 900 950 1000 3 unclassified classified medium 1.0
. Ovlectsecurityiabel . 4| unclassified secret high 1.0
Figure 1: Object Membership functions = classiied <ecret Righ 10
. . 6 secret secret low 1.0
the membership degree of a document with score 601 are: 0.49 (un- 7 | top secret Secret Tow 10
classified), 0.51 (classified). We thus realize a smoother transition 8 | nottop secret | top secret extremely high| 1.0
between security labels. 9 | top secret top secret medium 1.0

Assuming that we have a similar subject clearance score system
and four different membership functions for subject security labels
(see Figure 2).
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Figure 2: Subject Membership functions
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Suppose also that we have a percentage risk score system and

five membership functions for risk estimations, extremely low, low,
medium, high, and extremely high, determined by experts (See Fig-
ure 3).
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Figure 3: Risk Membership functions

We introduce someif antecedenthenconsequent” rules in Ta-
ble 1 to implement a risk-based BLP system to satisfy its simple
security property. These rules determine an access risk mainly by
the object security label and secondly by the subject security label.
The interpretation of the rule with id equal to 1, for instance, is that
if the object security label is unclassifiedenthe access risk is ex-
tremely low. The interpretation of rule with id equal to 2 is tifat
the subject security label is not unclassifatithe object security
label is classifiedthenthe access risk is low. The last column in
Table 1 represents the weight of a rule.

The procedures to evaluate the risk for a subject with score 750
that accesses a document with score 750 is as follows:

o
5

40 70 80 90 100

1. Fuzzification: this step calculates the membership degrees
of the subject and the object for each different label based
on their predefined membership functions. Subject member-
ship degrees are: 0.0076 (unclassified), 0.5814 (classified),
0.5814 (secret), and 0.0076 (top secret). Document member-
ship degrees are: 0 (unclassified), 0.5 (classified), 0.5 (se-
cret), and O (top secret).

. Application of fuzzy operations: this step calculates the fir-

risk

1000

700 800
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700
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1000 500 object-security-label

subject-security-label

Figure 4: The surface of the risk-based BLP system

. Application of the implication method: this step calculates
the risk estimation of a rule based on the conjunction of its
consequent, its firing degree, and its weight. For instance,
the risk estimation of the rule with id equal to 502907 x
Mfrigrn % 1, where mf;qp is the membership function for
“access risk is high”.

. Aggregation of all outputs: this step calculates the risk esti-
mation based on the disjunction of the risk estimations of all
rules. In this particular example, we choose the “sum” oper-
ation.S; as the disjunction operatio$i (=, y) = min(1, z +
y). The result is a piecewise membership function, referred
as the result function of aggregatidn

. Defuzzification: this step generates the final risk score by
calculating the center of gravity of functioh

/rf(:c):cdx
/rf(:c)dx

For this access, the final risk estimation is 38.6412.

risk = centroidrf(z)) =

Based on the choices of operations in the example, we obtain the
surface of the risk estimation function shown in Figure 4. We can
see that it follows the rules in Table 1.

ing degree of a rule based on the membership degrees and As mentioned in the introduction, we have different choices of

logical operations in the antecedent of the rule. In this par-
ticular example, we choose tpeoductoperation as the con-
junction operatiorf, (z,y) = z - y. For instance, the confi-
dence degree of the rule with id equal to Hi8814 x 0.5 =
0.2907.
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fuzzy operations. If we choose the conjunction, disjunction, im-
plication method, and aggregation to bén(z,y), max(z,y),
min(z,y), andmax(zx, y), respectively, the risk surface function,
as shown in Figure 5, is different especially in some boundaries.
However, the risk surface in Figure 5 seems to follow the rules in



and disjunction] — z is the only negation method widely used in
practice and thus will not be discussed again.

Given an access request, several rules might be applicable, i.e.
the confidence degrees of antecedents in these rules are not 0. Like-
wise, several different implication methods may be applied to gen-
erate the risk estimation for each rule and several different aggrega-
tion operations may be applied to generate the final risk estimation
function.

In the following sections, we investigate the algebraic proper-
ties of these operations and illustrate the connection between their
algebraic properties and the correlation between risk factors.

3.1 Conjunction

Intuitively, we expect that the conjunctioff’) of two confidence
object-security-label degreesc andy of risk factors satisfies the following properties:

920
80
704
60
50
404

risk

30
20
10

1000

1000 500

subject-security-label

Figure 5: The surface using different operations e The evaluation order does not matter when aggregating two

or more confidence degrees.
Table 1 as well. As a more precise comparison, given an access re-
quest to a document with score 750 from a subject with score 750,
the inference system in Figure 4 estimates the risk at 38.6412, while

the inference system in Figure 5 estimates the risk at 50. Such a o The value 1 (full confidence) is the identity elemeRt (, z) =

e The aggregatio’(x,y) is non-decreasing with respect to
bothz andy.

non-trivial difference among risk scores results in different mitiga- z), and 0 (no confidence) is the zero eleméhits, 0) = 0).
tion measures. We may want to know which score is more accurate. The intuition is as follows. When combiningand another
The answer is 38.6412 and the reason is detailed in Section 3.1. confidence degree, becausel means full confidence, the

. combined confidence degree should simply:b&/hen com-

22 Comparlson bining 0 and z, because# means no confidence, the com-
Compared to Fuzzy MLS, our Fuzzy BLP example suggests a bined confidence should loe

more general and flexible approach to risk-based access control.

The crucial difference is that we provide a general methodology

to enable security officers to implement customized risk-based ac-

cess control by specifying their own fuzzy rules. These rules can DEFINITION 1 (TRIANGULAR NORM (T-NORM) [12]). A bi-

be translated from their experience in best practices. For Fuzzy nary operationT in the real unit interval [0,1] is a t-norm iff
MLS, the sigmoid function is specific to a MLS system. By spec- '

ifying fuzzy rules like ‘if the difference between security labels is 1. it is associative and commutative, i.&/x,y,z € [0,1],
extremely highthenthe access risk is extremely high”, we can eas- T(T(x,y),2) =T(z,T(y,z) and T (z,y) = T(y, 2);

ily generate a risk estimation function by a fuzzy inference system
that is similar to the sigmoid function applied in the Fuzzy MLS.
If we wish to implement the same system as the Fuzzy MLS, we
may train a Sugeno-type fuzzy inference system by the data gener- 3. it satisfies the boundary condition, iz € [0, 1], 7'(1,z) =
ated by the Fuzzy MLS function [21]. The trained fuzzy inference z.

system behaves exactly the same as the Fuzzy MLS. By contrast,

without a fuzzy inference system, it is hard to construct the risk ~ LEMMA 1. A t-normT is monotonic in the second argument,

These requirements are met exactly by the following definition
of t-norms.

2. itis monotonic in the firstargument, i¥z,y, z € [0, 1],z <
yimpliesT (z,z) < T(y, 2);

estimation function shown in Figure 4. i.e.Vx,y,z € [0,1],z < y impliesT(z,z) < T(z,y). Further-
more, a t-nornil” satisfiesI’(0, ) = 0 and7T'(z,y) < min(z, y).
3. OPERATIONSON RISK FACTORS All proofs of lemmas and theorems are in the Appendix. This

In the antecedent of risk rules, three operations are required: con-lemma shows that the definition of t-norm satisfies all requirements
junction, disjunction, and negation. These operations are defined infor conjunction listed above.

a real unit domain [0, 1] and are used to aggregate membership de- There are uncountably many t-norms [16]. Different t-norms are
grees of different risk factors to generate the firing degree of the desirable in different settings of risk factors. The following three
antecedent. We may consider the membership degree of a risk facbaSiC t-norms are of particular interest to us, because they match
tor (a fuzzy set) to be a confidence degree as a member of the risksome common correlations between risk factors.

factor, and the firing degree of a rule to be a confidence degree of Ty(z,y) = min(z, y) (Godel t-norm)

its antecedent. We thus use the term “confidence degree” to mean
both “membership degree” and “firing degree”.

These operations are usually sufficient to describe rules or rec-
ommendations from best practices. A conjunction relation between The Gdédel t-norm is useful whenady are the confidence es-
two risk factors means that these factors in a rule should be con-timates of the same risk factor, perhaps obtained by two different
sidered all together. A disjunction relation means that considering methods of estimation or by two different experts/expert groups.

o Tp(z,y)=zy (Product t-norm)
e Ti(z,y) = max(0,z+y—1) (Lukasiewicz t-norm)

either of these two risk factors is fine for a rule. Taking a pessimistic view, we take the minimal of the two esti-
A negation () means that the complement of a risk factor is mates. For example, given a rulié the object security label eval-
applied in a rule, and thus is represented-by = 1 — x where uated by DoD is extremely lowndthe object security label eval-

x is the confidence degree of the risk factor. Unlike conjunction uated by CIA is extremely lowthenthe access risk is extremely
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low”, it makes sense to choose the minimal confidence degree fro 0. Thatis, it has the following property: no matter how small a con-
all estimates of the object in this rule. The Godel t-norm is also the fidence degree a risk factor is, when enough risk factors with the
only t-norm where each € [0, 1] is an idempotent element, thatis, same or even smaller confidence degrees are ANDed, the rule is no
Ty(x,z) = x. This reflects the intuition that when two estimates longer applicable because the confidence degree of its antecedent
are the same, one takes the consensus. is zero.

The product t-norm is useful when two confidence degrees from .. .
two risk factors are relatively independent from each other. For 3-2 Digunction
instance, given a ruldf‘the subject security label provided by DoD Intuitively, we expect that the disjunctio) of two risk values
is not unclassifiedndthe object security label by ClA is classified, x andy satisfies the following properties (only the last one differs
thenthe access risk is low.” Since the estimates of these two risk from the conjunction case):
factors are based on sources that are highly independent from each ) )
other, a product t-norm should be adopted, like a similar situation ~ ® The evaluation order does not matter when aggregating two
in probability theory. This is the reason why;, is the best choice or more confidence degrees.
for the example in Section 2.1

. The aggregatio is non-decreasing with respect to
The product t-norm belongs to an important subclass of t-norms * ggregatiort(z, y) 9 P

called strict t-norms. Astrict t-normis strictly increasing in both both andy.

of its arguments, that isl, (z1,y1) > Tp(22,y2) if either z, > e The value 1 (absolutely permit) is the subsuming element
T2 Ay1 > y2 OFz1 > x2 Ayr > y2. Product t-norm, thus, (S(1,z) = 1), and 0 (absolutely deny) is the identity element
generates smoother aggregation results than the other two t-norms (S(z,0) = z).

do. If we have little information about the correlation between risk

factors but want to obtain smoother access decisibng the best These properties are satisfied by any t-conorm. The definition
choice. of t-conorm is different from that of t-norm only in the boundary

The tukasiewicz t-norm is the only t-norm that satisfies the “Law condition: vz € [0, 1], 5(0,2) = x. The standard way to define a
of Non-Contradiction™: T;(—z,z) = 0. Such a characteristic is ~ t-conormistouse at-nornti(z,y) = 1-T((1—x),(1-y))[16,
more useful when we need to specify a disjunction relation and 11], and theS is referred to as th&"s dual t-conorm. Thus, the

thus will be revisited in Section 3.2. three dual t-conorms are:
L . . . o Sy(z,y) = , Godel t-conorm
LEMMA 2. The tukasiewicz t-norm is the pointwise smallest 9(@,y) = max(z,y) ( )
t-norm in these three t-norms. o Sp(zy)=z+y—=z-y (Product t-conorm)
e Si(z,y) =min(l,z + y) (Lukasiewicz t-conorm)

This characteristic is useful when two risk factors contribute to

the risk assessment for an object. For instance, an improper access The criteria for choosing an appropriate t-conorm are exactly the

’ ' . Same as for t-norms. The Godel t-conorm is useful when aggre-
to a plasma-based weapon plan may represent two different values__. h fid : f th isk f -
to an adversary: the value of the existence of such a plan and thegatlng the confidence estimates of the same risk factor. For in-
value of its contént i.e. we lose money in both these respects Thestance, given a ruleif'the object security label evaluated by DoD
: T y P ' is extremely highor the object security label evaluated by CIA is
risk of an access to the plan, thus, depends not only on each of these . S o
values but also on the sum of these values. extremely highthenthe access risk is extremely high”, it makes

. ' sense to choose the maximal confidence degree from all estimates
Accordingly, we may define a rule to control the access to these

kinds of plans asif a plan’s existence value is low and the plan’s of the object in this rule.

. S Product t-conorms can be used to calculate the disjunction of
content value is lowthenthe access risk is low®. Because of the . . ) .
. . confidence degrees of two independent risk factors. Because either
two different values represented by such plans, we will expect the

. of these two factors is fine, the sum of the confidence degrees of
t-norm to be able to better handle the case that neither of the two ; . ,
: . ; . . two factors is a reasonable choice. However the part of confidence
confidence degrees is really low but their conjunction should be

very low. For instance, given some inputs, the confidence degree Ofdegree on which two independent risk factors impact together is

one value to be low is medium, e.g. 0.5, and the confidence degreecounted twice; therefore the product t-conorm of two confidence

of another value to be low is medium too, e.g. 0.5. In this case, the degrees, _referred to _a‘sgndy, sh(_)uld bew + y—x-y. For n-
X stance, given the ruléf‘either a object security label is unclassified
confidence degree of the antecedent of the rule should be extremely X . : .
L or a subject security label is top secrétenthe access risk is ex-
low because the possibility of the sum of these two vahsso o
; A - . tremely low”, it makes sense to choose the product t-conorm as the
be low is extremely high, i.e. this rule should be not applicable. In

. K . ) . disjunction in this rule.
this case7, Ty, andT} W'I! genera_te dlffgrent confidence degrees: As we mentioned in Section 3.1, the Lukasiewicz t-norm is the
0.25, 0.5, and 0, respectively. It is obvious that oflygenerates

; . . . - only t-norm that satisfies the “Law of Non-Contradiction”. Like-
a reasonable confidence degree in this setting. The result is not . L . .
> ) : . : wise, the Lukasiewicz t-conorm is the only t-conorm that satisfies
surprising becausg; is point-wisely the smallest t-norms in these

three operations. In other words, to reach a same confidence degreéhe Law of Excluded Middle”, that is5;(~, z) = 1. Itis usu-

. . . - ally the case that vague concepts do not follow the Law of Non-
of a low risk, T; requires higher confidence degrees of these two - ; - o
risk factors Contradiction. For instance, a document with a 750 score is “sort

_— . . of” classified (0.5)and “sort of” secret (0.5); therefore, the confi-
The Lukasiewicz t-norm is an example of another important sub- e e
. ; dence degree of the document to be classified and not classified is
classes of t-norms, the nilpotent t-norms.nf{potent t-normen- not Zero
However, many vague concepts still follow the law of excluded
suresthatz € [0, 1), 3n € Nsuchtha (z,T(z ..., T(z,z))...) = middle. For instance, a confidence degree of a document with a 750
3This example is only used to illustrate the useZpftherefore we score to be classifieat not classified (e.g. secret) should be 1. Nei-

do not use one concept to represent the sum of these two valuesther the Gédel t-conorm or the Product t-conorm can generate this
which may be simpler. correct answetnax(0.5,0.5) = 0.5 and0.5+ 0.5 — 0.5 x 0.5 =
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0.75. Only the Lukasiewicz t-conorm can generate the correct an-
swer0.5+ 0.5 = 1. Therefore, the disjunction of a rulé ‘a object
security label is classifiedr the object security label is secréten

need to introduce a new measuremeasure, which counts the
minimal distanced of an implication functiorl'(x, C) such that
d=1'"—0andT(z',C) = C,i.e. how quick an implication can

the access risk is medium” should be the tukasiewicz t-conorm. generate (enforce) a full fire degree of its consequent. Ifithef
This is the reason why, is the best choice in Section 2.1 T is less thani, of Ty, we say thafl, is quicker tharily,.

3.3 Implication Operation

Given a rule if z is A andy is B, thenz is C”, it is obvious
that different choices of implication operations, i.e. the operation
to generate the risk estimation of this rule based on its firing degree  Based on this theorem, to quickly enforce some rules, e.g. emer-
and its consequerdt, may generate different risk estimations. Two gency rules, we should choo%g as the implication operation.
commonly used implication operations & andT,. There are .
some good reasons why these two operations are the most widely3.4 Aggregation
applied. To generate the final risk estimation, we need to aggregate risk

In an auto cruise controller, a smooth controller makes passen- estimations from fired rules. Since each “IF THEN” rule only spec-
gers more comfortable. Likewise, a smooth risk decision maker ifies a risk estimation based on certain risk factors, it is unsurprising
may improve the information requesters experience because acthat t-conorms (disjunctions) are used to aggregate risk estimations.
cess decisions from an absolute permit and an absolute deny are jkewise, the choice of aggregation operations depends on the cor-
a smooth transition. relation between different rules. Different t-conoriig, S;, and

Smoothness is a generic notion, and there are several differents;, can be applied to different situations.
understandings and formalizations of what smooth means. In math-  Essentially, there is no difference between the aggregation of dif-
ematical terms, the smoothness of a function is typically formalized ferent rules and the disjunction used in the antecedent of a rule. A
as the existence of first, second, or higher order derivatives. To rule with a disjunction operation in its antecedent can be specified
compare the smoothness of different functions in our context, such py two different rule. The example in Section 3.#, éither a ob-

a definition is obviously not sufficient. ject security label is unclassifieat a subject security label is top

What we expect to be a smoothest operation is indeed a functionsecretthenthe access risk is extremely low”, can be specified us-
that minimizes the number of disturbance and/or the sum of chang- ing two rules: if a object security label is unclassifigdenthe risk
ing rates in either the “accelerating part” or the “decelerating part” is extremely low” and if a subject security label is top secrésten
in the output. Assume the firing degree of a rule tozbend its the risk is extremely low”. Obviouslys; should be applied here to
consequent to be C, its implication operation can be specified by aaggregate their risk estimation.
functionT'(z, C) : [0, 1] — [0, C] whereT is a t-norm. To eval- Therefore, the criteria discussed in Section 3.2 can be applied
uate the smoothness of a function we thus introduce the following here to choose the best aggregation operation. If the relation is not
two measures. clear, we may choose the best operation based on the requirement
on the tolerance to inaccuracy inputs.

THEOREM 2. Ty is the quickest t-norm among all continuous
t-norms.

e the number of indifferentiable points in the function domain

[0,1], referred to as--measure; 3.5 Discussion

One common situation in the applications of fuzzy inference
systems, e.g. fuzzy control, is the choice of the fuzzy operation,
e.g1y, T;, or T,. Such choice is somewhat arbitrary and, once
selected, the chosen operation is applied to all rules. Since our
objective is the best accuracy of risk estimation, wendosug-
gest using one type of conjunction, disjunction, implication, and
aggregation for all rules. Instead, we suggest the following steps to
choose the most appropriate operations in a fuzzy inference-based
access control system.

¢ the integral of the square of the second order derivative of the
function in the function domain [0,1], i.efo1 T"(z,C)%dx,
referred to ag-measure.

The following definition specifies how to compare the smooth-
ness of two functions.

DEFINITION 2. LetT;(z,C) andTj(z, C') be two implication
operations,T;(x, C) is smoother thaf;(x, C) iff

e thea-measure off;(x, C') is smaller, OR ) . )
1. Choose the best operations based on the correlation of risk

factors, e.g., if two risk factors are independent to each other,
T, andS,, should apply.

e the a-measure off;(x, C) equals that ofl;(z, C') and the
B-measure off; (x, C') is smaller.

THEOREM 1. T;, is the smoothest t-norm among all continuous
t-norms.

2. Choose the best operations that meet desired properties for
risk factors without clear correlations, e.g., if we prepare to
quickly enforce emergency rules, we may cho@seas the

Based on this theorem, if we expect to obtain smooth access de- implication operation.

cisions between different risk estimations, we should ch@gsas
the implication operation.

In a highly sensitive context, like for example in the case of CIA
or FBIl information, if something bad happens, we may want to take
mitigating actions as quickly as possible. One way to achieve this
goal is using adaptive fuzzy rules that take mitigation measures as
the input of some risk factors and enforcing these rules as quickly
as possible. The choice of implication operations can make a dif-
ference here. Because all t-norms are monotonic, to compare the
quickness of different functions when enforcing a rule, we only

3. Choose the operations that require the least computation, i.e.
T, and S,, if we do not have any special requirement. In
some proposals [17[[; and S, were considered to be the
cheapest one. However, based on our experimental results
in Section 5.27), and.S, are the cheapest one in a modern
CPU like Intel Core 2 Duo.

CONTROLLING THE DAMAGE
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There is one issue that exists in traditional access contssl sy
tems but becomes more serious in risk-based access control sys-
tems. The issue is how to limit the damage caused by malicious
users to a controllable scope, i.e. within an upper bound. Examples
of potentially malicious users include employees who are going to
be fired and may sabotage valuable resources, employees who are
bribed by competitors, accounts that are hacked by intruders.

As mentioned in the introduction, the goal of risk-based access
control is to maximize the flow of information provided that the
total risk is kept under a certain level. When information flow is
maximized, it is important that some post-access mitigation, e.g.
post-obligations or audits that only enable administrators to take an
action after accesses, are adopted. Generally speaking, a risk-based
access control system provides more access opportunities for users
than a traditional access control system does under same or sim-
ilar situations. However, such a benefit has some cost. There is
a non-trivial time window between accesses and the execution of
post-obligations. This means that malicious users may possibly de-
stroy or stole much more sensitive information during such a time
window in a risk-based access control system than in a traditional
access control system. Such a situation can arise in all risk-baseog
access control systems, including the fuzzy inference-based solu-
tion described in this paper. In this section we propose a general
approach to solve the problem. We also discuss how to implement
the approach in a fuzzy inference-based system.

4.1 TheAccess Quota

e Given an access request, the number of available access to-

kens of the subject of the access is verified after a risk esti-

mation stage. If the number of available access tokens is less
than the sum of the access quotas of the obligations required
by the risk estimation, the access will be denied.

If an access request is allowed, the tracking table is updated
as follows: the access tokens of the subject of the access are
subtracted by the sum of the access quotas of the obligations
required by the access.

If an obligation has been fulfilled, the tracking table is up-
dated as follows: the access tokens of the subject of the ac-
cess that is relevant to the obligation are added by the access
guota of the obligation.

The quotas for both users and obligations depend on applica-
tions and may vary. In some implementations, we may further set
day, week, or month quotas for users or may assign quotas for obli-
gations by some more complicated equations to realize the fine-
rained control of quotas. Even though a real system based on our
pproach could be fairly complicated, if we assume that the maxi-
mum quota for users is, the minimum quota for obligations %
and the most valuable object costswe have the following theo-
rem to prove the effectiveness of our approach.

THEOREM 3. If each risky access requires at least one obliga-
tion to be fulfilled, the potential damage resulting from any mali-

Risk-based access control systems, when they are in operationgious user at any particular time has an upper boung/ 5.

are somewhat similar to credit card systems. Users who are eval-

uated to be less risky can access information (buy anything using The assumption of this theorem is reasonable and fairly easy to
their credit cards) first and then fulfill obligations required by the be met in practice.

access in time (pay their credit card balance in time). Therefore,

it is natural for us to introduce a solution that is similar to a credit 4.2 A Fuzzy Inference-based Solution

card system.

The solution introduced in the previous section obviously works

The solution introduces a new concept: the access quota thatfor a fuzzy inference-based access control system as well. How-
defines a number of access tokens. An access token is similar to aever, a more efficient solution can be devised based on the same
centin a credit limit. There are two different types of access quotas: idea in a fuzzy inference based system. The cost of such a solution
the access quota for users and the access quota for obligations. Thés a slightly higher overall damage in the worst case.
access quota for users is the number of access tokens predefined The solution, referred to as Fuzzy Solution, is as follows:

for each user, similar to the credit limit for each credit card user.
The number of token for a user is determined by security experts
based on the background information about the user. Similarly, the
number of tokens for an obligation is defined by security experts
based on the importance or sensitivity of the obligation. The access
quota for an obligation is similar to the price of a merchandise.

We donot define the access quota for any particular object be-
cause we believe that the access quota for obligations works better
for our purpose. The access risk for an object depends on many
factors including subjects and context. The access quota for an ob-
ject may be different for different subjects and for different context
factors. Therefore, there is no single number that can best describe
the exact quota for a particular object. By contrast, each obligation
is comparatively much simpler; the importance of each obligation
is thus easier for experts to evaluate. The set of obligations required
by each access are determined purely by the risk estimation of an
access request; therefore, the sum of the access quotas of the obli-

e We introduce a new membership functi®akenCheck(s)

wheres is a subject such that

TokenCheck(s) = {O ?f Hs) <0

1if t(s) > 8
wheret(s) returns the current number of tokens of subject
s and¢ is a predefined threshold for a minimal number of
required tokensd might be zero, the minimal quota of obli-
gations, or the maximal quota of obligations.

The body of each fuzzy inference rule is ANDed with the
TokenCheck(s) membership function. Such a step ensures
that when the current number of tokens of the subject is be-
low the threshold, all fuzzy inference rules become not ap-
plicable. A default deny will be returned in this situation.

gations probably is the best way to describe the the access quota of |\ adopt the same assumption of Theorem 3, then we have the

the object in the access request.
The high-level idea of our solution to control the overall damage
in a risk-based access control system is as follows (see Figure 6):

following lemma about the Fuzzy Solution.

LeEmMA 3. If each risky access requires at least one obligation

to be fulfilled, the potential damage resulting from any malicious
o All current access tokens of subjects are recorded in a track- user at any particular time based on a Fuzzy Solution has an upper

ing table of access tokens.
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Figure 6: A General Method to Control the Overall Damage

A

Due to the expressiveness of membership functions and fuzzy As we can see from Section 2.1, the efficiency of a fuzzy infer-
rules, we may implement more flexible policies to control the over- ence system depends on the following factors:
all damage. One case would be a better solution to control the ] )
overall damage resulting from high level managers who typically * The scale of the inputs (risk factors).
own much large access quotas. The solution is based on a limita-
tion on the hourly token changing rate of a subject, i.e. no subject
can spend too many access tokens within one Hour.

Such a solution only requires a new table to record the update e The complexity of the membership functions (the fuzzifica-

e The scale of the inference rules (the knowledge of risk esti-
mation).

history of access tokens, and a new membership fun@tigren Rate(s) tion of concepts).
to calculate an access token hourly changing rate based the ta- _ o
ble and compare the rate with a thresh8ldT okenRate(s) re- e The complexity of the defuzzification methods.

turns O if the rate is larger thath and returns 1 otherwise. The
TokenRate(s) will be ANDed with all fuzzy rules to enforce this

policy.

e The complexity of the inference functions, e.g. the fuzzy op-
erations in the rule body, the implication, and the aggregation
of consequences.

5. THE EFFICIENCY OF INFERENCE e The complexity of the integral process. This is a hidden fac-

. — . . tor for the complexity of the fuzzy inference. The more ac-
There are various successful applications of fuzzy inference in ; : . . .
- R - curate the integral result is, the high computation cost it re-
engineering fields, such as the attitude control system of space shut- Lires
tles [7] or the automatic focus systems of digital cameras [18]. Tens q ’
of parameters and hundreds of inference rules are usually sufficient To obtain a clear picture of the efficiency of a fuzzy inference

for these applications. For instance, in the attitude control system, system and investigate the relation between the efficiency and afore-
only three parameters and tens of rules are applied [7]. Therefore,mentioned factors, we first choose a typical setting of a fuzzy in-
the computation overhead is very small. ference system for access control and then adjust each factor indi-
Because of the high expressiveness of fuzzy rules and member-yidually to obtain the results. The typical setting, which we believe
ship functions, we believe that tens of parameters and hundredsmeets most of the access control requirements, is as follows:
of inference rules are also sufficient for majority risk-based access
control systems. However, there is one crucial difference here. An e Number of risk factors: 200.
access control system may provide services for tens, hundreds, or
thousands users simultaneously, but a fuzzy controller is typically
used to control one object’s action, e.g. an instrument or a vehicle.
Therefore, the computation requirement of the fuzzy inference may
be a problem for a fuzzy inference based access control system in
practice. In this section, we investigate this problem and present e Fuzzification method: the Gaussian curve function
our answer to this important question based on experiments. Mz — o)

5.1 The Experiment Settings flz;0,0)=e 207
Our objective is to verify whether the fuzzy inference is scal-
able enough for applications in risk based access control systems.

Therefore, the required experimental data, including membership  The fuzzy inference system has been implemented using C Lan-

functions (and their parameters) and fuzzy inference rules, apd in-guage and runs on a PC with Core 2 Duo 3.2GHz and 3GB Mem-
puts, are generated randonilpecause we do not need to consider ory.

the rationale of these membership functions and inference rules. )
We are only concerned with their computation overhead. 52 Exper imental Results

4perhaps a different time range could be better for some sensitive The first experiment verifies the scalability of a fuzzy inference
contexts. The hourly token changing rate is only used for an illus- system based on the typical setting. We randomly generate differ-

tration purpose. ent sets of access requests. The set size is in the range [200, 25600],
5The data generation cannot be purely random, for instance, it is @hd the total response time for each set is shown in a log-log graph
highly possible that a random membership function is not valid due (see Figure 7). Itis unsurprising to see that the response time is lin-
to illegal parameters. ear in the size of request sets. Given the facts that 1600 requests and

o Number of inference rules: 3000.

e The conjunction, disjunction, implication, and aggregation
areT), Sy, Tp, andsS,, respectively.

o Defuzzification method: the centroid function.
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3200 requests require 14.37s and 29.5s, respectively, touterrip e pimf: aw-shaped function;
is safe to say that the computation power of modern computers is )

sufficient to execute fuzzy inference-based access control systems ~® SMf: & S-shaped function;
for a typical setting. In the following experiments, the number of

4 . ) - trapmf: a trapezoidal-shaped function;
access requests will be set to 800 if not otherwise specified. ° fap P P

e trimf: a triangular-shaped function.

As expected, different fuzzification methods do result in quite dif-
ferent response times from 42.5s (gbellmf) to 4.65s (trimf). For-
tunately, the most widely used Gaussian curve function (gaussmf)
results in a reasonable response time of 7.21s. In practice, “cheap”
o functions may be applied in the situation in which a quick response
is important or there are many concurrent access requests.

10° JJ 50

200 400 800 1600 3200 6400 12800 25600
Number of Access Requests

Figure 7: The scalability of fuzzy inference

The second experiment verifies the impact of the scale of risk
factors and the result is shown in Figure 8. As we can see from
Figure 8, the response time is unsurprisingly linear in the number
of risk factors, which is good for our approach. More importantly, T dsigmt gaussamt gaugenf gbelint BTt i P i
given 800 risk factors, a response time of 24s for 800 access re-
quests is definitely sufficient for an access control system. Each
access request only requires 0.03s to obtain a response.

ResponseTime (s)

©
S

N
S

Response Time(s)

=)

Figure 10: The impact of membership functions
The fifth experiment verifies the impact of different defuzzifica-
tion methods, and the result is shown in Figure 11. The defuzzifi-
2 ‘ ‘ ‘ ‘ ‘ ‘ ‘ cation functions in the figure are described as follows:

N
=]
T

e centroid: the centroid of area;

o
T

e bisector: the bisector of area;

=)
T

Response Time(s)

e mom: the mean value of maximum;

o
T

e som: the smallest (absolute) value of maximum;

0
200 300 400 500 600 700 800

. . Number of Risk Factors . lom: the largest (absolute) value of maximum.
Figure 8: The impact of the number of risk factors * gest ( )

The third experiment verifies the impact of the scale of fuzzy Because both centroid and bisector require the inference system
rules, and the result is shown in Figure 9. The response time is to calculate the integral of the aggregated consequence function,
linear in the number of fuzzy rules, which is reasonable. Itis inter- one would expect that both centroid and bisection result in a longer
esting to see that the impact of the risk factor scale is slightly more response time. However, all defuzzification methods show a similar
obviously than that of the fuzzy rule scale. Given 8000 fuzzy rules, performance. The reason why their results are similar is explained
a response time of 19s for 800 access requests is more than enougin next experiment. Because of similar computational complexity
for an access control system. requirements, we are free to choose a defuzzification method that

best serve our problem. Usually it is the centroid function.

8

0 1000 2000 3000 4000 5000 6000 7000 8000 [
Number of Rules
Figure 9: The impact of the number of fuzzy rules

centroid bisector mom som lom

_ The fourth experiment verifies the impact of different fuzzifica- Figure 11: Th é"f;er;;;;i“tzzc')“?é"glfa”;"z"l"ﬁ cation methods
tion methods (membership functions), and the result is shown in . . o . .
Figure 10. The membership functions in the figure are described as _ '€ implementation of defuzzification functions is based on sam-
follows: ple points. There is no real integral process, and the integral is cal-
culated by the sum of the sample interval multiplied by the function
e dsigmf: a function composed of difference between two sig- value at each sample point. Therefore, the computation complex-
moidal functions; ities of different defuzzification functions are similar. The default
size of sample points is 101. The sample size might greatly affect
the response time. To investigate the impact of the sample size,

Response Time(s)
(=

Response Time(s)
S

N

o

e gauss2mf: a Gaussian combination function;

e gaussmf: a Gaussian curve function: we conduct an experiment. The result is shown in Figure 12. We
' can clearly see that the sample size has little effect on the response
e gbellmf: a generalized bell-shaped function; times because the cost of computing 10001 sample points is still
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In this paper, we show that fuzzy inference is a good approach

r l for estimating access risks. Specific problems concerning the ap-
r I I I A plication of fuzzy inference to access control are investigated and
101

=)

IS

: solved. In particular, the correctness of the solutions given in this

] paper are provable. In the future, we plan to apply our approach to
database systems and investigate an approach to enable the database
query engine to estimate query risks.

Response Time(s)

N

0

1001 5001 10001
Number of Sample Points

Figure 12: The impact of the size of sample points
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APPENDIX
A. PROOFS

PROOFLEMMA 1. By the definition of t-norm, we have that
x < yimpliesT(z,z) < T(y,z). Because t-norms is commu-
tative, we have thal'(z,z) = T(z,z) andT(y,z) = T(z,y).
ThereforeT'(z,z) < T'(z,y).

z < 1impliesT(0,z) < T(0,1)
T(0,z2) =0.

T(z,y) < T(Ly) = yandT(z,y) < T(x,1) = x. Thus
T(z,y) < min(z,y). O

PROOFLEMMA 2. Based on Lemma T; is pointwisely smaller
thanTy, i.e. min(z, y).

Sincez, y € [0, 1], we have thatl —z)(1—y) > 0,i.e.x-y >
x+y—1. Because:-y > 0, T; is pointwisely smaller thafi,,. [

0. Thus

T(1,0) =

PROOFTHEOREM1. T, is continuous, therefore the measure
of T, is zero.

Ty(z,C) = C, andT}; (z,C) = 0, therefore the3-measure of
T, is zero. [

PROOFTHEOREMZ It is obvious thatl = C for T, because
C andT,( < C for a(?/:c < C. For any other
TgTCC) < Ty C?CB Base on Lemma 1 ard is

monotonic, we hav@(x C) = C’lff >C. O

PROOFTHEOREM3. Atany particular time, a user must have at
mosta tokens. The user in turn must have at megt suspending
obligations, that is, obligations should be fulfilled but have not been
fulfilled. Such a situation means that the user can only have at most
o/ 8 access requests given his access quoteherefore, the upper
bound of the damagesig/3 x v = ay/8. O

PROOFLEMMA 3. The worst case in the Fuzzy Solution is that
the threshold) is zero. Such a situation means that even if the
number of tokens of a user is not sufficient for an access request,
it is still possible that the access is allowed. After the access, the
number of tokens of the user become negative and the user cannot
access any other resources before fulfilling his obligations. There-
fore, the user can have at mest§ + 1 accesses. Thus, the upper
bound of his damages {&/5 + 1)y O





