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ABSTRACT 
In this poster, we describe a one-size-fits-many Intellectual 
Property (IP) core which integrates advanced key management 
technology and streaming encryption into a single component to 
protect data in-transit. 
 

Categories and Subject Descriptors 
E.3 [Data Encryption]: Public key cryptosystems; Standards 
 

Keywords 
key management; cyber security; cryptography; self-contained 
encryption; high-Assurance data protection; identity management; 
hardware IP core; FPGA; cryptographic component; key 
management protocol. 

 
PROBLEM 
Modern cryptography offers a variety of schemes for the 
protection of information at-rest on devices and in-transit among 

devices. A cryptographic scheme typically “scrambles” or 
“unscrambles” information using a data-permutation algorithm 
and a short cryptographic key. The security of the scheme 
depends on the properties of the algorithm and the quality and 
secrecy of the key. Thus, cryptographic keys need to be created 
and managed carefully. In particular, they need to be protected at-
rest and in-transit, which itself calls for the use of various 
cryptographic schemes.  

Although many cryptographic schemes have been standardized 
and implemented efficiently in software and hardware, these 
solutions are not universally used or embedded in devices. The 
two main reasons are the lack of generic, easy-to-deploy, and 
easy-to-use solutions for key management, and the challenge of 
integrating various cryptographic and key management 
components into a holistically secure design. While individual 
cryptographic components exist and may be known to be secure, 
there is no known recipe for integrating different components into 
secure designs that guarantee security of keys and other 
information, at-rest and in-transit. It is in such integration that 
major challenges exist and vulnerabilities are oftentimes 
introduced. 

SOLUTION 
MIT Lincoln Laboratory developed a one-size-fits-many 
Intellectual Property (IP) core, called SHAMROCK1. 
SHAMROCK integrates advanced key management technology 
and streaming encryption into a single component to protect data 
in-transit. It is designed for low Size, Weight, and Power 
applications and can be embedded into a wide variety of devices, 
enabling entire systems to be secured with the same component.  

                                                                 
1 SHAMROCK stands for Self-contained High-Assurance MicRO 

Cryptography and Key-management. 
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