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ABSTRACT

Currently, none of the existing online social networks (OSNs)
enables its users to make new friends without revealing their
private information. This leaves the users in a vulnerable
position when searching for new friends. We propose a solu-
tion which enables a user to compute her profile similarity
with another user in a privacy-preserving way. Our solution
is designed for a realistic OSN environment, where a pair of
users is unlikely to be online at the same time.

Categories and Subject Descriptors

C.2.4 [Computer-Communication Networks]: Distributed

Systems— Distributed applications; E.3 [Data Encryption]:
Public key cryptosystems

General Terms

Algorithms, Human Factors, Security

Keywords

Online social network, matching, privacy

1. INTRODUCTION

Online social networks (OSNs) provide an important plat-
form for users to make new friends and share their infor-
mation. In reality, OSN users do not fully trust the OSN
and users other than their friends, and do not like to dis-
close their private information to these parties. On the other
hand, some OSNs may not want the legal responsibility for
storing, processing, and distributing the users’ private data.

Consider a Facebook user, Alice, who likes the fan page of
artist X. On that page, she finds that Bob also likes artist X.
Alice thinks Bob might make a nice friend. To learn more
about Bob, she visits his profile. However, Bob’s profile is
private and Alice learns nothing more about Bob. At this
point, Alice has three options:

1. Give up learning more about Bob;

2. Invite Bob to become friends and hope that Bob will
make a good friend;

3. Send Bob a private message and wait.
Copyright is held by the author/owner(s).
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If Alice follows the first option, she may miss a chance to
make a new friend. If Alice follows the second option, her
private information may be leaked if she finds out that Bob
is not a suitable friend. Another problem with this option is
that it is difficult or even impossible to revoke friendship in
OSNs. If Alice follows the third option, she may encounter
a deadlock when Bob is also cautious about his privacy. In
this case, both Alice and Bob do not want to disclose their
information to a stranger.

In this paper, we outline a solution, which allows two users
to test their profile similarity in OSNs. The solution lever-
ages the chain of friends that exists between two users to
preserve their privacy. Our solution captures the following
realistic characteristics of existing OSNs:

e A friendship between two users is more likely when
their profile similarity is above a certain threshold,
where the profile similarity is defined to be the number
of common attributes.

e Due to the web-based nature, a (randomly chosen) pair
of users is unlikely to be online at the same time [1].

e Users tend to make friends with other users that are
connected to them through a chain of friends.

The rest of the poster is organized as follows. In Section
2, we describe our solution and the achieved properties. In
Section 3, we describe the related work, and conclude the
poster in Section 4.

2. DESCRIPTION OF THE SOLUTION

Ideally, in order to protect users’ privacy, we would expect
a fully trusted third party (TTP) which can access users’ at-
tributes and compute the profile similarity for them. How-
ever, such a TTP does not exist in reality and it is always
preferable to avoid employing such an entity if possible. For
an OSN, the current situation is that it has full access to
its users’ profile attributes, but we believe that this is un-
desirable for the users although they do not have a good
choice today (they can provide fake attributes though). To
solve this problem, our idea is to realize the functionality of
a TTP into using two sets of semi-trusted parties: one is the
OSN (or an application in OSN), and the other is a chain of
friends. As a result, the OSN cannot access users’ attributes
anymore.

Our solution consists of two phases: a set up phase where
every user generates its own parameters, and a profile simi-
larity computation phase where an online user can compute



her similarity with another online/offline user. The solution
works when there is a chain of friendship links between these
two users, and we generally assume the friendship is unilit-
eral. If X regards Y as a friend, then it means X allows Y
to see the plaintexts encrypted under his public key. Note
that, if desired, it can be trivially extended to a bilateral
setting.

Due to the space limit, we describe the solution for a sim-
ple setting, where there are four users. Suppose that Alice
wants to compute her profile similarity with Bob who can
be offline. We assume that Bob regards Charlie as a friend,
Charlie regards Dave as a friend, and Dave regards Alice as
a friend. The solution is briefly summarized in Figure 1
and detailed below.
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Figure 1: Solution Overview

An extension of this solution to more complex setting is
straightforward, we skip the details in this poster.

2.1 Set Up Phase

In this phase, the users and the OSN agree on a group G
of prime order p and a generator g for ElGamal scheme [2].
Let Ho : {0,1}* — Z,, be a cryptographic hash function.

Alice, Bob, Charlie, Dave generate their ElIGamal pub-
lic/private key pairs (PK, = ¢%*,SK. = za), (PK}p
g, SKy = xp), (PK. g°¢,SK. = z.), and (PKjy
g4, SKq = xzq) respectively, where xq,Zp, Zc, T4 are ran-
domly chosen from Z,. Bob, Charlie and Dave compute
their proxy re-encryption keys RKp—.c, RK.—4, and RK4_.q
respectively, where

RKyp—c = (Ho(us) — x5, 9", " - wp),

RK.—q= (Ho(u(‘) - xmgvcvgvcwd . uc)a

RKd—>a = (Ho(ud) - xdagvdagvd‘ma . ’LLd),

and up, Uc, uq are randomly chosen from G and vy, v, vq are
randomly chosen from Z,.

Note the fact that, instead of directly comparing their
attributes, users can firstly pre-process their attributes by
hashing them using a cryptographic hash function. Let the
hash values fall into a finite field F. Let Hy : {0,1}* — F
be a cryptographic hash function. Suppose that Alice has
ne attributes and the hashed values are hq,,; (1 <@ < ng),
and Bob has n; attributes and the hashed values are hy
(1 < i < np). Bob generates polynomials Fy(x), Qp(z), and
Re(x) as follows:

23

[[@ = ho.), Folw) = Qu(@) + Ro(2),

i=1

Fo(x)

where the coefficients of Ry(x) are randomly chosen from
F. Let the coefficients of Qp(z) be ¢; (0 < j < ng), then
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we denote the encryption of Qy(x) as [Qy(x)]pk,, which is
defined to be

(9"7,9"7" 5, Hi(t;) + q5)

for 0 < j < np where r;,t; are randomly chosen from Zj.

The users store the following values at the OSN: PK,,
PKb, PKC, PKd, RKb_m and RKC_,d, RKd_m, Rb(x), and
[Qv(x)]pK,. They keep their private keys outside of the
OSN.

2.2 Profile Similarity Computation Phase

If Alice wants to compute her profile similarity with Bob,
the protocol proceeds in two stages.

Stage 1) Distribution of Qy(z) from Bob to Alice

For every 0 < j < ny, the OSN computes [Qs(z)]Pr, by
following the following three steps (steps 2-4 in Figure 1):

1. Re-encrypt [Qy(z)] Pk, using RKp_.. to get [Qy(x)] Pk,
which is

(9", g™ ™) 5 R () + a3 9™, 9™ - )
2. Re-encrypt [Qy(2)] Pk, to get [Qu(x)]PK,, which is
(977,977 15 Ha(ty) + ¢559™, 9™ - s

Ve

YY)

VerTg Uc)-

3. Re-encrypt [Qy(x)]pPK, to get [Qs(z)]PK,, Which is

(g7, g7 )t Hu(ty) + a3 9™, g™ M) g

ve ve-Ho(uqg)

99

Vd Ta

“uc; 9%, g “Ud).
The OSN sends [Qy(x)]pr, to Alice, who can recover
Qp(x) using her private key z,.

Stage 2) Two-Party Profile Similarity Computation

In this phase, Alice and the OSN (representing Bob) run
a two-party private set intersection protocol, which is an
adapted version of that proposed by Freedman et al. [3], to
compute the profile similarity. Note that, Alice possesses
Qp(z) and the OSN possesses Ry (z) of Bob.

The protocol runs as follows (steps 5-7 in Figure 1).

1. The OSN creates a new ephemeral key pair for the
Paillier cryptosystem [6]. Let the public/private key
pair be (EK,s, DK,) and the message space be Zs.
Then, the OSN encrypts Ry(x) using EK; to obtain
[Ry(x)]EK,. Note that, the encryption means encrypt-
ing every coefficients of Ry (x). Finally, the OSN sends
[Ro(2)]EK, to Alice.

2. Recall that Alice’s hashed attributes are hq,; (1 <i <
ng). With [Ry(z)|eK,, Alice computes [Rs(ha,i)]| ek,
based on the homomorphic property of Paillier cryp-
tosystem (details can be found in [3]). Since Alice
possesses Qp(x), she can compute Qp(hq,;) for 1 <
1 < nq. Based on the homomorphic property of Pail-
lier cryptosystem, for 1 < i < ng, Alice can compute
[fb(ha,i)]EKS, where

[Fo(ha,i)lEx, = [Ro(ha,i)]EK, - [Qb(ha,i)]EK,-



Then, Alice creates a new ephemeral key pair for the
Paillier cryptosystem [6]. Let the public/private key
pair be (FK,, DK,) and the message space be Z,. For
1 < i < ng, Alice generates [[Fy(ha,i)|Ex,]™, which is
a randomized version of [Fy(ha,i)]|EK,, as follows:

[Fo(hai)]er]® = (Fo(hai)lex.)” - [wilex,
[Fo(hayi) - yi + yilEx,
where y; and v, are randomly chosen values.

Finally, Alice sends [[Fy(ha,:)]5x,]" and [~y!]rx, for
1 <1¢ < ng, to the OSN.

3. For 1 < i < ng, the OSN decrypts [[Fp(ha,i)]rr.]® to
obtain Fy(ha,:) - yi +y;, and computes R;, where y; is
randomly chosen and

Ri = ([Fo(hay) vi+vlleka - [~¥ilEK.)"
= [Fo(hai) yi i lEx,

Then, the OSN sends a permuted version of R; (1 <
1 < ng).

4. With the permuted version of R; (1 < i < ng), Al-
ice decrypts all of them and count the number of ”0”.
Based on this number, which represents the size of
joint set of attributes, Alice makes a decision whether
she wants to add Bob as a friend or not.

2.3 Properties of the Solution

Assume that every user communicates with the OSN through
a secure channel such as SSL/TLS. Based on this assump-
tion, our solution achieves the following desirable properties.

e It supports offline users (say Bob in the solution) by
using the OSN as a proxy. This has the additional ben-
efit of preventing (popular) users from being spammed
with computation requests.

The profile privacy of Alice is guaranteed by the proto-
col. In the solution, Alice reveals [[Fy(ha,:)|Ex,]" and
[~yilEK, for 1 <i < n,. Suppose that the OSN is a
semi-honest, it learns nothing about Alice’s attributes
hai (1 <14 < ng). Certainly, Bob and any other users
learn no information.

The profile privacy of Bob relies on splitting the poly-
nomial Fy(x) into Qp(z) and Ry(x) and grant them
to Alice and the OSN separately. The OSN possesses
Ry (z) but does not have access to Qp(z) which is pro-
tected by the re-encryption scheme described in Stage
1 in the profile similarity computation. Alice pos-
sesses Qp(x) but has no access to Ry(z). Note that
neither Qp(z) nor Ry(x) alone will reveal any infor-
mation about Bob’s hashed attributes. Furthermore,
based on the security of the adapted protocol from [3],
if the OSN is semi-honest, we can conclude that nei-
ther the OSN nor any other user will learn anything
about Bob’s hashed attributes.

3. RELATED WORK

Tang [7] proposed a privacy-preserving profile matching
protocol based on fuzzy extractor and CAPTCHA. The draw-
back of this approach is that a semi-honest can recover infor-
mation about users’ attributes if it can solve the employed
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CAPTCHA scheme. There are works which attempt to pro-
tect user information in OSNs, although they do not di-
rectly tackle with privacy-preserving profile matching solu-
tions. Some of them are the following. Lucas and Borisov [5]
proposed to use public key encryption to send messages be-
tween users based on proxy re-encryption techniques. Guha
et al. [4] proposed to mix user information across profiles to
minimize the link-ability of information, while leaving users
with no way to verify profile correctness, unless some infor-
mation is already known. Tootoonchian et al. [8] proposed
to store profile information at a trusted place and access is
then controlled using relationship certificates.

4. CONCLUSION

We propose a solution for a pair of OSN users to com-
pute their profile similarity. Our solution gives users a new
option in searching for new friends without losing their pri-
vacy over their private data. A detailed discussion of our
solution will be given in the full paper. If the OSN is not
semi-honest, then it may try to collude with Bob’s friends.
In this case, the OSN will be able to recover Bob’s hashed
attributes, based on which a brute-force attack will reveal
the attributes. How to deter a malicious OSN is an inter-
esting future work. In addition, if many users initiate the
protocol, the OSN needs to perform a lot of ElGamal re-
encryption and Paillier encryption/decryption. This may
become a burden, and how to improve the efficiency is an-
other future research topic.
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