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ABSTRACT
Currently, none of the existing online social networks (OSNs)
enables its users to make new friends without revealing their
private information. This leaves the users in a vulnerable
position when searching for new friends. We propose a solu-
tion which enables a user to compute her profile similarity
with another user in a privacy-preserving way. Our solution
is designed for a realistic OSN environment, where a pair of
users is unlikely to be online at the same time.

Categories and Subject Descriptors
C.2.4 [Computer-Communication Networks]: Distributed
Systems— Distributed applications; E.3 [Data Encryption]:
Public key cryptosystems

General Terms
Algorithms, Human Factors, Security

Keywords
Online social network, matching, privacy

1. INTRODUCTION
Online social networks (OSNs) provide an important plat-

form for users to make new friends and share their infor-
mation. In reality, OSN users do not fully trust the OSN
and users other than their friends, and do not like to dis-
close their private information to these parties. On the other
hand, some OSNs may not want the legal responsibility for
storing, processing, and distributing the users’ private data.

Consider a Facebook user, Alice, who likes the fan page of
artist X. On that page, she finds that Bob also likes artist X.
Alice thinks Bob might make a nice friend. To learn more
about Bob, she visits his profile. However, Bob’s profile is
private and Alice learns nothing more about Bob. At this
point, Alice has three options:

1. Give up learning more about Bob;

2. Invite Bob to become friends and hope that Bob will
make a good friend;

3. Send Bob a private message and wait.
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If Alice follows the first option, she may miss a chance to
make a new friend. If Alice follows the second option, her
private information may be leaked if she finds out that Bob
is not a suitable friend. Another problem with this option is
that it is difficult or even impossible to revoke friendship in
OSNs. If Alice follows the third option, she may encounter
a deadlock when Bob is also cautious about his privacy. In
this case, both Alice and Bob do not want to disclose their
information to a stranger.

In this paper, we outline a solution, which allows two users
to test their profile similarity in OSNs. The solution lever-
ages the chain of friends that exists between two users to
preserve their privacy. Our solution captures the following
realistic characteristics of existing OSNs:

• A friendship between two users is more likely when
their profile similarity is above a certain threshold,
where the profile similarity is defined to be the number
of common attributes.

• Due to the web-based nature, a (randomly chosen) pair
of users is unlikely to be online at the same time [1].

• Users tend to make friends with other users that are
connected to them through a chain of friends.

The rest of the poster is organized as follows. In Section
2, we describe our solution and the achieved properties. In
Section 3, we describe the related work, and conclude the
poster in Section 4.

2. DESCRIPTION OF THE SOLUTION
Ideally, in order to protect users’ privacy, we would expect

a fully trusted third party (TTP) which can access users’ at-
tributes and compute the profile similarity for them. How-
ever, such a TTP does not exist in reality and it is always
preferable to avoid employing such an entity if possible. For
an OSN, the current situation is that it has full access to
its users’ profile attributes, but we believe that this is un-
desirable for the users although they do not have a good
choice today (they can provide fake attributes though). To
solve this problem, our idea is to realize the functionality of
a TTP into using two sets of semi-trusted parties: one is the
OSN (or an application in OSN), and the other is a chain of
friends. As a result, the OSN cannot access users’ attributes
anymore.

Our solution consists of two phases: a set up phase where
every user generates its own parameters, and a profile simi-
larity computation phase where an online user can compute
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her similarity with another online/offline user. The solution
works when there is a chain of friendship links between these
two users, and we generally assume the friendship is unilit-
eral. If X regards Y as a friend, then it means X allows Y
to see the plaintexts encrypted under his public key. Note
that, if desired, it can be trivially extended to a bilateral
setting.

Due to the space limit, we describe the solution for a sim-
ple setting, where there are four users. Suppose that Alice
wants to compute her profile similarity with Bob who can
be offline. We assume that Bob regards Charlie as a friend,
Charlie regards Dave as a friend, and Dave regards Alice as
a friend. The solution is briefly summarized in Figure 1
and detailed below.

Dave

4.[Qb(x)]PKa

��

Charlie
3.[Qb(x)]PKd�� Bob

2.[Qb(x)]PKc��

1.Rb(x), [Qb(x)]PKb

��
Alice
6.[[Fb(ha,i)]EKs ]R, [−y′

i]EKa (1≤i≤na)��
OSN

5.[Rb(x)]EKs��

7.Permuted Ri (1≤i≤na)��

Figure 1: Solution Overview

An extension of this solution to more complex setting is
straightforward, we skip the details in this poster.

2.1 Set Up Phase
In this phase, the users and the OSN agree on a group G

of prime order p and a generator g for ElGamal scheme [2].
Let H0 : {0, 1}∗ → Zp be a cryptographic hash function.

Alice, Bob, Charlie, Dave generate their ElGamal pub-
lic/private key pairs (PKa = gxa , SKa = xa), (PKb =
gxb , SKb = xb), (PKc = gxc , SKc = xc), and (PKd =
gxd , SKd = xd) respectively, where xa, xb, xc, xd are ran-
domly chosen from Zp. Bob, Charlie and Dave compute
their proxy re-encryption keys RKb→c, RKc→d, and RKd→a

respectively, where

RKb→c = (H0(ub) − xb, g
vb , gvb·xc · ub),

RKc→d = (H0(uc) − xc, g
vc , gvc·xd · uc),

RKd→a = (H0(ud) − xd, gvd , gvd·xa · ud),

and ub, uc, ud are randomly chosen from G and vb, vc, vd are
randomly chosen from Zp.

Note the fact that, instead of directly comparing their
attributes, users can firstly pre-process their attributes by
hashing them using a cryptographic hash function. Let the
hash values fall into a finite field F. Let H1 : {0, 1}∗ → F

be a cryptographic hash function. Suppose that Alice has
na attributes and the hashed values are ha,i (1 ≤ i ≤ na),
and Bob has nb attributes and the hashed values are hb,i

(1 ≤ i ≤ nb). Bob generates polynomials Fb(x), Qb(x), and
Rb(x) as follows:

Fb(x) =

nb∏

i=1

(x − hb,i), Fb(x) = Qb(x) + Rb(x),

where the coefficients of Rb(x) are randomly chosen from
F. Let the coefficients of Qb(x) be qj (0 ≤ j ≤ nb), then

we denote the encryption of Qb(x) as [Qb(x)]PKb , which is
defined to be

(grj , grj·xb · tj , H1(tj) + qj)

for 0 ≤ j ≤ nb where rj , tj are randomly chosen from Zq.
The users store the following values at the OSN: PKa,

PKb, PKc, PKd, RKb→c and RKc→d, RKd→a, Rb(x), and
[Qb(x)]PKb . They keep their private keys outside of the
OSN.

2.2 Profile Similarity Computation Phase
If Alice wants to compute her profile similarity with Bob,

the protocol proceeds in two stages.

Stage 1) Distribution of Qb(x) from Bob to Alice
For every 0 ≤ j ≤ nb, the OSN computes [Qb(x)]PKa by
following the following three steps (steps 2-4 in Figure 1):

1. Re-encrypt [Qb(x)]PKb using RKb→c to get [Qb(x)]PKc ,
which is

(grj , grj ·H0(ub) · tj , H1(tj) + qj ; g
vb , gvb·xc · ub).

2. Re-encrypt [Qb(x)]PKc to get [Qb(x)]PKd , which is

(grj , grj·H0(ub) · tj , H1(tj) + qj ; g
vb , gvb·H0(uc) · ub;

gvc , gvc·xd · uc).

3. Re-encrypt [Qb(x)]PKd to get [Qb(x)]PKa , which is

(grj1 , grj·H0(ub) · tj , H1(tj) + qj ; g
vb , gvb·H0(uc) · ub;

gvc , gvc·H0(ud) · uc; g
vd , gvd·xa · ud).

The OSN sends [Qb(x)]PKa to Alice, who can recover
Qb(x) using her private key xa.

Stage 2) Two-Party Profile Similarity Computation
In this phase, Alice and the OSN (representing Bob) run
a two-party private set intersection protocol, which is an
adapted version of that proposed by Freedman et al. [3], to
compute the profile similarity. Note that, Alice possesses
Qb(x) and the OSN possesses Rb(x) of Bob.

The protocol runs as follows (steps 5-7 in Figure 1).

1. The OSN creates a new ephemeral key pair for the
Paillier cryptosystem [6]. Let the public/private key
pair be (EKs, DKs) and the message space be Zs.
Then, the OSN encrypts Rb(x) using EKs to obtain
[Rb(x)]EKs . Note that, the encryption means encrypt-
ing every coefficients of Rb(x). Finally, the OSN sends
[Rb(x)]EKs to Alice.

2. Recall that Alice’s hashed attributes are ha,i (1 ≤ i ≤
na). With [Rb(x)]EKs , Alice computes [Rb(ha,i)]EKs

based on the homomorphic property of Paillier cryp-
tosystem (details can be found in [3]). Since Alice
possesses Qb(x), she can compute Qb(ha,i) for 1 ≤
i ≤ na. Based on the homomorphic property of Pail-
lier cryptosystem, for 1 ≤ i ≤ na, Alice can compute
[Fb(ha,i)]EKs , where

[Fb(ha,i)]EKs = [Rb(ha,i)]EKs · [Qb(ha,i)]EKs .
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Then, Alice creates a new ephemeral key pair for the
Paillier cryptosystem [6]. Let the public/private key
pair be (EKa, DKa) and the message space be Za. For
1 ≤ i ≤ na, Alice generates [[Fb(ha,i)]EKs ]R, which is
a randomized version of [Fb(ha,i)]EKs , as follows:

[[Fb(ha,i)]EKs ]R = ([Fb(ha,i)]EKs)yi · [y′
i]EKs

= [Fb(ha,i) · yi + y′
i]EKs

where yi and y′
i are randomly chosen values.

Finally, Alice sends [[Fb(ha,i)]EKs ]R and [−y′
i]EKa for

1 ≤ i ≤ na to the OSN.

3. For 1 ≤ i ≤ na, the OSN decrypts [[Fb(ha,i)]EKs ]R to
obtain Fb(ha,i) · yi + y′

i, and computes Ri, where y′′
i is

randomly chosen and

Ri = ([Fb(ha,i) · yi + y′
i]EKa · [−y′

i]EKa)y′′
i

= [Fb(ha,i) · yi · y′′
i ]EKa

Then, the OSN sends a permuted version of Ri (1 ≤
i ≤ na).

4. With the permuted version of Ri (1 ≤ i ≤ na), Al-
ice decrypts all of them and count the number of ”0”.
Based on this number, which represents the size of
joint set of attributes, Alice makes a decision whether
she wants to add Bob as a friend or not.

2.3 Properties of the Solution
Assume that every user communicates with the OSN through

a secure channel such as SSL/TLS. Based on this assump-
tion, our solution achieves the following desirable properties.

• It supports offline users (say Bob in the solution) by
using the OSN as a proxy. This has the additional ben-
efit of preventing (popular) users from being spammed
with computation requests.

• The profile privacy of Alice is guaranteed by the proto-
col. In the solution, Alice reveals [[Fb(ha,i)]EKs ]R and
[−y′

i]EKa for 1 ≤ i ≤ na. Suppose that the OSN is a
semi-honest, it learns nothing about Alice’s attributes
ha,i (1 ≤ i ≤ na). Certainly, Bob and any other users
learn no information.

• The profile privacy of Bob relies on splitting the poly-
nomial Fb(x) into Qb(x) and Rb(x) and grant them
to Alice and the OSN separately. The OSN possesses
Rb(x) but does not have access to Qb(x) which is pro-
tected by the re-encryption scheme described in Stage
1 in the profile similarity computation. Alice pos-
sesses Qb(x) but has no access to Rb(x). Note that
neither Qb(x) nor Rb(x) alone will reveal any infor-
mation about Bob’s hashed attributes. Furthermore,
based on the security of the adapted protocol from [3],
if the OSN is semi-honest, we can conclude that nei-
ther the OSN nor any other user will learn anything
about Bob’s hashed attributes.

3. RELATED WORK
Tang [7] proposed a privacy-preserving profile matching

protocol based on fuzzy extractor and CAPTCHA. The draw-
back of this approach is that a semi-honest can recover infor-
mation about users’ attributes if it can solve the employed

CAPTCHA scheme. There are works which attempt to pro-
tect user information in OSNs, although they do not di-
rectly tackle with privacy-preserving profile matching solu-
tions. Some of them are the following. Lucas and Borisov [5]
proposed to use public key encryption to send messages be-
tween users based on proxy re-encryption techniques. Guha
et al. [4] proposed to mix user information across profiles to
minimize the link-ability of information, while leaving users
with no way to verify profile correctness, unless some infor-
mation is already known. Tootoonchian et al. [8] proposed
to store profile information at a trusted place and access is
then controlled using relationship certificates.

4. CONCLUSION
We propose a solution for a pair of OSN users to com-

pute their profile similarity. Our solution gives users a new
option in searching for new friends without losing their pri-
vacy over their private data. A detailed discussion of our
solution will be given in the full paper. If the OSN is not
semi-honest, then it may try to collude with Bob’s friends.
In this case, the OSN will be able to recover Bob’s hashed
attributes, based on which a brute-force attack will reveal
the attributes. How to deter a malicious OSN is an inter-
esting future work. In addition, if many users initiate the
protocol, the OSN needs to perform a lot of ElGamal re-
encryption and Paillier encryption/decryption. This may
become a burden, and how to improve the efficiency is an-
other future research topic.

5. REFERENCES
[1] F. Benevenuto, T. Rodrigues, M. Cha, and V. A. F.

Almeida. Characterizing user behavior in online social
networks. In Internet Measurement Conference, pages
49–62, 2009.

[2] T. ElGamal. A public key cryptosystem and a
signature scheme based on discrete logarithms. In G. R.
Blakley and D. Chaum, editors, CRYPTO ’84, volume
196 of LNCS, pages 10–18, 1985.

[3] M. J. Freedman, K. Nissim, and B. Pinkas. Efficient
private matching and set intersection. In EUROCRYPT
’04, pages 1–19, 2004.

[4] S. Guha, K. Tang, and P. Francis. Noyb: privacy in
online social networks. In Proceedings of the first
workshop on Online Social Networks, pages 49–54,
2008.

[5] M. M. Lucas and N. Borisov. Flybynight: mitigating
the privacy risks of social networking. In Proceedings of
the 7th ACM workshop on Privacy in the electronic
society, pages 1–8, 2008.

[6] P. Paillier. Public-key cryptosystems based on
composite degree residuosity classes. In EUROCRYPT
’99, pages 223–238, 1999.

[7] Q. Tang. User-friendly matching protocol for online
social networks. In Proceedings of the 17th ACM
conference on Computer and communications security,
pages 732–734, 2010.

[8] A. Tootoonchian, S. Saroiu, Y. Ganjali, and
A. Wolman. Lockr: better privacy for social networks.
In Proceedings of the 5th international conference on
Emerging networking experiments and technologies,
pages 169–180, 2009.

795



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Academy
    /AgencyFB-Bold
    /AgencyFB-Reg
    /Alba
    /AlbaMatter
    /AlbaSuper
    /Algerian
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /BabyKruffy
    /BaskOldFace
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BlackadderITC-Regular
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BradleyHandITC
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Castellar
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chick
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Croobie
    /CurlzMT
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversMT
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /EstrangeloEdessa
    /Fat
    /FelixTitlingMT
    /FootlightMTLight
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Freshbot
    /Frosty
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Gigi-Regular
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GlooGun
    /GloucesterMT-ExtraCondensed
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /Jenkinsv20
    /Jenkinsv20Thik
    /Jokerman-Regular
    /Jokewood
    /JuiceITC-Regular
    /Karat
    /Kartika
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /MaturaMTScriptCapitals
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MSOutlook
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /OCRAExtended
    /OldEnglishTextMT
    /Onyx
    /PalaceScriptMT
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Parchment-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /Playbill
    /Poornut
    /PoorRichard-Regular
    /Porkys
    /PorkysHeavy
    /Pristina-Regular
    /PussycatSassy
    /PussycatSnickers
    /Raavi
    /RageItalic
    /Ravie
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /ScriptMTBold
    /ShowcardGothic-Reg
    /Shruti
    /SnapITC-Regular
    /Square721BT-Roman
    /Stencil
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Vrinda
    /Webdings
    /WeltronUrban
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2003
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




