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ABSTRACT
Wireless link signature is a physical layer authentication
mechanism, which uses the multi-path effect between a trans-
mitter and a receiver to provide authentication of wireless
signals. We identify a new attack, called mimicry attack,
against the wireless link signature scheme in [7]. It is as-
sumed in the past that an attacker cannot “spoof” an arbi-
trary link signature and that the attacker will not have the
same link signature at the receiver unless it is at exactly the
same location as the legitimate transmitter. However, we
show that an attacker can forge an arbitrary link signature
as long as it knows the legitimate signal at the receiver’s lo-
cation, and the attacker does not have to be at exactly the
same location as the legitimate transmitter in order to forge
its link signature.

Categories and Subject Descriptors
C.2.0 [Computer-Communication Networks]: General—
Security and protection; C.2.1 [Computer-Communication
Networks]: Network Architecture and Design—Wireless
communication

General Terms
Algorithms, Design, Security

Keywords
Wireless security, Link signature, Attacks

1. INTRODUCTION
Wireless physical layer security is becoming increasingly

important as wireless devices are more and more perva-
sive and adopted in critical applications. For example, im-
plantable medical devices (IMD) such as pacemaker may
grant access to an external control device only when it is
close enough [8], thus making it critical to verify the physi-
cal proximity of the control device.

There have been multiple proposals recently to provide
enhanced wireless security using physical layer characteris-
tics, including fingerprinting wireless devices (e.g., [2]), au-
thenticating and identifying wireless channels (e.g., [7, 11]),
and deriving secret keys from wireless channel features only
observable to the communicating parties (e.g., [6]).
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Among the recent advances in wireless physical layer se-
curity is (wireless) link signature. Link signature uses the
unique wireless channel characteristics (e.g., the multi-path
effect) between a transmitter and a receiver to provide au-
thentication of the wireless channel. Three link signature
schemes [4,7,11] have been proposed so far. Since its intro-
duction, link signature has been recognized as a wireless
channel authentication mechanism for applications where
wireless channel characteristics are unique (e.g., [2, 6]).

We identify a new attack, which is called the mimicry at-
tack, against existing link signature schemes [4, 7, 11]. We
start our investigation with the link signature scheme in [7].
It is assumed in [7] that an attacker “cannot ‘spoof’ an arbi-
trary link signature” and that the attacker “will not have the
same link signature at the receiver unless it is at exactly the
same location as the legitimate transmitter.” However, we
show that an attacker can forge an arbitrary link signature
as long as it knows the legitimate signal at the receiver’s lo-
cation, and the attacker does not have to be at exactly the
same location as the legitimate transmitter in order to forge
its link signature.

We also extend the mimicry attack to the link signature
scheme in [4]. Since the last link signature scheme in [11] is
essentially an integration of the techniques in [7,11], all ex-
isting link signature schemes are vulnerable to the mimicry
attack. This attack thus allows an attacker to forge link sig-
natures and impersonate wireless nodes when link signatures
are used for authentication and/or identification.

2. PRELIMINARIES

2.1 Multi-path Effect and Link Signature
Wireless signal usually propagates in the air along mul-

tiple paths due to reflection, diffraction, and scattering [7].
As a result, a receiver may receive multiple copies of the
transmitted signal from different paths, each of which may
have a different delay due to the path it traversed on. The
received signal is indeed the sum of these time delayed sig-
nal copies. Each path imposes a response (e.g., distortion
and attenuation) on the signal traveling along it [7], and the
superposition of all responses between two nodes is referred
to as a channel impulse response [3].

The multi-path effects between different pairs of nodes
are usually different, and so are the channel impulse re-
sponses [7]. Due to this reason, a channel impulse response
between two nodes is also called a link signature, and has
been proposed to provide robust location distinction and
location-based authentication [7,11].
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Specifically, when a transmitter and attackers are in dif-
ferent locations, to determine whether a received signal is
from the transmitter, the receiver can estimate the link sig-
nature of the received signal and compare it with the known
value from the transmitter. The received signal is accepted
only if the estimated link signature is similar to the known
value.

2.2 Estimating Channel Impulse Responses
With the knowledge of channel impulse responses, wire-

less systems can achieve high quality communication with
low bit error rate. A popular method for estimating chan-
nel impulse responses is the training sequence based estima-
tion [9]. In this method, the transmitter sends a training
sequence (i.e., a sequence of bits) over the wireless channel.
The receiver then uses the same training sequence and the
corresponding received signal samples to estimate channel
impulse responses, where the value of the training sequence
can be pre-shared [9].

Mathematical Formulation: To estimate channel im-
pulse responses, the receiver exploits the known transmit-
ted data content and the corresponding received samples.
As discussed earlier, the sender and the receiver share a
training sequence. For example, a training sequence can be
[0, 1, 0, 1].

To transmit the training sequence, the transmitter con-
verts it into M physical layer symbols (i.e., complex num-
bers that are transmission units at the physical layer [3]).
This process is called modulation [3]. The transmitter then
sends the M symbols to the wireless channel.

Let x = [x1, x2, ..., xM ] denote the transmitted symbols
in the training sequence. Assume that there exist L paths.
Thus, the receiver can receive L copies of x, each traveling
on one path and undergoing a response (i.e., distortion and
attenuation) caused by the corresponding path.

The vector y of received symbols is the convolution sum
of the L copies of x. Let h = [h1, h2, ..., hL]T be the chan-
nel impulse response, where hi is the response of the i-th
path. Assuming an additive white Gaussian noise (AWGN)
channel, the received symbols y can be represented by [9]

y = h ∗ x + n, (1)

where n is the white Gaussian channel noise and ∗ is the
convolution operator. The matrix form of Equation (1) is

y =

2
6666666664

x1 0 · 0
x2 x1 · ·
· x2 · 0
· · · x1

xM · · x2

0 xM · ·
· 0 · ·
0 0 · xM

3
7777777775

2
6664

h1

h2

·
·

hL

3
7775 + n (2)

Rewriting Equation (2) in a compact matrix form gives us

y = Xh + n, (3)

where X is a (L + M − 1) × L Toeplitz matrix, containing
L delayed versions of the transmitted symbols x, and y is a
vector consisting of (L + M − 1) received symbols.

Least-square estimator and Linear minimum mean squared
error estimator are are generally used to estimate h from
Equation (3). Details of both estimators can be found in [10].

3. MIMICRY ATTACK

3.1 Overview
The root cause of mimicry attack is the linear relationship

between the transmitted symbols x, the received symbols y,
and the link signature h, as indicated in Equation (3).

Let yt and ya denote the received symbols that are from
the transmitter and the attacker, respectively. The attacker’s
goal in mimicry attack is to make ya approximately the same
as yt. When the receiver attempts to extract the link sig-
nature from the attacker’s symbols ya, it will get a link
signature that is very similar to the one estimated from yt.
As a result, the attacker can impersonate the transmitter to
bypass link signature based authentication.

The attacker needs to meet two requirements to launch
a mimicry attack: First, the attacker needs to know the
transmitter’s symbols (i.e., yt) at the receiver’s location.
Second, the attacker needs to manipulate its own symbols
to be transmitted such that when they arrive at the receiver
they are similar to those from the transmitter (i.e., ya ≈ yt).

3.2 Obtaining Transmitter’s Symbols
There are multiple ways for the attacker to obtain the

transmitter’s symbols at the receiver’s location. For exam-
ple, the attacker may learn yt by placing a sensing device in
the proximity of the receiver. For the sake of presentation,
we call this device the symbol sensor. It records the symbols
received from the transmitter and reports them to the at-
tacker through any available communication channel. Since
the symbol sensor is geographically close to the receiver, the
symbols it receives are roughly the same as those received
by the receiver, and can be used as yt.

The attacker can also use the mathematical model yt =
ht∗x+n to derive yt, where ht is the link signature between
the transmitter and the receiver. Specifically, the symbol
sensor can receive symbols from the transmitter, estimate
the link signature from these symbols, and report the link
signature to the attacker. The attacker can use the reported
link signature as an approximation of ht to calculate yt. In
this case, the symbol sensor only needs to report the derived
link signatures from time to time, and the attacker can cal-
culate yt directly by using the estimated link signature ht

rather than wait for the sensor to report yt.

3.3 Manipulating Transmitted Symbols
The symbols ya received from the attacker can be repre-

sented as ya = ha ∗ xa + na, where xa, ha, and na are the
symbols transmitted by the attacker, the link signature of
the attacker, and the channel noise, respectively. To make
ya equal to yt, the attacker can treat xa as a unknown vari-
able, and solve it from the following equation

ha ∗ xa + na = yt, (4)

where link signature ha of the attacker can be obtained from
the symbol sensor as well. The solution to this equation en-
ables ya to be similar to or the same as the transmitter’s
symbols yt. As a result, the link signatures that are esti-
mated from ya will also be close to those estimated from
yt. In Theorem 1, we give a way to solve Equation (4) and
calculate xa from yt.

Theorem 1. Let yt and ya denote the received symbols
that are sent by the transmitter and the attacker, respec-
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tively. Further let Ha be the Toeplitz matrix of the attacker’s
link signature. If xa = (HH

a Ha)−1HH
a yt, then ya = yt.

Proof. Let xa = [xa1, xa2, ..., xaM ]T denote the symbols
transmitted by the attacker, and ha = [ha1, ha2, ..., haL]T

denote the link signature of the attacker. We have

yt = ha ∗ xa + na = Xaha + na

=

2
6666666664

ha1 0 · 0
ha2 ha1 · ·
· ha2 · 0
· · · ha1

haL · · ha2

0 haL · ·
· 0 · ·
0 0 · haL

3
7777777775

2
6664

xa1

xa2

·
·

xaM

3
7775 + na

= Haxa + na.

Therefore, yt = ha ∗ xa + na ⇔ yt = Haxa + na. We
can solve xa from yt = Haxa + na. Since na is unknown,
we use the standard least square approach [10] to solve xa.
Specifically, we minimizes ||yt − Hax̂a||2, where x̂a is the
approximate solution of xa. The minimization yields x̂a =
(HH

a Ha)−1HH
a yt

Elements in xa are already physical layer symbols, and
thus they can be transmitted directly. The attacker does
not need to modulate them again for transmission.

4. INITIAL EVALUATION RESULTS
We have implemented the link signature scheme in [7] and

the basic mimicry attack on USRP2 platform [5]. The soft-
ware toolkit is GNURadio [1]. In our evaluation, we consider
two scenarios: (1) normal scenario and (2) forgery scenario.
In a normal scenario, the attacker simply sends original sym-
bols to the receiver. In the forgery scenario, the attacker
launches the mimicry attack, during which it transmits ma-
nipulated symbols to the receiver.

Intuitively, the attacker wants to reduce the difference be-
tween its own link signature and the transmitter’s link sig-
nature, whereas the defense method aims to increase this
difference to alert the receiver. Thus, the link difference
between both the attacker’s and the transmitter’s link sig-
natures can visually reveal the impact of mimicry attacks,
and we use link difference as our evaluation metric. The way
to calculate the link difference is shown in [7].

In each evaluation scenario, the receiver first measures
a set H of N = 50 link signatures of the transmitter in
the training phase. It then collects 450 link signatures of
the attacker and calculates the link difference da,H for each.
Moreover, the receiver collects another 450 link signatures
of the transmitter, and calculates the link difference dt,H for
each of them. Figures 1 and 2 show the link differences for
the attacker da,H and the transmitter dt,H in the normal
and forgery scenarios, respectively.

In the normal scenario, as shown in Figure 1, da,H is gen-
erally larger than dt,H. Most of the transmitter’s link dif-
ference is less than 0.15, whereas most of the attacker’s link
difference is larger than 0.15. Thus, based on the link dif-
ference, the receiver can achieve a high accuracy in distin-
guishing between the transmitter and the attacker.

In the forgery scenario, the attacker launches mimicry at-
tacks to make its own link signatures similar to the transmit-
ter’s link signatures. Figure 2 shows that da,H decreases to

the same level as dt,H, and da,H and dt,H substantially over-
lap with each other. The mimicry attack reduces the link
difference between the attacker and the transmitter, leading
to high decision error rate at the receiver.

0 100 200 300 400
10

−2

10
−1

10
0

Indice of link signatures

Li
nk

 d
iff

er
en

ce
(n

or
m

al
)

 

 

Transmitter
Attacker

Figure 1: Normal
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Figure 2: Forgery
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