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ABSTRACT

Multi-receiver Identity-Based Key Encapsulation Mecha-
nism (mIB-KEM) allows a sender to distribute messages for
a set of receivers using the receiver’s identity as a public key.
Recently, Chatterjee and Sarkar [12] suggested a new mIB-
KEM which has sublinear-size ciphertexts and private keys
simultaneously. They demonstrated that their scheme is se-
cure against chosen plaintext (or ciphertext) attacks without
random oracles. In this paper, we show that their scheme is
not secure in that a revoked user can easily decrypt cipher-
texts. We next propose a new mIB-KEM which overcomes
the security flaw identified in the construction of Chatterjee
and Sarkar.

Categories and Subject Descriptors

E.3 [Data Encryption]: Code breaking, Public key cryp-
tosystems

General Terms
Security

Keywords
Multi-receiver Identity-Based Key Encapsulation

1. INTRODUCTION

To distribute a message to some set S of users, the trivial
method is to encrypt the message using each user’s public
key. As expected, ciphertext size in this setting increases
linearly with |S|. This results in too much ciphertext size
when S becomes a large set of receivers. Thus, this method
is less attractive, except for the case where S is small. An
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alternative method is to encrypt a message encryption key
which is used to encrypt the message under a symmetric
key cipher. This is called a hybrid (KEM-DEM) encryption
paradigm. This is efficient, in particular, for such applica-
tions as the sender wants to broadcast a same message. In
this paper, we mainly focus on the hybrid paradigm.

In an identity-based setting [19], a sender is able to dis-
tribute a message for a set S of receivers using the receiver’s
identity as a public key. As usual, a Key Generation Center
(KGC) issues a private key for a user identity, and public
parameters for the identity-based system are shared with
all users. Regarding the KEM-DEM encryption in multi-
receiver setting, we can easily consider a trivial solution
by concatenating ciphertexts for all receivers. One may at-
tempt to do this with the previous Identity-Based Encryp-
tion (IBE) schemes [6, 13, 4, 5, 20, 16], where the Hierar-
chical IBE (HIBE) schemes [4, 5] are considered as 1-level
IBE schemes. However, the IBE schemes [4, 5, 16] are not
suitable for the simple solution.

For example, consider the Gentry IBE scheme [16] for
a multi-receiver Identity-Based Key Encapsulation Mecha-
nism (mIB-KEM). Assume a sender intends to broadcast a
message to a set S = {ID1,...,IDx}. With elements g, h,
and g1 in the public parameters, ciphertext for the set S will
be of the form (gig=*™P1,... gig7*'"P* e(g,g)°) for same
randomness s, and then the message encryption key cor-
responding to this ciphertext will become e(g,h)™°. Since
information about S is broadcast together with the cipher-
text, a revoked user with identity ID’ (i.e., outside of S) can
compute g~° as (g5g~*'P1 /gig™*'P¥)/IP1=1Dk) and obtain
gi. Thus, he can reconstruct gfgfs"D/ and decrypt the ci-
phertext successfully. This observation can be applied to
other mIB-KEMs based on the IBE schemes [4, 5] in the
similar manner.

In this paper we show that a mIB-KEM suggested by
Chatterjee and Sarkar [12] is not secure. We will show how a
revoked user can easily decrypt ciphertext in [12]. Our secu-
rity analysis is similar to that mentioned immediately above.
Next, we suggest an improvement that overcomes the secu-
rity flaw identified in [12]. In our construction, we partition
an identity space into subsets using two publicly computable
surjective functions, and we add to public parameters ran-
dom elements which are representative of the subsets. These
random values play the role of preventing such an attack
above from occurring. The proposed mIB-KEM is secure
against chosen plaintext attacks in the selective-ID model,
and is extended to achieve chosen ciphertext security by us-
ing a hash-based method [9]. With appropriate parametriza-



tion, our scheme could have sublinear-size ciphertexts and
private keys. We prove the security of our scheme without
random oracles under the decision Bilinear Diffie-Hellman
Exponent (BDHE) assumption, which was already used to
prove security in [5, 7].

Related Works. Since the first practical constructions of
the IBE primitives [13, 6] appeared, many research has been
done to create secure mIB-KEMs [14, 2, 3, 11, 12, 1, 18].
Until now, all of the proposed mIB-KEMs made use of ef-
ficiently computable bilinear maps (i.e., pairing) on elliptic
curve.

The first mIB-KEM [14] was suggested by Du et al. [14],
based on the Boneh-Franklin IBE scheme [6]. Their con-
struction obtained O(|S|) ciphertexts and O(1) private keys
for a receiver set S, but formal security proof was not pro-
vided. Later, the mIB-KEMs [2, 3] were suggested with for-
mal security proofs using random oracle heuristics. These
schemes also achieved O(|S|) ciphertexts and O(1) private
keys. Recently, Sakai and Furukawa [18] proposed a new
mIB-KEM which uses a exponent inversion paradigm. At
first sight, their construction appears to achieve O(1) cipher-
texts and O(1) private keys, but the decryption algorithm
requires |S| elements in the public parameters. It means
that sender needs to transmit the |S| elements for decryp-
tion together with ciphertext, or each user requires to store
all the elements in the public parameters (although the el-
ements could be stored in any public device). This leads
their scheme [18] to obtain O(|S|) ciphertexts or O(n) pri-
vate keys, where n is the total number of users.

To suggest a secure mIB-KEM without random oracles,
the constructions [11, 12, 1] employed the structure of key
delegation in HIBE schemes [20, 4, 5]. In [11], Chatterjee et
al. presented a mIB-KEM that has O(|S|) ciphertexts and
O(1) private keys, with the security proof in the selective-ID
security model. Later, Chatterjee and Sarkar [12] proposed
a mIB-KEM (secure in the selective-ID model) that uses a
publicly computable surjective function to reduce an iden-
tity space to a set {1,...,N}. The authors demonstrated
that their scheme [12] could obtain sublinear-size cipher-
texts and private keys at the same time (unfortunately, this
scheme has a security flaw although it achieves good per-
formance). Same authors [12] presented another mIB-KEM
secure in the full model, but the security reduction has suf-
fered from an exponential security degradation. Recently,
Abdalla et at. [1] examined a different variant of delegation
structures in HIBE schemes [17, 5] and used the variant
to introduce so-called “wicked IBE” which yields an mIB-
KEM. However, the resulting instantiations of mIB-KEM
do not provide sublinear-size ciphertexts and private keys,
simultaneously.

2. PRELIMINARIES

2.1 Multi-receiver Identity-Based Key Encap-
sulation Mechanism
We describe the definition of multi-receiver Identity-Based
Key Encapsulation Mechanism (mIB-KEM) [12] as below.

Setup(lk7 n) takes as input a security parameter 1* and the
number of total users n. and outputs the public parameters
PP and the master key MK.

KeyGen(ID, MK, PP) takes an identity ID € ZD, the master
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key MK, and the public parameters PP as input. It outputs
a private key dip for ID.

Encapsulate(S, PP) takes a set S of identities and the pub-
lic parameters PP as input, and outputs a pair (Hdr, K)
where Hdr is the header and K € K is a message encryption
key, often called the broadcast ciphertext.

Let M be a message to be broadcast to the set S and let
Cu be the encryption of M under the symmetric key K. A
broadcast massage is (S,Hdr, Car), where the pair (S, Hdr)
is often called the full header and Cjs is often called the
broadcast body.

Decapsulate(dip, S, Hdr, PP) takes as input the private key
dip for ID, a receiver set S, a header Hdr, and the public
parameters PP. If ID € S, the algorithm outputs the message
encryption key K € K, which is used to decrypt Cs and
obtain the message M.

For correctness, we require that for a receiver set S and ID €
S, if (PP, MK) & Setup(1¥,n), dip «— KeyGen(ID, MK, PP),
and (Hdr, K) £ Encapsulate(S,PP), then we have that
Decapsulate(dip, S, Hdr, PP) = K.

Next, to describe the chosen ciphertext security for mIB-
KEM, we define the following game between an attacker A
and a challenger C as in [12]. Both A and C are provided
with n, the total number of users, as input.

Init: A outputs a set S* of identities that it intends to
attack.

Setup: C runs Setup(lk7 n) to obtain the public parameters
PP and the master key MK. It gives A the public parameters
PP.

Phase 1: A adaptively issues queries ¢, . . .
is one of

, ¢m Where each

1. Private key query on ID where ID ¢ S*. C runs algo-
rithm KeyGen(ID, MK, PP) to obtain a private key dip.
It returns dip to A.

2. Decryption query on (ID,S,Hdr) where S C S* and
ID € S. C responds with Decapsulate(dip, S, Hdr, PP).

Challenge: C runs algorithm Encapsulate(S*,PP) to ob-
tain (Hdr*, K) where K € K. Next, the challenger picks a
random b € {0,1}. If b =1, it sets K* = K. Otherwise, it
sets K* to a random string of length equal to |K|. C gives
a challenge ciphertext (Hdr*, K*) to A.

Phase 2: A adaptively issues private key and decryption
queries ¢m+1, - - .,qq where each one is:

1. Private key query on ID where ID ¢ S*. C responds as
in phase 1.

2. Decryption query on (ID,S,Hdr) where S C S* and
ID € S. The other restriction is that Hdr # Hdr*. C
responds as in phase 1.

Guess: A outputs a guess b’ € {0,1}. A wins if ¥’ = b.

This game above models an attack where all users not in
the set S* collude to try and expose a broadcast message
intended only for users in S*. The attacker in this model
is static as in [7]. That is, it chooses S* and obtains the



keys for identities outside of S*, before it sees the public
parameters PP. For short, we call this ‘sID security model’.
The advantage of A in breaking a mIB-KEM is defined as

AdVRTKEM = |Pr(b = b'] — 1/2]
where n is given to both the C and A as input.

DEFINITION 1. A mIB-KEM is said to be (t,€,m,qip,qD)-
CCA-secure in the sID security model if for all t-time attack-
ers A who make qip private key queries and qp decryption
queries, we have that Ad\/ﬂ{%KEM <€

The game above can be used to define chosen plaintext
security for a mIB-KEM if the attacker is not permitted
to issue decryption queries. We say that a mIB-KEM is
(t,e,m, qp)-CPA-secure in the sID security model if it is
(t,€,n, qip, 0)-CCA-secure.

2.2 Bilinear Pairing and Complexity Assump-
tion
We briefly summarize the bilinear pairings and define the
(b + 1)-Bilinear Diffie-Hellman Exponent (BDHE) assump-
tion.

Bilinear Pairing: We follow the notation in [6, 4]. Let G
and Gr be two (multiplicative) cyclic groups of prime order
p. We assume that g is a generator of G. Let e : GXG — Gr
be a function that has the following properties: 1) Bilinear:
for all u,v € G and a,b € Z, we have e(u®,v®) = e(u,v).
2) Non-degenerate: e(g,g) # 1. 3) Computable: there is an
efficient algorithm to compute the map e.

Then, we say that G is a bilinear group and the map e is
a bilinear pairing in G. Note that e(,) is symmetric since
e(g® g") = e(g,9)* =e(g", g).

Bilinear Diffie-Hellman Exponent Assumption: The
(b + 1)-BDHE problem in G is defined as follows: given
a (2b + 2)-tuple (z,9,9%,... 7g("b,gabJrZ7 . ,go‘%) € G2
as input, compute e(z,g)"‘b+1 € Gr. An algorithm A has
advantage € in solving (b + 1)-BDHE in G if

@ 042,) a

PrlA(z,9,9%, ... 97 ) =e(z,9)
where the probability is over the random choice of « in Zp,
the random choice of z € G, and the random bits of A.

Let g; = g<0‘1> and let ?a,b = (g1, Gbs Got2y - - - G20)-
Similarly, we say that an algorithm B that outputs b € {0,1}
has advantage € in solving the decision (b+ 1)-BDHE prob-
lem in G if

|PI'[B(Z,g, ?a,ba e(z,gb+1)) = O]_
Pr[B(z,9, G ap, T) =0]] > ¢

b+1] > ¢

Qb2

ab
9 y 9 e

where the probability is over the random choice of a in Zp,
the random choice of z € G, the random choice of T' € G,
and the random bits of B.

DEFINITION 2. We say that the (decision) (t,e,b+ 1)-
BDHE assumption holds in G if no t-time algorithm has
advantage at least € in solving the (decision) (b+ 1)-BDHE
problem in G.

3. CRYPTANALYSIS OF THE CHATTER-
JEE AND SARKAR’S mIB-KEM

We review the mIB-KEM suggested by Chatterjee and
Sarkar [12], and analyze the security flaws in their scheme.
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3.1 Review of the Chatterjee and Sarkar’s
mIB-KEM

Let G and Gr be groups of prime order p, and let e :
G x G — Gr be the bilinear map.

Setup(lk,n)z The algorithm picks a random generator
g € G. It selects a random o € Zj, and sets g1 = g*.
It picks random elements g2,93 € G and a random vector
U= (u1,...,uq) with entries in G. The public parameters
PP (with the description of (G, Gr, e, p)) and the master
key MK are given by

PP = (9791192a937U7 H)7
where H is a publicly computable surjective function such
that H : Z, — {1,...,a}.

KeyGen(ID, MK, PP): Given an identity ID € Zj, the al-
gorithm computes H(ID) = v where 1 < v < a. It picks a
random r € Zj, and output

MK = g¢

do= (g5 (g5 u)", g",

r T T T a+1
Ups vy Uy—1, uv+17"'7ua)€G .

Encapsulate(S, PP): A sender chooses a random s € Z,
and sets K = e(g1,92)° € Gr. Next, the sender partitions
the set S into subsets in the following manner.

Let H(S) = {j1,...,jr} be the set of distinct indices ob-
tained by applying the function H to the elements in S. For
t=1,...,k,let {si1,...,Sir} be the subset of all elements
in S which map to j;. Let 7 = maxi<;<k(7:). We view S
as a k x 7 matrix having entries s;,; where 1 <14 < k and
1 <j<m. Forl < j <7, define the set S; to be the
j-th column of this matrix. Then S is a disjoint union of
S1,...,S- and for all j, we have |S;| = |H(S;)| (it means H
is injective on S;).

Then, the sender sets the header as

Hdr = ( (g3 - Ilipes, (UHUD))ID)S, ce
(95 - Tpes, (umany)'®)*, ¢° ) € GTT.

The sender broadcasts (Si,...,S-,Hdr,Car), where Cus is
an encrypted message under the K using a symmetric key
cipher.

Decapsulate(dip, S, Hdr): Let Hdr = (A,,...,A;, B). As-
sume a receiver with identity ID belongs to the subset S; and
H(ID) = v. To decrypt the Hdr, it is sufficient for him to
obtain (S;, Aj, B) where ID € S;. The receiver decrypts the
Hdr using his private key dip = (dip,1, dip,2, kip,1, - -
kiD,v+1, - -, kiD,a) as follows:

. kipu—1,

K =e(dp,1 - Ilpes, (kID,H(ID’))ID , B) / e(4;, dip,2).

ID’ #£ID

Correctness of the decapsulation above, which we omit
here, can be showed by the similar calculation to that of
Section 4.1.

3.2 Security Analysis

We describe how a revoked user can decrypt the Hdr suc-
cessfully. Let ID’ be the identity of a revoked user. Let
S1,S2 be the subsets of receivers such that ID; € S; and
ID2 € S2. From the partition of the receiver set, we can
assume the case where H(ID1) = H(ID2) = H(ID') = v, be-
cause the function H : Zy, — {1,...,a} is surjective. Then,



the A; and Az elements in the Hdr = (44, Ao, ...
are constructed as

7AT?B)

Dy Do
v v

Ar = (gz---uPr.. ), e
for some (unknown) s € Z,. Let [ = (ID;—ID’)/(ID'—ID3) €
Zy,, which is computable since ID’ # ID; and ID” # ID2. The

revoked user then computes A’ = (A3 A45)YFY where (141)
would become zero with negligible probability. Observe that

As = (g3 u

A =(gg---uPt . gho P2l /D
— (g5t qPr 2L ys/(41)
_ (93 o ung-HDQ-z)/(l-;-l) L )s
= (93...U'UD C).

Since the set information about S; and S is transmitted
along with the Hdr, the revoked user can easily know the
exponential value of each ux for k =1,...,v—1,v+1,...,a
(if necessary). Recall that the private key for the revoked
user ID’ is

D/

do = (g5 (gs-uy ), g

which can be used to decrypt the Hdr using the elements
(A’, B), where B is the element in the Hdr.

We consider the simpler case where H(ID1) = H(ID") = v.
Then, the A; and A2 elements are computed as

A1:(g3---uLD1~-)S, Az = (g3-- ID3 )*

s
for some identities ID3,IDy € So. (Here, the Aa could be
constructed differently, but the important point is that Sq
does not include an identity ID € Zj, such that H(ID) =
H(ID') = v.) In this case, let I’ = (ID1 — ID")/ID" € Z,.
The revoked user computes A” = (A1 A5)Y @+ By the

similar calculation to that above, we can see that A"

(g3 P’ --+)® for some unknown s € Z,. This allows the

revoked user to decrypt the Hdr successfully.

In [12], the authors focused only on the impossibility of re-
voked users for building a private key suitable for decryption.
However, the observation above shows that a revoked user
could generate a valid component of the Hdr, and success-
fully recover the message encryption key, given that there is
some possible collision of the function H. As shown in the
above analysis, this is because the same element g3 is used
for all the partitioned subsets. Thus, in order to avoid such
an attack, one natural solution is to use different elements
for each subset. We will present this solution in the next
section.

Chatterjee and Sarkar [12] suggested a CCA-secure mIB-
KEM which is based on the CPA-secure scheme. Unfortu-
nately, we can show the resulting scheme is also insecure
against the attacks described above in the same manner.

4. CPA-SECURE MIB-KEM

In this section we present a new CPA-secure mIB-KEM
which overcomes the security leak identified in the previous
section. The crux of our method is to use different elements
associated with subsets of receivers, which can prevent such
attacks from occurring. To relate an identity to one of these
additional elements, we need another publicly computable
surjective function, denoted by H; here.

As opposed to the previous scheme [12], our construction
imposes a priori maximum number n of receivers as the in-
put of Setup algorithm. For now, we assume identities are

T

T r
y Uty - - 7“11)

r T
; Uy—1, u'u+17 se

D4
Uyt1 "

376

elements of Zj,, but as noted in [4] we can extend the domain
to all of {0,1}" by hashing each identity ID using a collision
resistant hash function H : {0,1}* — Z;. Note that De-
capsulate algorithm below does not require any elements
of public parameters as input.

4.1 Scheme

Let G and Gr be groups of prime order p, and let e :
G x G — Gr be the bilinear map.

Setup(1*,n): The algorithm picks a random generator g €
G. It selects a random o € Zj; and sets g1 = g“. It picks
random elements xo,T1,...,%a,Y1,---,Y € G. The public
parameters PP (with the description of (G, Gr, €, p)) and
the master key MK are given by

PP = (9791715075E17~~~7J3a7y17--->yb7H17H2)» MK = «

where H; and Hz are publicly computable surjective func-
tions such that Hy : Z;, — {1,...,a} and Hz : Z; —

1,...,b}

KeyGen(ID, MK, PP): Given an identity ID € Zj,, the algo-
rithm finds two values u,v (where 1 <u <aand 1 <v <)
such that H1(ID) = w and H2(ID) = v. If there already
exists an identity 1D’ € Z; such that Hi(ID') = u and
H>(ID') = v, the KGC aborts. Otherwise, it picks a ran-
dom r € Z, and set the private key for ID as

dio = (25 (zu-y)", 9",

b+1
y’{a"'y y'zfl, y17;+17"~, yg)€G+ .

Encapsulate(S, PP): A sender chooses a random s € Z,
and set K = e(x0,91)° € Gr. Wlog, we can assume the set
S is divided into subsets Si,...,Sq after computing Hi(ID)
and H(ID) for ID € S. Then, for all ID € S;, we have
H,(ID) = i. Set the header as

Hdr = ( (1‘1 . 1_[|Des1 (yH2(|D>)ID)s7 ceey
(%a - Mipes, (Yrya0))"°)°5 9% ) € G*HY

The algorithm outputs the pair (Hdr, K). Then, the sender
broadcasts (S, Hdr, Cas), where C)y is an encrypted message
under the K using a symmetric key cipher.

Decapsulate(dip, S, Hdr): Assume a receiver with iden-
tity ID is assigned to index wu,v such that Hq(ID) = u and
H>(ID) = v. The receiver decrypts the Hdr using his private

key dip = (dip,1,dip,2, kD, 15 - - -, KiD,v—1, KiD, w41, - - -, KiD,b)-
Let Hdr = (A1,..., Aq, B). Then, output
K =ce(dp,1 - Mipres, (kID,Hg(ID’))ID/7 B) / e(Au, dip,2).

1D’ #ID

CORRECTNESS: Assuming the Hdr is well-formed, the cor-
rectness of the decapsulation is checked as follows:

K =e(dp,1 - Uipres, (kID,Hr_;(ID’))IDI7 B) / e(Au, dip,2)

ID/ £ID

« ID\7 r D’ s
(2w Yo )" Mivves, We,apn) 5 9°) /
ID’ £ID

e((zu - Mipres, (sz(lof))lD )%, 9")

ID/)'P7 95) /

e((zu - hores, (Yr,0))

=e(zg - (zu - ipres, (Y, (07))
ID’\s T

)% 9")
= e(xoagl)s'



REMARK: As stated in [12], the outputs of two surjective
functions H; and Hs are expected to be uniformly dis-
tributed, so that the entire elements of z; and y; could be
used. However, H; and Hy do not act as random oracles in
our security proofs.

4.2 Security

The CPA-security of the mIB-KEM above is proven under
the decision (b + 1)-BDHE assumption.

THEOREM 1. Suppose that the decision (t,e¢,b+ 1)-BDHE
assumption holds in G. Then the previous mIB-KEM is
(t',e,m, qip)-CPA-secure in the sID security model for any
positive integers n,b and t' < t — O(rbn), where T is the
mazimum time for an exponentiation in G.

PROOF. Suppose there exists an adversary A which has
advantage € in attacking the mIB-KEM. We want to build
an algorithm B that uses A to solve the decision (b + 1)-
BDHE problem in G. For a generator g € G and a € Zy, let

gi = g(oﬂ) € G. On input (zagvgly coo5G9bs Gb42, - - - 7g2b7T)7
B outputs 1 if T = e(z, go+1) and 0 otherwise. B works by
interacting with A as follows:

Init: A outputs a set S* that it intends to attack.

Setup: After deciding two publicly computable surjective
functions H; : Zy, — {1,...,a} and Ha : Zy, — {1,...,b},
B divides the challenge set S* into subsets Si,...,S;. It
depends on the values Hi(ID) and H»(ID) for ID € S*. Next,
B selects a random p € Z, and set o = gy - g°. It also picks
random 7i,...,%,01,...,0a € Zp. It sets y; = ¢"%¢g; for
i = 1,...,b and sets Ty = géj . (HIDES;‘ (gH2(|D))ID)_1 for
j=1,...,a. Finally, B gives A the public parameters

PP = ( gvglax07x1a"'7maay17"~7yb7H17H2 )

Since p, {vi}, and {4;} values are chosen uniformly at ran-
dom, this public key has an identical distribution to that in
the actual construction.

Phase 1: B needs to generate private keys dip for ID ¢ S*.
Consider a private key for ID such that H;(ID) = u and
H>(ID) = v. Wlog, we can assume the pair (u,v) does not
belong to the set {(H1(ID), H2(ID)) : ID € S*}. B picks a
random r € Z,. Let ' = r — a7/ ID. (Recall that
ID € Z;) B generates the private key dip for ID as

e ID\7’ r’ r’ r’ r’ r’
(mO (:L'uyv) y 9 5 Yt yeees Yu—1, yv+l7"'7 Yv )
which is a properly distributed private key for ID due to
the randomness r. We show that B can compute all com-
ponents of this private key given the values that it knows.
To generate the first component of the private key, observe

that

(T - yLD)T

N—1

(g™ (Mipress (9H2(|D'))ID ) (g

(9™ (Moress (grya01)™ ) - (977 90)'"0)"

Yv

Su '\— v —altiv
(" (Mipres: (9r,001)'"" )+ (977 90)'"°) /"
Su+vvID ID’\—1\—1/ID -1
=... (9;5_5_1_1 )(Hlo'es; (gb+1—v+H2(ID’)) )7 ) /P Jot1-

Note that H2(ID) = v. Since ID ¢ S*, we see that ID ¢ S,
and thus Hz(ID’) —v # 0 for any ID" € S;. Since z§ = gp+1-
g%, the first component in the private key can be computed
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as
Su ID’\— v D
g1 - (9" (Mpresx (gmpap7)) ) L9 gn)®)
Su+vvID ID’\—1y—1/ID
( Z(,H:L )'(Hlo/es;(gb+17v+H2(|D/)) )Y

The
other terms gr/ and Iyir are computable since ¢" =
9" (gor1-0) " and yi = (9779:)" (901 - Gor1—vri) /P
fori=1,...,v—1,v+1,...,b. Since i # v, these values do
not require knowledge of gpy1.

where the unknown term gy4+1 is canceled out.

Challenge: To generate a challenge (Hdr*, K*) under the
receiver set S*, BB sets

51+ pecx Dy
( P IDeSy H2(ID)7

Hdr* =

7 ZfsmLEw)es(*l'D‘WHQUD)7 z)

and K* = T-e(g1,2”), where z and T are input values given
to B. Observe that if z = ¢g° for some (unknown) ¢ € Z,,
then

Z‘;i +E|D€s;r ID"YHQ (ID)

(9% (Mipes: (gr,0))") ™"+ Mipess (97720 gz, (1p)'©)°

= (zi - Mipesr (Y, 0)'")°

fori=1,...,a. T = e(z,gp+1) then K* = e(x0,91)° and
thus (Hdr*, K*) is a valid challenge to A for the receiver set
S*. On the other hand, when T is uniform and independent
in Gr, then Hdr* is independent of K™ in the adversary’s
view.

Phase 2: A issues private key queries. B responds as before.
Guess: A outputs a guess b’ € {0,1}. If b’ = 1 then it indi-
cates T = e(z, go+1). Otherwise, it indicates T' # e(z, gp+1).

When T is random in Gr then Pr[B(z,g, Tap,T) = 0] =
1/2. When T = e(z, gv+1), B replied with a valid challenge
(Hdr*, K*). Then |Pr[b = b'] — 1/2| > €. Therefore, B has
that

‘PI’[B(Z,Q, ?a,b, 6(Z,gb+1)) = 0]
- PI‘[B(Z,g, ?a,b,T) = 0” Z €.

This completes the proof of Theorem 1.

4.3 Performance

Let n be the total number of users the mIB-KEM can
handle, and let S be the set of receivers. Recall that the
values a,b are derived from the two publicly computable
surjective functions Hy : Zp — {1,...,a} and Hy : Z;, —
{1,...,b}.

Table 1 shows the performance comparison between the
previous mIB-KEMs [2, 11, 1] and ours for n = ab, in terms
of header(Hdr) size, private key size, decryption cost, and
public parameters (PP) size. Note that the mID-KEM in
[1] is obtained from so-called wicked identity-based encryp-
tion based on the Boneh, Boyen, and Goh’s HIBE scheme
[5]. Unlike the previous schemes [2, 11, 1], our mIB-KEM
provides a tradeoff between the Hdr and private key and PP
sizes. With appropriate parametrization, our scheme could
have sub-linear size Hdr and private keys simultaneously.
This sub-linearity depends on the choice of a and the num-
ber |S| of receivers. For example, let @ = b = /n. When
|S| > a our scheme has sub-linear size Hdr and private keys,
but when |S| < a the Hdr size could become (|S|+1) elements
in G only in the worst case.

We notice that the above mIB-KEMs [2, 11, 1] including
ours are all proven secure in the sID security model. Until



Table 1: Performance Comparison of mIB-KEMs for n(= ab)
Hardness Random Hdr size Private Key Decryption PP size
Assumption Oracle size cost
BSS [2] DBDH Yes (Is|+1)a 16G 2p 3G
CS [11] DBDH No (Isj+1)6 2G 2p+bGe (b+4)G
AKN [1] DBDHE No 2G n(n+1)G 2p + |S] Ge (n+3)G
Ours DBDHE No (a+1)G b+1)a 2p+bGe (a+b+3)G

G: element in G,

p: pairing in G,

Ge: exponentiation in G.

now, two mIB-KEMs [3, 12] are suggested to obtain secu-
rity in the full model, but these schemes have suffered from
an exponential security degradation in N, where N is the
number of “target” users.

5. CCA-SECURE MmIB-KEM

In this section we propose a CCA-secure mIB-KEM by
applying the ideas of hash-based method (so called “BMW
transformation”) in [9] to our CPA-secure construction. Un-
like the signature-based method [10] and message authenti-
cation code (MAC)-based method [8], the BMW transfor-
mation does not need to attach a one-time signature or a
MAC to a ciphertext. In particular, the BMW transforma-
tion is more suitable for key encapsulation than other meth-
ods [10, 8]. To employ the BMW transformation, we need
a family of collision resistant hash functions Hy : G — Z,
indexed by k € K. We say that a family of hash functions
is (¢, €)-collision resistant if no ¢-time adversary is able to
find two distinct values z,y such that Hy(x) = Hy(y) with
probability at least e.

5.1 Scheme

Let G and Gr be groups of prime order p, and let e :
GxG — Gr be the bilinear map. We note that Decapsulate
algorithm requires the public parameters PP as input, as
opposed to the CPA-secure scheme in the previous section.

Setup(1¥,n): In addition to the setup procedure for the
CPA-secure scheme, the algorithm picks a random element
h € G and selects a random hash key k € K for hash function
H. The public parameters PP (with the description of (G,
Gr, e, p, Hi)) and the master key MK are given by

PP = (gvgla h’a Zo, L1y-+yTas Y1y ayb7H17H2)a MK = a.
KeyGen(ID, MK, PP): The private key for ID € Z, is com-
puted as follows: as before, find two values w,v (where
1 <wu<aand 1l < v <b) such that H1(ID) = w and
H>(ID) = v. Pick a random r € Z, and set the private key

for ID as
di = ( ‘Tg : ({Eu : yLD)Tv hr7 g'r",

Yi, ... , yg)EGHQ.

T T
y Yo—1, yv+17 e

Encapsulate(S, PP): A sender chooses a random s € Z,
and set K = e(xo,91)° € Gr. Next, the sender computes g°
and p = Hi(g®). A header (Hdr) is generated as

Hdr = ( (z1 - h* - Thpes, (Yapa0))'™) s - -
(o - " - Tioes, (Ym,a0))"0)°, 9% ) € G
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The algorithm outputs the pair (Hdr, K'). The sender broad-
casts (S, Hdr, Cr).

Decapsulate(dip, S, Hdr, PP): As before, a receiver with
identity ID is assigned to index w,v such that H;(ID) = u
and H»(ID) = wv. The receiver decrypts the Hdr using
his private key d|D = (d|[)71,d|D,2,d|D,3, ]ﬂD,l,..
kiD,v+1,---,kipp). Let Hdr = (A4,..., Aq, B).
1’ = Hy(B) and check that the following equality

., kpw—1,
Compute

e(Au, 9) = e(zu - 1" -Tpes, (Ymya0))'", B)

holds. If not, output L. Otherwise, output

’

K =e(dip,1-dip 5 -Mipres, (kio,mr101)'"° s B) / e(Au, dip,3).
ID

1D/ #

Note that the pair (d|D,1 . diuD,Q . HID’ESU (]{/'|D,H2(|D/))ID s d|D,3)
ID/ £ID

is chosen from the following distribution

(2§ (zu-h" -Thoes, (Ymap)™)" . ¢~ )

where 7’ is uniform in Z,. We can show that the correctness
of decapsulation is checked by the similar calculation to the
one in Section 4.1.

To save the pairing computations in the decapsulation, we
can use the same technique described in [15]. In that case,
the decapsulation algorithm picks a random w € Z, and
computes

’

dip = (dip,1 - dip 5 - Mipres, (kID,Hg(ID’))ID )
1D’ #ID

(2o - " - Thpes, (Y a0))") ",
dipz =dips - g".

The algorithm then outputs K = e(dip 1, B)/e(Au,dip 3)-
Consequently, this is the same approach to that of [7].

5.2 Security

As opposed to the (b+ 1)-BDHE assumption for the CPA
security in Section 4, the CCA security of the above mIB-
KEM is based on the (b + 2)-BDHE assumption.

THEOREM 2. Suppose that the decision (t1,€1,b+ 2)-BDHE
assumption holds in G and the family of hash function {Hy}
1s (t2, €2)-collision resistant. Then the previous mIB-KEM is
(ts, €3, m, qip, qp)-CCA-secure in the sID security model for
ts3 < t1 —O(7bn) and €1 + €2 > €3, where T is the mazimum
time for an exponentiation in G.

PROOF. Suppose there exists an adversary A which has
advantage e3 in attacking the CCA security of the mIB-
KEM. We construct an algorithm B that uses A to solve



the decision (b + 2)-BDHE problem in G. For a gener-
ator ¢ € G and o € Zp, let g = ¢g**) € G. On
input (279791, s Gb41, 9o43, - - 7ng+27T)7 B outputs 1 if
T = e(z, gv+2) and 0 otherwise. B works by interacting with
A as follows:

Init: A outputs a set S* that it intends to attack.

Setup: As before, B first divides the challenge set S* into
subsets S7,...,S, after selecting two publicly computable
surjective functions Hy : Zy — {1,...,a} and Hz : Zp —
{1,...,b}. Next, B computes u* = Hi(z) and selects two
random p, 7 € Zy. It sets zo = gp+1-9” and h = gpt1 - g
Next, it picks random v1,...,7,01,...,0a € Zp. It sets y;
g’”gi fori = 1, ey b and sets Ty = géj '(HIDES; (gH2(|D))ID)_1'

g;fl* for j = 1,...,a. It additionally picks a random hash
key k € K for hash function H. With the information about
(G,Gr,e,p, Hi), B gives A the public parameters

PP = (g9,91,h,x0,%1,...,Za,Y1,---,Yb, H1, H2).

Since p, T, {v:}, and {d;} values are chosen uniformly at ran-
dom, this public parameters have an identical distribution
to that in the actual construction.

Phase 1: A issues up to ¢ip private key and ¢p decryption
queries. First, B needs to generate private keys dip for ID ¢
S*. Consider a private key for ID such that H;(ID) = u and
H>(ID) = v. As before, we can assume the pair (u,v) does
not belong to the set {(H1(ID), H2(ID)) : ID € S*}. B picks
a random 7 € Z,. Let ' = r —o®*27%)/ ID. (ID € Z} as
before.) B generates the private key dip for ID as

’ ’

« D7’ hr' v’/ v’ r’ r T
(':CO'(xu.yv) ) y 9 s Yt ey Yv—1yooy Yot1s---5 Yo )

which is a properly distributed private key for ID. By the
similar calculation to that in Section 3, we can show that B
is able to compute all elements of this private key given the

input values, except h™". The term h” becomes

" = (gb+1 'gT)T : (g2b+3—v 'gllrzfv)_l/lD-
Since 1 < v < b, the unknown value gp42 is not required to
compute h.

Second, let (ID, S, Hdr) be a decryption query where S C
S* and ID € S. Let Hdr = (A1,..., A4, B). Wlog, let
H,(ID) = uw and H3(ID) = v for ID. When we divide S into
subsets (S1,...,Saq), we have that ID € S, C Sj,. To decrypt
the queried ciphertext, B does as follows:

1. Compute ' = Hg(B) and check if the components
(Au, B) in the Hdr are of the valid form, using the
following equation

e(Au, 9) = e(@u-h" - Tipes, (Yaz )" B).

If the equality does not hold, B responds with L.
2. Otherwise, check that ' = p*. If the equality holds,
B outputs a random bit b € {0, 1} and aborts the sim-
ulation (in this case, the collision of hash function Hy

occurs).

3. Otherwise, from the equation above, B has that

Ay = (zu - h* - Tipes, (Y, a0))'")°
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for some (unknown) s € Z, such that B = g°. Plug-
ging in the values of z, h, and {yx}, the A, becomes

S —ID\—1 _—p* T\
Ay = (9" (Tlipes (gr,ap)) ™) lgbfl (gor197)" -

Mipes,, (g7H=20P) gHg(ID))ID)S

It —ID\s

= (g 7" - g" Thpessas, (9r00)) ')
where n = 8, + 74’ + Zipes, ID - YH, (D). B computes

dI/D,l — gl—ﬁ/(H —uF) Au'

(Mpesz s, (rppy1)'°) T T

dI,D,S = B. gfl/(u —p ).

Since 1 < Hy(ID) < b, B does not require knowledge
of gy4+2 and then is able to compute d,’DJ with input
values. Let ' = s — a/(p' — p*). Then,

1—n/(u - )(

dI/D,l =g

gz(zi;u )gn

Mipeszys, (9,00)) ")’

- (Tlipesx\s,, (9H2(|D)+1)ID)_1/(” B

= gor2 - (05" g7 Tipesss, (9raa0)) 0)"

’

’

= gor2 - (zu - h* Tes, Yr,a0)")"

1 1 *
dI/D,B :gsg1 /(1 =p")

7ﬂ/
=g .
Recall that 2§ = gy42-¢f. For the re-randomization, B
selects a random r” € Z, and computes dip ; = djp ; -
97+ (zu-h* Tpes, (Y, a0))'°)" and dib s =dip5-9" -
For some (unknown) r"” =" + "
! "
diby =z - (xu - h* - Tpes, Wmya0)")"
"’
dllll:>,3 = gr
B responds with e(dip 1, B)/e(Au, dip 3). This response
is identical to the decapsulation algorithm in a real
attack, because r” (and r'"’) is uniform in Z,.

Challenge: B computes Hdr* as

* . N )
(251+TH +E|D€ST|D ’YHQ(ID)7 Z5a+7'u +EIDESZID ’YH2(ID)’ Z)

and K* = T-e(g1, 2”), where z and T are input values given
to B. Recall that p* = Hy(z). As before, if z = ¢g° for some
(unknown) ¢ € Z,, then

26i +rp* +Epesy DV, (D)

(¢ - (Mpes: (9r,00)"°) " g5y~ (go1197)" -

Mipes: (97720 gr,1p))"°)¢

(s - B Thpes: (r,a0))'°)°

fori=1,...,a. f T = e(z, gpt+2) then K* = e(x0,91)° and
thus (Hdr*, K*) is a valid challenge to A for the receiver set
S*. On the other hand, when T is uniform and independent
in Gr, then Hdr* is independent of K™ in the adversary’s
view.

Phase 2: A issues more private key and decryption queries
not queried in phase 1. B responds as before.

Guess: A outputs a guess b’ € {0,1}. If b = b’ then B
outputs 1, indicating T' = e(z, gp+2). Otherwise, it outputs
0, indicating T # e(z, gp+2)-



When T is random in Gr then Pr[B(z,9, ¢ ap+1,T)
0] = 1/2. Let Collision denote the event that A submits a
valid header Hdr = (A4,..., Aq, B) such that p* = Hy(B)
as a decapsulation query. In the case of Collision, B cannot
reply to the decryption query and aborts the simulation.
When T = e(z, gpt+2), B replied with a valid message en-
cryption key unless event Collision occurs. Then, B has

‘Pr[6(2797?a,b+17T) = O} — 1/2| 2
|Pr[b = b’ A Collision] — 1/2| — Pr[Collision].

Since B provided A with perfect simulation when the event
Collision did not occur, |Pr[b = b" A Collision] — 1/2| > es.
Also, note that Pr[Collision] is negligible. This means that
Pr[Collision] < €2 since otherwise B finds two values z, B
such that Hy(z) = Hi(B), which is contradiction to the
definition of H. Therefore,

[Pr(B(z, g, ?a,b+1, e(z, gpt+2)) = 0]—
Pr[B(z,g, ?a,b+1,T) =0]| > e3 — €.

This completes the proof of Theorem 2.

6. CONCLUSION

We showed that a mIB-KEM suggested by Chatterjee and
Sarkar [12] does not guarantee the chosen plaintext (or ci-
phertext) security. The security leak is originated from em-
bedding the same element into partitioned subsets of re-
ceivers. We solved this weakness to use random elements
dedicated to subsets respectively. Our proposed mIB-KEM
has sublinear-size ciphertexts and private keys. We proved
the chosen plaintext security without random oracles un-
der the BDHE assumption, and extended the CPA-secure
scheme to obtain the chosen ciphertext security by employ-
ing the hash-based transformation [9].
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