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ABSTRACT

A successful deployment of biometric-based recognition sys-
tems in real-life applications depends on crucial issues such
as data security and privacy, which have to be specifically
addressed. Besides, cryptographic key protection can repre-
sent the main weakness of a secured transmission. In this
demonstration a system for encryption and digital signature
of generic digital documents (SAES, standing for Signature-
based Assymetric Encryption System) is presented, where
cryptographic keys are protected by the hand-written sig-
nature of the user. Furthermore, a demonstration of a the
handwritten online signature verification system (SVS) based
on non-protected templates will also be performed.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information
Systems]: Security and Protection—Authentication; K.4.1
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1. TECHNOLOGY TO BE DEMONSTRATED
AND ITS NOVELTY

Two systems will be demonstrated. The first one is a on-
line signature verification system based on generative mod-
els. The second one is a cryptosystem online signature veri-
fier, which uses protected and renewable templates. A sim-
ilar demonstration was performed in the IEEE Workshop
on Information Forensics and Security held in Tenerife in
December 2013, where only the Signature-based Assymetric
Encryption System (SAES) was presented. In this demon-
stration the Signature Verification System (SVS) is also shown,
and it includes several new features that increase robustness
against forgeries.
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The SVS, based on unprotected HMM templates, uses
a user-specific HMM for state-sequence score computation,
and a adapted HMM-Universal Background Model (UBM)
for loglikelihood ratio score computation, as described in [1].
This combination obtains very low error rates, as demon-
strated by the UVIGO system performance in the Biosecure
Signature Evaluation Campaign (ESRA’2011) [3], and high
resistance against high quality forgeries. This verification
system is designed to work with a variable number of en-
rollment signatures (from a single signature enrollment to
5 enrollment signatures). Enrollment is performed using a
stability maximization approach, in order to avoid outlier
signatures to become part of the user template. This pro-
vides user templates with increased ressistance to forgeries.
Besides, user template quality is evaluated, what provides
useful information regarding its security or ressistance to
attacks. Templates are classified after the enrollment into
three different security levels, namely low, medium and high
security level.

The protected system (SAES) is mainly based on the tem-
plate protection scheme presented in [2]. The system uses a
set of UBM as system parameters. User templates are ob-
tained from the biometrics captured in the enrollment phase,
and they depend on the set of UBMs and their corresponding
eigen-model matrices. Only a protected and non-invertible
version of the biometric user template and cryptographic
private key is stored in the system’s database, so there is
not need for special protection of the system’s database.

The signature of the user is used in the test phase to re-
cover the hashed private key, so document decryption and
digital signature rely on the presentation of the user’s sig-
nature to the system. The block diagram of the system is
shown in Figure 1, where both enrollment and test phases
are illustrated.

The current version of the system produces biometric keys
with an effective length of 99 bits (the k parameter in the
BCH (n, k,t) code) using only 5 enrollment signatures, which
is more than enough to protect a 1024-bit length RSA or
DSA key. Biometric verification performance is also kept
in acceptable rates, with an EER% = 4.61, as shown in
Figure 2. These figures are better than those obtained by
the system presented in [2] (biometric keys with an effec-
tive length of 76 bits when using 10 enrollment signatures,
EER% = 4.41). This is mainly because of the substitution
of the reliable coefficients selection approach used in [2] by
a new combination approach, where the most reliable pro-
jections are combined using a greedy algorithm to obtain n
equally reliable features.
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Figure 1: Block Diagram of the Gradiant Asym-

metric Encryption System, showing the private key
binding and retrieval mechanisms
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Figure 2: System performance when using a BCH
code with n = 255. Many feasible working points are
available. The working point closest to the FER is
labeled with a green circle.
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Figure 3: Picture of a user during the enrollment
phase of the Gradiant Asymmetric Encryption Sys-
tem based on handwritten signature.

The system has been deployed on a desktop application
using Qt [4], so it is available for Windows (XP, Vista, 7),
Linux and MacOS. A Wacom Intuos 4 S [5] is used for sig-
nature capture for the protected templates system, and a
Wacom STU-500 is used for signature capture for the un-
protected system. The demonstration applications will be
installed in a Laptop. Figure 3 shows a person using the sys-
tem for capturing his handwritten signature of the protected
system. Both the capture device and the laptop running the
application will be provided by the demonstrator.

2. INTERACTIVITY WITH THE AUDIENCE

The demonstrator will first show the main features of the
application, but the user’s participation is very important in
the demonstration: volunteers for enrolling, testing (docu-
ment signing or decryption), or to imitate other user’s signa-
tures in order to overcome the cryptographic key protection
will be welcome.
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