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ABSTRACT
Discovering communities from a social network requires pub-
lishing the social network’s data. However, community de-
tection from raw data of a social network may reveal many
sensitive information of the involved parties, e.g., how much
a user is involved in which communities. An individual may
not want to reveal such sensitive information. To resolve this
issue, we address the problem of privacy preserving commu-
nity detection in social networks. More specifically, we want
to ensure that community detection is possible from the pub-
lished social graph/data but the identity of users involved
in a community should not be disclosed.

Categories and Subject Descriptors
H.2.8 [Database Management]: Database Applications—
Data Mining
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1. PROBLEM FORMULATION
Community Detection: The community detection in a

social graph G(V,E) involves grouping vertices into clusters
C = {C1, C2, C3, ...}, where Ci contains vertices from V that
are closely related, and hence forms a community.

Privacy Preserving Community Detection: Our ob-
jective is to detect original communities from the published
social graph, but the identity of the users involved in a com-
munity should not be disclosed.

2. RELATED WORK
Several anonymization methods have been proposed to

battle the privacy attacks on social network data [5, 3, 4].
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A popular class of these methods involves graph modifica-
tion, i.e., anonymizing a graph by modifying (i.e, insert-
ing and/or deleting) edges and vertices. However, none of
these works strongly consider preserving community struc-
ture while developing privacy protection techniques. As a
result, the developed graph modification techniques lead to
indiscriminate modification of edges without focusing on the
underlying community structure. Such indiscriminate modi-
fication of edges may disfigure the community structure and
lead to misleading communities which highly deviate from
the communities in the original social graph. Thus, state-
of-the art graph modification approaches fail to serve our
purpose of high precision community detection from privacy
preserving social graphs.

3. METHODOLOGY
Our solution is based on a probability graph, where each

edge is assigned a probability denoting the likelihood of two
users to belong to the same community. We use the likeli-
hood information from the probability graph to construct a
privacy-preserving version of the original social graph which
is highly accurate in terms of community detection queries.
In particular, we greedily modify the original social graph
focusing on the community structure preservation, using the
likelihood information from the probability graph.

Probability Graph: Given a weighted/un-weighted so-
cial graph G, we construct a Probability Graph (weighted)
Gp, where each weight puv represents a probability between
two vertices u and v to belong in the same community [1].
The vertices of Gp are similar to those in G, but the number
of edges in Gp is higher. Note that, an edge with weight puv
exists in Gp, when u and v are either directly connected or
connected via one or more common neighbors in G.
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Figure 1: Probability (puv) Calculation

Let, the degree of interaction between two users u and v
in the original social graph G be wuv. Also assume that in
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the original social graph G, u and v have h common neigh-
bors (mutual friends) {m1,m2, ...,mh}, and the degree of
interaction of u and v with any common neighbor mi be
wumi and wvmi respectively. Then, in the probability graph
Gp, we define the probability puv of two users u and v to
belong to the same community as puv = α ∗wuv + (1− α) ∗∑h

i=1min(wumi , wvmi).
Privacy Preserving Social Graph: We construct pri-

vacy preserving version of social graph which can be used to
identify communities analogous to the communities in the
original social graph. We construct the privacy graph by
greedily modifying the original graph using likelihood infor-
mation from the probability graph. The key idea of this
greedy modification is to replace the random edge deletion-
addition scheme of state-of-the-art graph modification ap-
proaches with a biased random scheme that favors the ex-
isting inter-community edges during edge deletion and the
non-existing inner-community edges during edge addition.

Biased Random Scheme: Under the biased random
scheme, (i) an existing potential inter-community edge has
higher probability of being deleted and (ii) a non-existing po-
tential inner-community edge has higher probability of being
added, during the modification of the social graph to con-
struct a privacy preserving version of it. The scheme iden-
tifies the potential inter and inner community edges based
on the likelihood information from the probability graph Gp.
Note that, a high weighted edge in the probability graph is a
potential inner-community edge, and a low weighted edge in
the probability graph is a potential inter-community edge.
The scheme works as follows:

1. Split the edge set of probability graph Gp into two
disjoint sets E (analogous to the edge set in G) and E′

(potential inner-community edges non-existent in G).
Note that, each edge euv that belongs to one of these
sets, has an associated probability value puv.

2. Create an edge set Ep for the privacy graph and ini-
tialize it with the edges from the set E.

3. (i) For each edge euv ∈ E, calculate its probability of

being deleted from the privacy graph as: f(1−puv)∑
eij∈E f(1−pij)

.

(ii) For each edge euv ∈ E′, calculate its probability

of being added to the privacy graph as: f(puv)∑
eij∈E′ f(pij)

.

Here, f() is a monotonic function which defines the de-
gree of bias during privacy graph construction. For ex-
ample, an exponential f() function implies a highly bi-
ased graph modification technique, which is most likely
to delete only the existing inter-community edges and
add only the non-existing inner-community edges dur-
ing edge modification. However, such a function makes
the process relatively deterministic, which is not pre-
ferred in case of privacy preserving techniques.

4. Calculate the cumulative deletion/addition probabili-
ties (cp) for edge set E/E′.

5. To delete/add an edge, (i) generate a random number
U(0, 1), (ii) if the number is within the range cp(i−1)

and cpi, delete/add the ith edge of the set E/E′ from/to
the edge set Ep. Note that, cp0 is 1.

6. For consecutive m edge deletion or addition, repeat
step 3 to step 5 for m times.

During edge addition, one can also allow edges that are
not in the set E′ by preserving their slot. For example, to
probabilistically allow x% edges barring the set E′, we need
to calculate the addition probability of an edge euv ∈ E′

(associated with step 3) as: (1− x
100

) ∗ f(puv)∑
eij∈E′ f(pij)

.

Further, for the edges outside E′, we need to distribute
the remaining probability ( x

100
) uniformly among the edges.

The biased random scheme can also be used with weighted
graphs. In case of weighted graphs, we assign weights to the
newly added edges by generating random numbers using the
probability distribution corresponding to the current edge
weights.

4. EXPERIMENTAL EVALUATION
We evaluate the performance of our proposed privacy graph

construction method by comparing it with the state-of-the-
art random m edge deletion-insertion method backed up by
many approaches [2]. We compare these two methods in
terms of the degree to which these privacy preserving meth-
ods preserve the underlying community structure of the orig-
inal social graph. More specifically, for each of these privacy
preserving methods, we determine the relevance/similarity
of identified communities from the original social graph and
the privacy graph constructed via the corresponding method.
We use normalized mutual information (NMI) and pairwise
F-measure (PWF) to compare the similarity of identified
communities from the original social graph and correspond-
ing privacy graph. Then, we compare the NMI and PWF
values (degree of relevance) attained by each method to iden-
tify the superior method in terms of community structure
preservation. We can see that, for two networks (Karate
and Jazz) our algorithm achieves significantly higher NMI
and PWF values compared to the competing random m edge
deletion-insertion method.

Algorithm ↓ Karate Jazz
NMI PWF NMI PWF

Proposed 0.8283 0.8551 0.8643 0.8539
Random m del-add 0.4759 0.4454 0.6753 0.5257
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