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ABSTRACT

In today’s highly regulated business environment, it is becoming in-
creasingly important that organisations implement forensic-ready
systems and architectures to aid the investigation of security inci-
dents and data breaches. Previously, different solutions have been
proposed for implementing forensic readiness within organisations.
One of these solutions is that organisations implement an organi-
sational structure that takes into consideration digital forensics by
establishing roles and responsibilities to assist with investigations.
However, no previous research has defined how this can actually be
accomplished within an organisation. In this paper, we put forth the
idea of using the topology of an organisation’s structure to define
the roles and responsibilities to assist with handling a forensic inves-
tigation. In the past, the role of topology has been examined from
various perspectives, including software engineering. We draw on
this previous research and use the topological properties of contain-
ment, proximity and reachability in order to define a representation
of the organisational structure that takes into consideration dig-
ital forensics. For example, topology can be used to express and
provide a context regarding the location of assets that need to be
investigated, as well as the individuals, whose assistance is required
to investigate such assets. Furthermore, knowing the topology of
an organisation’s structure can also assist investigators identify
stakeholders that could be of interest to an investigation, based on
their relationship to the asset(s) under investigation.
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1 INTRODUCTION

In today’s highly regulated business environment, it is becoming
increasingly important that organisations have digital forensics ca-
pabilities to investigate security incidents and data breaches. When
incidents and breaches do occur, organisations usually respond by
conducting a forensic investigation to establish the root cause of the
incident and how it could be prevented in the future [9]. In order
to undertake an investigation, forensic investigators rely on the
availability of residual data from systems, affected by the incident,
as well as any supporting systems [7, 14, 15, 20].

However, such data might not always be available for a variety of
reasons including limited data retention times, a lack of extraction
capabilities and the costs associated with conducting such investi-
gations [11, 25]. Hence, there have been an increasing number of
calls from industry [22, 26] and academia [23, 27] for organisations
to implement forensic-ready systems and infrastructure, with the
aim of maximising their use of digital evidence, whilst minimising
the cost of any such investigation. In the past, researchers have
explored numerous solutions for implementing forensic readiness
within organisations. These include implementing policies and pro-
cesses [10, 23], aligning systems with forensics objectives [21] and
ensuring that the human resources of an organisation contribute
towards investigations [27, 29].

One of the forensic readiness solutions proposed in the literature
is establishing and implementing an organisational structure that
takes into consideration digital forensics [12]. The idea behind this
approach is that organisations establish roles and responsibilities
to assist with handling forensic investigations within their organi-
sations [5, 12, 13]. However, no previous research has defined how
this can actually be accomplished within an organisation.

In this paper, we propose the idea of using organisational topol-
ogy to assist with the handling of a forensic investigation. In the
past, the role of topology has been examined from various perspec-
tives, including software engineering [17], network connections [1]
and cyber-physical systems [18]. We also use previous research and
concepts [3, 24] to inspire our approach and propose that organisa-
tional topologies are a richer representation of an organisational
structure, i.e. the relationships between stakeholders and assets.
From a forensic readiness perspective, topology can be used to
express and provide a context regarding the location of assets that
need to be investigated, as well the individuals, whose assistance
is required to investigate such assets. Furthermore, knowing the
topology of an organisation’s structure can also assist investigators
identify stakeholders that could be of interest to an investigation,
based on their relationship to the asset(s) under investigation.

The rest of this paper is structured as follows. Section 2 intro-
duces topology and explains how it can assist with the identification
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of relevant assets and stakeholders in an organisational structure.
Section 3 presents the use of topology awareness when address-
ing different forensic challenges faced by organisations. Section 4
concludes the work and presents directions for future research.

2 PROPOSED CONCEPT

This Section introduces topology and organisational structures and
explains how topology can be used within organisational structures.

2.1 Topology

Pasquale, et al. cite Euler’s [6] definition of topology as “the study
of shapes and spaces, including properties such as connectedness
and boundary” [17]. Topology has been examined from various
perspectives and in different research domains. Mylopoulos and
Pavlidis [16] use topology to define spaces and discuss the notions
of dimension, connectivity and order of connectivity. Similarly,
Castro, et al. [1] constructed a representation of topological network
connections in order to manage large-scale distributed systems.
The role of topology has also been investigated in the software
engineering community. For example, Pasquale, et al. [17] argue
that a key characteristic for engineering adaptive security is the
topology of the operational environment. These researchers define
the structure of space in terms of a physical topology (location of
physical objects) and a digital topology (location and configuration
of digital objects), as well as the relationships among the elements
they represent including containment, proximity and reachability
[17]. In later work, Pasquale, et al. [18] propose representing the
topology of digital and physical spaces in smart buildings as an
approach for supporting the identification of adaptive security
requirements. However, while previous research has examined the
use of topology in these various domains, no previous work has
examined it from an organisational structure perspective.

2.2 Organisational Structures

Organisational structures are concerned with the relationships be-
tween the various members of an organisation [4]. These structures
can tell us within an organisation, “who has the resources, who
talks to whom, who is accountable for what, what you can do on
your own and what you must do with others” [4, 30].

From a digital forensics perspective, researchers have discussed
how organisations can establish and prepare an organisational
structure that will support digital forensics efforts [5, 12]. Grobler
and Louwrens [12] argue that an organisational structure should
define the roles that will handle forensic investigations in an or-
ganisation and include a clear segregation of duties between the
team conducting a forensics investigation and the team responsible
for security. Elyas, et al. [5] add that an organisational structure
that takes digital forensics into consideration is likely to encour-
age forensic readiness within organisations. Similarly, Reddy and
Venter [21] state that a forensic-driven organisational structure
is needed in order to define roles and coordination between var-
ious investigation functions within an organisation. While these
researchers have proposed establishing a forensics-enabled organi-
sational structure, no solution has been proposed on how this can
actually be achieved.
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2.3 Organisational Topology

Taking into account organisational topology, could provide a richer
representation of the structure within an organisation. This could
then allow forensic investigators to conduct enhanced investiga-
tions and also aid the engineering of forensic-ready systems [8].
In the context of this paper, we extend the definition of topology
presented in Section 2.1 to not only the study of shape and spaces,
but also the structure in which these shapes and spaces reside. We
propose three types of organisational topology that are relevant to
digital forensics: stakeholder topology, cyber topology and workflow

topology. We use Figures 1a and 1b to discuss these in more detail.
Stakeholder Topology. Figure 1a presents a topological represen-

tation of the stakeholder structure for a segment of an organisation.
The organisational structure consists of different stakeholders in
the organisation. The stakeholder topology represents the stake-
holder’s role and relationships within the organisation, as well as
their lines of accountability. In this example, a containment rela-
tionship exists if the stakeholder, S1, has a direct relationship to
another hierarchically lower stakeholder, Sz, (e.g. the Head of Secu-
rity (HOS) has a direct relationship to the Security Manager (IS) and
can authorise them to perform a task). A proximity relationship,
STp (S1,S3), identifies that a stakeholder, Sy, has a relationship to
a hierarchically lower stakeholder, S3, through one of their subor-
dinates, Sy, i.e., ST¢(S1,S2) & ST¢(S2,S3). For example, the Chief
Technology Officer (CTO) can instruct the Security Incident Re-
sponse Team (SIRT) to investigate an incident through the Head
of Security. A reachability relationship, ST (S1, S4), expresses if a
stakeholder, S1, has a relationship to a hierarchically lower stake-
holder, Sy, that is not a direct subordinate, but through external
intervention. For example, the Head of Information Technology
(HoIT) can request, through the Head of Security (HoS), that the
Security Incident Response Team (SIRT) undertake an investigation.
While the HoIT can initiate this request, the SIRT cannot request

the HolT as it does not have a reachability relationship.
Cyber Topology. Figure 1b, shows a representation of the cyber

topology for a segment of the infrastructure of an organisation. Ob-
jects (Assets) within a cyber topology can include terminals, servers
(File Server 1 (FS_1) and File Server 2 (FS_2)), virtual machines, data
(Credit Card Information (CC) and Customer Data (CD)), applica-
tions (App) and processes that reside within physical machines. The
cyber topology can be used to represent the relationships among
these objects and how they are connected, from the perspective of
a forensic investigation. For example, a containment relationship
defines the files, data or applications stored within a physical ma-
chine. In Figure 1b, containment relationships exists between FS_1
and Credit Card (CC) information. This is because CC information
is stored within FS_1. Similarly, a containment relationship exists
between FS_2 and Customer Data (CD) stored on this physical ma-
chine. In terms of Figure 1b, a proximity relationship represents the
fact that the application (App) and Credit Card Information (CC)
are both stored within FS_1. In this sense, proximity represents the
relationship between objects co-located on the same physical ma-
chine. A reachability relationship expresses if two or more objects
are virtually connected, either through a local or a remote connec-
tion between physical machines. For example, debt collectors in
the Sales unit can access the Credit Card information (CC) stored
in FS_1 because FS_1 accepts incoming local network connections
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Figure 1: Type of Topology

from this group of users. Likewise, users in the Sales unit can only
access the application (App) running on FS_1 if there exists the
relevant permissions to execute this application.

Workflow Topology. Figure 1b also shows a representation of
the workflow topology, within a segment of an organisation. The
workflow topology is a topological representation of the structure
of workflow within an organisation. It consists of the different
stakeholders, assets and the access privileges the stakeholders have
over the assets. An analysis of an organisation’s workflow topology
can allows us to identify how different data collection tasks can
be performed based on who can access what data. Given a stake-
holder S; and an asset A1, a containment relationship, WT(S1, A1),
exists between the stakeholder and the asset, if the stakeholder has
direct access privileges over the asset. For example, the manager
of IT services (Manager(ITS)) has direct access to the application
data (App) stored on File Server 1 (FS_1) in order to perform their
tasks. A proximity relationship, WTp(S1, A1), exists if a stakeholder
shares a proximity relationship, ST¢(S1, S2), with another stake-
holder, Sy, that has a containment relationship, WT¢(S2, A1), to the
asset. For example, the Head of Business Services (HoBS) requesting
customer data from the Manager(Sales). A reachability relationship,
WT.(S1, A1), expresses whether the stakeholder has a reachability
relationship, ST, (S1, S2) with a stakeholder Sy, that has a contain-
ment relationship, WT¢(S2, A1), to the asset. In Figure 1b, the Head
of Compliance and Regulation (HoCR) can request customer data
from the Manager(Sales) by sending a request through the Head of
Business Services (HoBS).

3 TOPOLOGY AWARENESS

Topology awareness refers to the insights derived from the analysis
of different topological representations of organisational structures.
The awareness of the different topologies defined in Section 2.3,
could assist in addressing both digital forensics and organisational
structure challenges.

3.1 Enhance Organisational Forensic Readiness

Researchers have previously identified the need for organisations
to establish and implement an organisational structure that takes

into consideration digital forensics [12]. Making use of the different
organisational topologies described in Section 2.3, it is possible
to represent and analyse the different organisational structures.
Stakeholder topology can be used to describe the relationship be-
tween different roles within the organisation. It can also be used to
describe the chain of accountability within an organisation, allow-
ing an investigator to identify the boundaries of an incident. The
boundaries of an incident would then define the set of stakeholders,
that are affected by, or accountable for an incident.

The workflow topology describes the relationship between dif-
ferent stakeholders and the assets within the organisation. It can
be used to define the different paths an instruction can take before
execution. This could be used to identify where an incident-causing
instruction has originated and what is the best source of data for an
investigation to examine that incident. For example, instructions
that perform a task over the credit card data (CC) stored on FS_1,
can either come directly from the Sales team or from another team,
through a request submitted to the Sales team. In case of an inves-
tigation, data can be requested from these teams and analysed in
order to identify if the team is involved in the incident.

Cyber topology can be used to describe how different assets com-
municate with each other. The use of cyber topology to identify the
path of an attack has been highlighted in previous research [19].
Therefore, information enriched from a cyber topology could be
paramount to identify how an incident propagated through a par-
ticular system or an organisation.

3.2 Supporting Forensic-Enabled Structures

While previous research has identified the need for organisational
structures to take into consideration digital forensics, this is likely
to require a significant reconfiguration of an organisation’s existing
structure. Previous research has shown that organisations rarely
succeed in making changes in their structure [2]. Furthermore, the
theories and approaches to manage such changes are often con-
tradictory [28], therefore making the adoption of the approach
more challenging. We envision that the same challenges would
apply when enforcing a forensics-enabled organisational structure.
The use of topology could be used to mitigate the above concerns,



SERF ’17, September 4, 2017, Paderborn, Germany

while also achieving this goal. Awareness of organisational topol-
ogy can allow for the assignment of roles and responsibilities for
investigations without drastically changing the existing organi-
sational structure. The role and responsibility of investigating an
incident related to an asset will likely fall to the stakeholder who
has the appropriate relationship(s) to the particular asset. Using cy-
ber topology, we can identify the assets that need to be investigated
if a related asset is compromised. Furthermore, workflow topology
relationships associated with these assets can allows us to identify
the stakeholders with access to the required data that can enhance
an investigation. Stakeholder topology allows an investigator to
identify the stakeholder with the appropriate hierarchical level to
conduct an investigation. The efficiency of a stakeholder to con-
duct an investigation is based on the cost incurred by them to gain
access to relevant data. We can assign a cost to each relationship
exploited in order to access the data, increasing from containment
through proximity to reachability based on the number of interme-
diary stakeholders involved. We then assign responsibility to the
stakeholder with the lowest cost to investigate an asset.

3.3 Changes in Organisational Structures

Organisations are often in a state of change, adapting to various
triggers. For example, as an organisation grows, the definition of
stakeholder roles will also likely change. Roles are also likely to be
consolidated and separated regularly. This could limit the effective-
ness of an established forensics-enabled organisational structure.
The use of topology could allow an organisation to automate the
allocation of roles and responsibilities. Automating the analysis of a
changing topology and then reconfiguring security policy has been
previously discussed in smart buildings [18]. Additionally, topology
awareness can inform and drive structural change. It would allow an
organisation to identify if an existing asset cannot be investigated.
In other words, if an asset does not share a reachability relationship
with a stakeholder, then this asset cannot be investigated. In this
scenario, the topology could be used to inform the allocation of
access privileges to an appropriate stakeholder, who can then drive
the investigation.

4 CONCLUSIONS AND FUTURE WORK

In this paper, we have proposed the idea for using topology to
express an organisational structure that takes into account digital
forensics. We propose the use of topological properties such as con-
tainment, proximity and reachability to define a representation of
such an organisational structure. From a forensic readiness perspec-
tive, topology can be used to provider a richer context regarding
the location of assets that need to be investigated, as well as the
individuals whose assistance is required to investigate such assets.
Furthermore, knowing the topology of an organisation’s structure
could also also assist investigators identify stakeholders that may
be of interest to an investigation, based on their relationship to
the asset(s) under investigation. We anticipate that our approach
will be of interest to the software engineering community, when
attempting to engineer forensic-ready software systems, as well as
the digital forensic community. Future work will further investi-
gate the use of topology to express forensic-enabled organisational
structures and their role in engineering forensic-ready systems.
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