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ABSTRACTProtool attaks against watermarking shemes pose athreat to modern digital rights management systems; forexample, a suessful attak may allow to opy a water-mark between two digital objets or to forge a valid wa-termark. Suh attaks enable a traitor to hinder a disputeresolving proess or ause an innoent party of a opyrightinfringement. Seure DRM systems based on watermarksmust therefore prevent suh protool attaks. In this paperwe introdue a formal framework that enables us to assertrigorously the seurity of watermarks against protool at-taks. Furthermore, we show how watermarking shemesan be seured against some protool attaks by using aryptographi signature of a trusted third party.
Categories and Subject DescriptorsE.3 [Data Enryption℄: Publi key ryptosystems; K.6.5[Management of Computing and Information Sys-tems℄: Seurity and Protetion
General TermsSeurity, Theory
Keywordswatermarking, protool attaks, multimedia seurity
1. INTRODUCTIONRobust watermarking shemes were proposed as primi-tives in modern digital rights management systems or opy-right protetion protools. Suh shemes allow to insert in-formation (e.g., the name of the opyright holder) diretlyas a watermark within the multimedia objet in suh a waythat it is infeasible to remove the watermark without de-stroying the opyrighted ontent (robustness property).
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In this paper, we mainly fous on attaks against disputeresolving shemes; typially, in suh shemes two or moreparties dispute over the opyright of one given objet. Adispute resolving proess should reveal the true author of thedisputed work by heking the presene of the disputant'swatermarks in the objet.Clearly, the intention of the opyright holder an be sub-verted if it is possible to remove a watermark from a mul-timedia objet without rendering the objet useless. Thus,modern watermarking shemes are designed to provide aonsiderable level of robustness. In suh shemes, ommonintentional or unintentional modi�ations of the multimediaobjet do not destroy a ontained watermark. However, thisis not suÆient to provide a \seure" watermarking sheme.It was noted early during the development of watermarkingalgorithms that the intention of resolving the opyright situ-ation might be subverted entirely without removing any wa-termark ontained in multimedia objets. Indeed, the ideaof protool attaks is to enfore an unresolvable ambiguityduring the opyright resolution proess.Although onsiderable progress in onstruting robustwatermarking systems has been made over the past fewyears, more e�ort is needed to seure watermarking shemesagainst protool attaks, in partiular ambiguity and inver-sion [6℄ as well as opy attaks [13℄; see Setion 2.4.Several authors proposed watermarking systems that werebelieved to be unsuseptible to protool attaks. For exam-ple, Craver et al. [6℄ proposed two systems that use the hashof the original, unmarked objet during the watermark in-sertion proess; however, both systems have been broken byattaks that are more eÆient than a naive brute-fore at-tak [16℄. Qiao and Nahrstedt [15, 14℄ desribed audio andvideo watermarking systems laimed to be non-invertible,but their proof is awed. A di�erent approah to guardagainst opy attaks, whih is based on using a robust water-marking sheme together with a fragile one, was proposed in[7℄. Finally, [5, pp. 295-296℄ note that opy attaks might beprevented by embedding a digital signature; however, theyadvoate to sign only pereptually signi�ant parts of themultimedia objets, whih opens the possibility of attaks.In this paper, we show for the �rst time how to build aformal framework that allows to assess the seurity of wa-termarking shemes. In the literature, the seurity of water-marks against protool attaks was only analyzed with ad-ho methods without a well-de�ned formal framework. Inmost ases, the seurity laims essentially amount to heuris-



tis not justi�ed by a rigorous analysis. The situation istotally di�erent in ryptography, where the seurity of mostryptographi primitives an be established formally, assum-ing the intratability of ertain number-theoreti problems.The aim of our work is to ombine the funtionality ofwatermarking shemes with the advantages of lassial ryp-tography. To this end, we suggest to imprint ryptographisignatures upon watermarks. We investigate three di�erentryptographi imprint patterns PA, PB and PC ontainingsignatures of a trusted party. Our main theorem shows thatthey are seure against ertain protool attaks (where theattaker does not have aess to the trusted party) unlessommon ryptographi assumptions are violated (see The-orem 3). Some of the basi ideas of this paper have beenpresented informally in [11℄.Setion 2 introdues watermarking shemes and protoolattaks, Setion 3 reviews ryptographi signatures and Se-tion 4 shows how to onstrut watermarking shemes prov-ably seure against protool attaks, assuming the seurityof ryptographi signatures. Finally, Setion 5 disusses fu-ture researh diretions.
2. WATERMARKING SCHEMES AND

PROTOCOL ATTACKS

2.1 NotationA probabilisti polynomial-time algorithm for a problem Sis an algorithm A that has aess to a soure of random bits.The algorithm A either omputes the orret result of aninstane of S or outputs the speial symbol fail, indiatingthat the algorithm was unable to ompute a solution. Wesay that A sueeds with probability ", if it omputes theorret result with probability "; the probability is takenover all oin tosses of A and all problem instanes in S.The operator k stands for onatenation of two stringsand j � j denotes the length of an objet in bits. The notationf0; 1g� denotes the set of all �nite strings omposed of 0 and1 (inluding the empty string), whereas f0; 1gn stands forthe set of bit-strings of length n. Typially, O will denote anobjet without a watermark, whereas O0 will refer to someobjet ontaining a watermark (or being believed to ontaina mark).
2.2 Watermarking schemesFormally, we model a watermarking sheme as a tripleW = hG;E;Di of a probabilisti polynomial-time algorithmsG, E and D. For onveniene, we assume that G, E and Dnever fail.� Algorithm G models the key generation proess: oninput 1nw (a string onsisting of nw onseutive ones),G outputs a watermarking key K 2 f0; 1gnw of lengthnw. Here, nw denotes the seurity parameter of thewatermarking sheme. Sine G is probabilisti, it willoutput a possibly di�erent key on eah invoation.� Algorithm E models the watermark embedding pro-ess; on input of a digital objet O, a watermarkW 2 f0; 1gn and a key K, it outputs a watermarkedobjet O0. We will assume that O and O0 remain \per-eptually similar"1.1Note that pereptual similarity depends on the objet type

� AlgorithmD denotes the watermark detetion proess.D deides whether a given watermark W is present inan objet O0 under key K with respet to the origi-nal, unmarked objet O. In addition, D may also usean auxiliary input Aux that does not depend on theobjet O (e.g., a ryptographi key). Algorithm D ei-ther outputs true or false: D(O0; O;W;K;Aux) 2ftrue; falseg. The output true indiates the pres-ene ofW in O0. We require (with overwhelming prob-ability) that D(E(O;W;K); O;W;K;Aux) = true forall objets O, watermarks W and keys K.We will only onsider non-blind watermarking systems inthis paper, i.e., systems in whih the unmarked original isneeded in the detetion phase. Let C be the set of all multi-media objets to be watermarked; without loss of generalityC = f0; 1gn; n > 0 and n polynomial in nw. We assumethat there exists a probabilisti polynomial-time algorithmSample that outputs, on input k, uniformly and randomlyobjets O 2 C with jOj = k. For onveniene we furthermoreassume that Sample never fails; let tS(k) be the runtime ofSample.
2.3 Dispute resolvingAn authorship dispute between two disputants A and Babout a disputed work O0 is a senario where A and B laimto be the exlusive rightful authors of O0. Informally, thegoal of a dispute resolving sheme is to allow a third party,the dispute resolver D, to resolve authorship disputes in a\fair" way, by omparing the \ownership proofs" presentedby the disputants. These proofs typially ontain informa-tion that allows to hek the presene of a spei� watermarkin O0.Most dispute resolving protools operate in the follow-ing manner. D �rst heks the presene of the watermarkspresented by A and B in O0. If only one watermark is de-tetable, the dispute is resolved in favor of the disputantwhose watermark is detetable. If both marks are presentin O0, D tries to establish whether B derived his original ob-jet from A's objet or vie versa. One way to do this is tolook at the objets both A and B laim to the the true un-marked originals. If B engineered his \original" objet fromO0, A's watermark should be present in the \original" of B.Furthermore, the mark should not appear in A's \original".If this is the ase, the dispute is resolved in favor of A; oth-erwise, the symmetri ondition is heked (i.e. whether A'soriginal ontains B's mark) to verify B's authorship laims.Unfortunately, this approah does not yield to a seuredispute resolving proess. Craver et al. [6℄ showed thatsuh dispute resolving an be defeated by protool attaks(espeially the inversion attak) as desribed below.
2.4 Protocol attacksProtool attaks against watermarking shemes in disputeresolving appliations are aimed at introduing some sort ofambiguity in the opyright resolution proesses based on thewatermarking algorithm. Instead of attaking the robust-ness of the watermark itself, a protool attak utilizes fakewatermarks that are either inherently present in a multime-dia objet or added by the attaker. Well known protool(image, video, audio, et.) and the appliation environmentin whih marked objets are being used (see [10℄ for a dis-ussion of the importane of the latter).
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O0 �WFigure 2: In an ambiguity attak, an attaker om-putes a watermark W (together with an alleged\original" objet O and a key K) that is detetablein a given objet O0.attaks inlude inversion as well as opy and ambiguity at-taks [6, 13℄:� A opy attak attempts to opy a watermark from amarked objet O01 onto a di�erent objet O2 withoutknowledge of the watermark W or the key K that wasused to insertW in the objet O1. The attak produesan objet O02 in whih W is also detetable under keyK. Figure 1 illustrates a opy attak (objets printedin bold are the input to the attak; objets omputedby the attaker are enlosed in dashed boxes). A on-rete example an be found in [13℄.� An ambiguity attak amounts to omputing a wa-termark that was never inserted in an objet O0, butstill an be deteted there. Given O0, the attak en-ables any party to ompute a watermark W , a key Kand an objet O suh thatW seems to be present in O0(using key K and O as the \original" objet), without
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Figure 3: Inversion attak: Bob omes up with afake watermarkWB and a fake original O00 and laimsO00 to be the true original.modifying O0. This attak is shown in Figure 2; anattak is desribed in [6℄.� A speial ase of ambiguity is the inversion attak[6℄. An attaker who wants to ommit a opyrightinfringement for an existing objet O0 uses an ambi-guity attak to ome up with a watermark WB andan alleged original O00 suh that his mark WB is de-tetable in the ontroversial objet O0, although O0 al-ready ontains a di�erent mark WA. This situation isillustrated in Figure 3. In ase the watermarking sys-tem tolerates multiple insertion of watermarks (whihis a onsequene of the robustness), O00 will still on-tain the mark WA (as O00 was derived from O0). Sim-ilarly, O seems to ontain the mark WB, as O an bethought of as a manipulated version of O0. In that ase,no onlusion on the opyright status an be drawn,as no order of watermark insertion is establishable. Asa onsequene, the dispute resolving proess, as out-lined in Setion 2.3, has to fail. However, as inversionis just a speial ase, we will onentrate on opy andambiguity attaks in this paper.
2.5 Formal definitionFormally, opy and ambiguity attaks an be de�ned inthe following manner:2Definition 1. Let W = hG;E;Di be any watermarkingsheme.� Let W be a watermark, K be a watermarking key, O1be an arbitrary objet and O01 its watermarked version,i.e. D(O01; O1;W;K;Aux) = true for some auxiliaryinput Aux. A opy attak on W is a probabilisti al-gorithmCopy(O01; O2; Aux) =8<: O02 s.t. D(O02; O2;W;K;Aux) = true,with probability "Copyfail with probability 1� "Copy.2Note that [6℄ gave a di�erent de�nition of inversion andambiguity attaks, whih involves the watermark embedder.However, we think the urrent de�nitions are more pratialand realisti.
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EmbedFigure 4: General struture of the embedding meh-anism of a \non-invertible watermarking sheme".� Let O0 be an arbitrary objet and Aux be some auxil-iary input of the detetor. An ambiguity attak on Wis a probabilisti algorithmAmbig(O0; Aux) =8<: hW;K;Oi s.t. D(O0; O;W;K;Aux) = true,with probability "Ambigfail with probability 1� "Ambig.In order to assess the seurity of a given watermarkingsheme, we need to quantify the suess probability of opyand ambiguity attaks.Definition 2. Let W = hG;E;Di be any watermarkingsystem. A opy attak Copy or an ambiguity attak Ambig(t; ")-breaks W , if Copy (or Ambig) runs in time t andsueeds with probability at least ".Note that both t and " depend on the seurity parameterof the watermarking sheme.Intuitively, for a watermarking sheme to be seure, ev-ery polynomial-time (opy or ambiguity) attak should haveonly small suess probability. Note that it is not possible torequire that every attak fails on every input, as it is alwayspossible to \guess" the orret result. We say that a water-marking sheme is seure against opy or ambiguity attaks,if the suess probability of any polynomial-time algorithmCopy or Ambig is negligible, i.e. if the suess probabilityis majorized by the fration of any polynomial.Definition 3. A sequene ni of non-negative real num-bers is negligible, if for all polynomials p there exists aninteger i0 suh that ni < 1=p(i) for all i � i0.If a probabilisti polynomial-time algorithm for a problemA with negligible suess probability is repeated (indepen-dently) polynomially often, the resulting algorithm is stillpolynomial-time and has still negligible suess probability.Definition 4. Let W = hG;E;Di be any watermarkingsystem. W is seure against opy or ambiguity attaks, if forall probabilisti polynomial-time algorithms Copy (or Am-big), "Copy (or "Ambig) is negligible in the seurity parameternw.

2.6 Previous workIn order to remove the vulnerability of dispute resolvingshemes against protool attaks, several authors proposedto use watermarking shemes that are not suseptible toambiguity attaks as primitives; these proposals were alled\non-invertible watermarking shemes". Most of them fol-low the general design priniple depited in Figure 4. Awatermark is said to be valid, if it is detetable in an objetand if it has been generated from the original objet O, anidentity string ID, identifying the opyright holder in aseof dispute resolving appliations, and the watermarking keyK in a standard one-way manner; formally, a valid water-mark W will be the output of an algorithm Proess, on-struted out of symmetri ryptographi primitives, suh ashash funtions or symmetri iphers. During the watermarkdetetion proess, W has to be dislosed together with anyinformation that allows the watermark detetor to verify thevalidity of the watermark (basially, he has to dislose ID,O and K whih allows to verify the orret generation ofW ). A watermark detetion will only be aepted, if W isvalid.During watermark embedding, a valid mark W is pro-dued from the \evidene" O, ID and K by running Pro-ess. For example, some authors advoated to use a randomsequene, seeded by a one-way hash of the original objet,as watermark [6℄; alternatively, there were also attempts toprodue the watermark bits of W by enrypting the originalimage with a blok ipher like DES [14℄. It was believedthat these onstrutions make it more diÆult for an at-taker to perform an ambiguity attak, as he is not onlyfaed with onstruting a detetable mark W , but also withomputing some fake evidene, allowing to verify the valid-ity of W . Basially, this amounts to omputing an origi-nal image O, an identity string ID and key K suh thatProess(O; ID;K) = W . One way to do this is to attakthe watermarking sheme to obtain a detetable mark Wand then to invert Proess in order to obtain evidene.Sine this proess is omputationally hard, some authorswere misled to believe that their onstrution is \seure".However, these onstrutions are not provably seure.In fat, the seurity depends heavily on the properties ofthe underlying watermarking sheme. Sine watermarkingshemes depend on statistial methods, the detetion pro-ess has a small probability of \false alarms". Thus, with asmall probability p the watermark detetor will report a wa-termark to be present, even though it was never inserted intothe objet. If the false alarm probability is high, an attakeran use this fat to break the sheme. Instead of invertingProess, he hooses a tuple hO; ID;Ki, omputes the or-responding W = Proess(I; ID;K) and heks whetherthis mark is detetable in O. If this is the ase, he has su-essfully performed an ambiguity attak; if not, he disardsW and hooses another tuple hO; ID;Ki. Obviously, theproess depends heavily on the probability p and the distri-bution of the outputs of Proess. If p is non-negligible, apolynomial-time attak against the sheme exists.This is a very general observation that applies to on-strutions where Proess an be evaluated by an attakerin an unlimited manner (see [3℄ for details). To avoid thisproblem, we onstrut the watermark in suh a way thatthe omputation of one single valid mark is already hardby inorporating digital signatures of a trusted party. Thistrusted party is required to generate signatures of digital



objets, identity strings or watermarks, as shown in Setion4. As long as the attaker annot query the trusted party,this onstrution an be proven seure.
3. CRYPTOGRAPHIC SIGNATURESA ryptographi signature sheme (see e.g. [9℄) is atriple S= hGS; SS ; VSi of probabilisti polynomial-time al-gorithms:� GS denotes the key generation; on input 1ns , GS out-puts a pair (P; S) of keys (P is the publi key, whereasS is the seret key); ns is a seurity parameter deter-mining the length of the onstruted publi key.� SS is the signing algorithm; it takes a message m 2M, whereM denotes the set of all possible messages(alled message spae), and a seret key S in the rangeof GS(1ns). SS outputs a string s alled the signatureof m.� VS models the signature veri�ation proess; on inputs, m and P , the algorithm VS determines whether s isa valid signature of m under publi key P and outputstrue or false aordingly.We say that a signature sheme is seure, if it is seureagainst existential forgery of signatures under a hosen-message attak [8℄. Tehnially, seurity is de�ned via agame between an attaker (Eve) and the signer (Alie); letP be the publi key of Alie:� Eve piks a message m1 2 M and asks Alie to pro-vide a orresponding signature s1 suh that VS(m1;s1; P ) = true. Alie omplies.� Eve does polynomial-time omputations and, givenm1and s1, omes up with a message m2, whose signatureshe wants to see. Alie again provides a signature s2suh that VS(m2; s2; P ) = true.� Eve and Alie ontinue this game until Eve either failsor outputs (after a ertain number q of iterations) apair hm; si, suh that VS(m;s; P ) = true and m 62fm1; : : : ;mqg, i.e. m was not sent to the orale \Alie"previously.In other words, Eve's goal is to ompute a signature s ona new message m without asking Alie about the onretesignature. Alie plays the role of an orale, whih omputesvalid signatures. Formally, Eve's strategy an be desribedby a probabilisti polynomial-time algorithm with aess toa signing orale. We say that a signature sheme is seure, ifthe suess probability for eah suh probabilisti algorithmis negligible:Definition 5. A signature sheme S is seure over mes-sage spae M, if any probabilisti polynomial-time attakerfollowing the above game has negligible suess probability(negligible in the seurity parameter ns). The probability istaken over all random oin ips during the game.To allow a quantitative analysis of seurity, we use thefollowing standard de�nition [9℄:

Definition 6. A signature sheme S is (t; q; ")-seureover message spae M, if for any adversary who runs intime t and makes � q orale queries, the suess probabilityis at most ". Consequently, an adversary (t; q; ")-breaks thesheme, if there exists a probabilisti polynomial-time algo-rithm that runs in time t, makes at most q orale queriesand sueeds in the above game with probability at least ".The development of provably seure signature shemes isan ative area of researh, as not every ryptographi sig-nature satis�es this seurity property. In order to providean adequate level of seurity, long key sizes must be usedin ryptographi signatures, yielding rather long signaturesizes in the range of several thousand bits. This may be alimitating fator if we want to embed ryptographi signa-tures as watermarks, as some watermarking shemes allowonly to embed a few bits in a robust manner. In this re-spet, ryptographi signature shemes that yield to shortsignatures are of entral importane; an interesting attemptis desribed in [4℄, although the seurity of the sheme is notwell-understood.
4. SECURE WATERMARKING SCHEMESIn this setion, we show how watermarking shemes an beseured against some protool attaks. The main idea is topartition the set of all possible watermarks f0; 1g� into twodisjoint subsets, namely the set of all \valid" watermarksV and the set of \invalid" watermarks I. For a suessfulwatermark veri�ation, we require that the watermark isboth valid and detetable in a multimedia objet. The set Vwill be onstruted in suh a way that it is infeasible for anattaker to ompute any elementW 2 V in polynomial-time.This an be ahieved by using ryptographi signatures of atrusted third party as a part of the watermarks W 2 V.
4.1 Cryptographic watermarksGiven a signature sheme S= hGS; SS ; VSi that is seureagainst existential forgery of messages, we will onstrut a\seure" watermarking system P = hGP ; EP ; DP i on topof a traditional watermarking sheme W = hG;E;Di. Theonly requirement is that the watermarking sheme W allowsto insert suÆiently large watermarks into digital objets.In order to establish the seurity of the new sheme, weshow that a suessful opy or ambiguity attak amounts tobreaking the underlying signature sheme. More preisely,we show that any opy or ambiguity attak that (t; ")-breaksP an be onverted into an attak that breaks the underlyingsignature sheme S with little overhead and similar proba-bility.We investigate three di�erent onstrutions in this pa-per, where the watermark onsists of some sort of identitystring ID hosen by the opyright holder, onatenated withone or two ryptographi signatures of a trusted third partyTtp (with seret key S and publi key P ). The trustedthird party is used to generate signatures of the original,unmarked multimedia objet O, an identity string ID anda watermarking key K (or of some string derived from it):Pattern A: ID SS(O; S) SS(IDkK; S)Pattern B: ID SS(OkIDkK; S)Pattern C: ID SS(O 
 (IDkK); S)



The operator s1 
 s2 is a speial XOR operation; if js1j =js2j, 
 denotes the ordinary XOR. If js1j < js2j or js1j > js2jthe smaller string is repeated in a yli manner (and uto� at the appropriate position) before omputing the XORoperation. We will assume in this setion that the onate-nation is invertible, i.e. that the length of the signatures isonstant and known in advane.For a �xed pattern, the set of all watermark strings on-taining valid signatures will form the set of valid watermarksV. During this setion we make the assumption that the at-taker annot query the trusted third party (we all theseattaks passive); Setion 4.3 disusses possible extensionsthat remove this assumption partly. Hene, an attakerwho wants to ompute elements of V is faed to \forge"signatures of the trusted third party. It is evident from theonstrution that the use of the trusted third party is a limi-ting fator for the usability of the sheme; unfortunately, thequeries to the TTP annot be avoided.Here, the string ID denotes the payload of the watermark(i.e., bits that must be stored in the digital objets in addi-tion to the digital signature). For example, depending on theappliation, ID might be some desription of the opyrightstatus of the objet or an identity string of the opyrightholder.In the detetion phase, it will be heked whether thewatermark is present and whether it is valid by verifying itsstruture and the ontained ryptographi signature(s). Ifboth tests passed, the watermark is said to be present.The watermarking sheme Px = hGP;x; EP;x; DP;xi, x 2fA;B;Cg will be onstruted in the following manner:Key generation GP;x: equivalent to G.Embedding EP;x: Given an original objet O, an identitystring ID and a key K, ompute a watermark stringW aording to pattern x de�ned above:� for x = A, set W = IDkSS(O; S)kSS(IDkK;S),� for x = B, set W = IDkSS(OkIDkK; S) and� for x = C, set W = IDkSS(O 
 (IDkK); S).To obtain the appropriate signature, the trusted partyis queried during the embedding proess. EmbedW inO using the embedding funtion E: O0 = E(O;W;K).Take O0 as output of EP;x.Detetion DP;x: The detetion proess is detailed in Fig-ure 5; O0 denotes an allegedly watermarked objet, Othe alleged original, W a watermark, K a watermarkkey and P denotes the publi key of the trusted thirdparty (auxiliary input of the detetor).Aording to Kerkho�s' priniple [12℄, we will assumethat an attaker has omplete knowledge of the watermark-ing sheme P. We will show that if an attaker (Eve) su-essfully performs a passive ambiguity attak or a opy at-tak, she an also forge signatures of the trusted third party,whih is omputationally infeasible.
4.2 Formal security proofThe following theorem establishes the seurity of PA:

DP;A(O0;O;W;K;P )/* Detetion proess for pattern A*/W =W1kW2kW3if D(O0; O;W;K) = false thenreturn false�if VS(O;W2; P ) = true andVS(W1kK;W3; P ) = true thenreturn true elsereturn false�DP;B(O0;O;W;K;P )/* Detetion proess for pattern B*/W =W1kW2if D(O0; O;W;K) = false thenreturn false�if VS(OkW1kK;W2; P ) = true thenreturn true elsereturn false�DP;C(O0;O;W;K;P )/* Detetion proess for pattern C*/W =W1kW2if D(O0; O;W;K) = false thenreturn false�if VS(O 
 (W1kK);W2; P ) = true thenreturn true elsereturn false� Figure 5: Watermark detetion proess.Theorem 1. For eah passive ambiguity attak that(t; ")-breaks PA for objets of length n, one an onstruta forging algorithm that (t + tS + O(n); 0; ")-breaks the un-derlying signature sheme S. For eah opy attak that(t; ")-breaks PA, one an onstrut a forging algorithm that(t + 2tS + tG + p(n); 2; "(1 � 2�n))-breaks S for some poly-nomial p.Proof. We �rst show the seurity against ambiguity at-taks. Suppose Ambig is a passive ambiguity attak that(t; ")-breaks PA for objets of length n. We onstrut a sig-nature forging algorithm Forgen in the following manner;let P be any publi signature key: runtime suessForgen(P )O0  Sample(n) tS 1hW;K;Oi  Ambig(O0; P ) t "if attak is suessfulW =W1kW2kW3 O(1) 1output hW1kK;W3i O(n) 1elseoutput fail O(1) 1Forgen runs in time t+ tS+O(1) and produes a signatureforgery (for publi key P ). This signature is valid, sinea suessful ambiguity attak implies VS(W1kK;W3; P ) =



true, as shown in Figure 5. Thus, Forgen (t + tS +O(1); 0; ")-breaks the signature sheme.Suppose now that Copy is a opy attak that (t; ")-breaksPA for objets of length n and watermarking keys of lengthnw . We onstrut a signature forging algorithm Forge0n;nwin the following manner: runtime suessForge0n;nw (P )K  G(1nw ) tG 1O1  Sample(n) tS 1O2  Sample(n) tS 1if O1 = O2 output fail poly(n) 1� 2�nID Random() O(1) 1S1  QueryP (IDkK) 1 1S2  QueryP (O1) 1 1O01  E(O1; IDkS1kS2; K) poly(n) 1O02  Copy(O01; O2; P ) t "if attak is suessfuloutput hO2; S2i poly(n) 1elseoutput fail O(1) 1Here, \poly" stands for spei�, but unspei�ed, polyno-mials and tG for the runtime of G. QueryP denotes asignature orale query. Intuitively, the attak generatesa valid watermarked objet O01 and uses the opy attakto opy the ontained watermark onto a di�erent objetO2. If Copy sueeds, the output of Forge0n;nw is avalid forgery (again, a suessful opy attak implies, byFigure 5, VS(O2; S2; P ) = true). Obviously Forge0n;nwruns in time tG + 2tS + t + poly(n), and makes two ora-le queries. As the forging algorithm an fail independentlyat two di�erent steps, its suess probability is given by"(1 � 2�n). Thus, we have onstruted an algorithm that(t+2tS + tG +poly(n); 2; "(1� 2�n))-breaks the underlyingsignature sheme.A similar seurity property holds for PB and PC:Theorem 2. Any passive ambiguity attak that (t; ")-breaks PB or PC for objets of length n an be extendedto an attak that (t + tS + O(n); 0; ")-breaks the underly-ing signature sheme S. Similarly, every opy attak that(t; ")-breaks PB or PC an be extended to an attak that(t + 2tS + tG + p(n); 1; "(1 � 2�n))-breaks S for some poly-nomial p.Proof. (Sketh) The proof is analogous to the proofof Theorem 1. Consider pattern B �rst. In an ambigu-ity attak, Forgen runs Ambig to obtain a mark W =W1kW2 and outputs hOkW1kK;W2i. In a opy attak,Forge0n;nw onstruts a valid objet O01 ontaining a wa-termark W = W1kW2 (note that only one orale query isrequired) and simulates Copy on O01 and O2. This produesa valid watermarked objet O02 if the attak sueeds. Fi-nally, Forge0n;nw outputs hO2kW1kK;W2i. It an be seeneasily that Forgen and Forge0n;nw output valid forgeries inase the opy or ambiguity attak sueeded; furthermore,they satisfy the required time and probability bounds. Theproof for pattern C is similar.We an thus onlude:

Theorem 3. Suppose that S is seure against existentialforgery of messages (under a hosen message attak). Then,the onstruted watermarking shemes PA;PB and PC areseure against opy and passive ambiguity attaks.Proof. Assume the opposite, i.e., there is a opy ora passive ambiguity attak that (t; ")-breaks P with non-negligible suess probability " and an arbitrary polynomialt. Then, by Theorems 1 and 2 there exists an attak that(t; q; ")-breaks the underlying signature sheme with non-negligible suess probability " = k" (where 12 < k � 1),q � 2 and a polynomial t. This ontradits the assump-tion.From a pratial perspetive, pattern B is preferable topattern A for two reasons. First, the onstruted water-mark is shorter, inreasing the pratial feasibility of theapproah. Seond, if the same string ID and key K is usedfor several multimedia objets, an attaker might gain thesignature SS(IDkK; S) after a suessful watermark dete-tion. This knowledge an be used in \ut-and-paste" at-taks. In fat, in pattern A, an attaker an, given two validryptographi watermarks, ompute a third one by appro-priately pasting parts of the watermarks together. This doesnot ontradit the above seurity property; however, it be-omes an issue in interative ambiguity attaks, as desribedin Setion 4.3. Therefore, we advoate to use pattern B.It is evident that variants of the patterns A, B and Care oneivable, for whih seurity an be established in asimilar way. We leave this to future researh.
4.3 Interactive ambiguity attacksThe seurity result of the previous setion was derivedunder the assumption that an attaker against the water-marking sheme does only loal omputations, but annotquery the trusted party for a signature of a string hosenby him. In a dispute resolving senario, this assumptiondoes not hold in general. For example, an attaker might bea legitimate owner of some di�erent objet and thus musthave aess to the trusted party to obtain signatures forhis own objets. As the trusted third party annot distin-guish between a true author and an attaker, interative at-taks beome possible. During suh an attak, he an querythe trusted third party Ttp for legitimate watermarks builtfrom an arbitrary objet O, key K and identity string ID.It is easy to see that the onstrution is not seure againstunlimited interative attaks. The argument is similar tothat presented in Setion 2.6. If the attaker is able to makean unlimited (but polynomial) number of queries and useone of the watermarks reeived from the trusted third partyas output, then he an again \guess" a false original, iden-tity string and key and obtain a signature from the trustedparty. He repeats the proess until he �nds a detetablemark. Again the false positives rate of the underlying wa-termarking sheme would be a fundamental fator limitingthe seurity of the sheme. Up to now it is an open researhquestion whether it is possible to onstrut watermarkingshemes that are not suseptible to interative ambiguity at-taks, independent of the underlying embedding mehanism.However, one an deal with interative ambiguity attaksin ase the output of the attaker is restrited. If one re-quires that the watermark obtained at the end of the in-terative ambiguity attak is new, i.e. that it ontains no



signature of an objet, an identity string and a key thatwas presented to the orale previously, the seurity of theproposed sheme in Setion 4 an again be established.Definition 7. A watermark W belongs to the tuplehO;K; IDi, if W ontains a ryptographi signature of atleast one element of the set fO;K; IDg, whih may be on-atenated with an arbitrary string (either from the left orright).Definition 8. Let O0 be an arbitrary objet and Aux besome auxiliary input of the detetor. A limited interativeambiguity attak on W is a probabilisti algorithm LIntAm-big with orale aess to Ttp suh thatLIntAmbig(O0; Aux) =8>><>>: hW;K;Oi s.t. D(O0; O;W;K;Aux) = trueand W does not belong to hOi; Ki; IDii,with probability "Ambigfail with probability 1� "Ambig,where hOi; Ki; IDii denote the queries made by LIntAmbig.A limited interative ambiguity attak LIntAmbig (t; q; ")-breaks W , if LIntAmbig runs in time t, makes at most qqueries to the trusted party Ttp and sueeds with probabil-ity at least ".Note that, due to the restrition to watermarks that donot belong to any orale query, the \ut-and-paste" attaksdesribed at the end of Setion 4.2 are not onsidered validattaks in this limited model. We an establish the seurityof PA in the following manner:Theorem 4. For eah limited interative ambiguity at-tak that (t; q; ")-breaks PA for objets of length n, one anonstrut a forging algorithm that (t+tS+O(1); 2q; ")-breaksthe underlying signature sheme S.Proof. (Sketh) The proof is analogous to the proof ofTheorem 1, where Ambig is replaed by LIntAmbig. Eahorale query of LIntAmbig(O;K; ID) is transformed intotwo signature queries QueryP (O) and QueryP (IDkK).Again, the onstruted forging algorithm yields a valid sig-nature forgery, as the output was never presented to theorale as input aording to the de�nition of a limited inter-ative ambiguity attak.In a similar way the seurity of PB and PC an be estab-lished.
5. CONCLUSIONIn this paper, we addressed the problem of seuring water-marking shemes against protool attaks. We introdued aformal framework that allows to assess the seurity of water-marking shemes against opy and ambiguity attaks, sub-suming the ase of inversion attaks. Our proof methoddemonstrates that our methodology is appliable to a largenumber of protool attaks.We have argued in Setion 2.6 that many previous at-tempts for providing non-invertible watermarking shemesfailed if used with a watermark detetor that has a largenumber of false positives. We provided a new onstrutionthat relies on signatures of a trusted third party. This on-strution was shown to be seure against passive ambiguity

attaks and ertain speial ases of interative ambiguity at-taks. However, it is still not seure against attakers thatan make unlimited queries to the trusted party. A possiblesolution in ase of authorship proofs and dispute resolving isto let the trusted third party maintain a database of previ-ous queries and return valid signatures only if there has notbeen a query for a pereptually similar objet before (see[1℄).The above onsiderations raise the question whether itis theoretially possible to onstrut \seure" watermarkingshemes that do not use a trusted party or (equivalently)use a trusted party whih an be queried by an attaker inan unlimited way. Current researh results suggest that theseurity depends heavily on the underlying detetion meh-anism; it might be possible that a \universal" onstrutionfor seure watermarking shemes (i.e., a onstrution thatis seure independent of the statistis of the underlying em-bedding proess) annot be found. We leave this to futureresearh.The results in this paper immediately have onsequenesfor watermarking-based dispute resolution protools. In asethe false positives rate of the detetion mehanism is un-known, urrent ryptographi onstrutions to ahieve non-invertibility may fail. The seurity of dispute resolving pro-tools that use alleged originals for inferring the order ofwatermark reation heavily depends on the statistial prop-erties of the watermark detetor. It is thus questionablewhether suh protools an be onsidered seure any more.One possible way to avoid this problem entirely is the use ofalternative methods for dispute resolving that do not requirethe underlying watermarking method to be non-invertible;for an overview of suh onstrutions see [2℄.
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