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On the other hand, P2P networks only incur low load on each host
and hence it is scalable; but it is very hard to provide security and
QoS in P2P networks. To address scalability, QoS, and security
issues for media streaming, we propose a novel secure and
scalable media streaming architecture, called TrustStream. Our
architecture combines the best features of CDN and P2P networks;
i.e., TrustStream is scalable and can provide QoS and security.
In TrustStream, we utilize the unique features of scalable video
to design security management and transport mechanisms. The
key idea is the following. We first employ Progressive Fine
Granularity Scalability (PFGS) coding technique [5] to encode the
video content into two layers of streams: one layer called “base
layer”, has very low bit rate and contains the most important
information of the video content; and another layer called
“enhancement layer”, has much higher bit rate and only improves
the playback quality at the client side. The enhancement layer can
only be decoded when the base layer is available. In other words,
the enhancement layer is useless for the client if the base layer is
lost. With PFGS video coding, we obtain two video layers; then
we apply security management to the base layer and distribute the
base layer stream through our proposed scalable Secure
Application Layer Multicast (S-ALM); and we use P2P networks
to transport the enhancement layer. In this way, TrustStream can
provide QoS and security while achieving scalability.
The contributions of this paper are that 1) we propose a novel
architecture that utilizes the best features of both CDN and P2P
networks; 2) we propose S-ALM that improves the performance
of current ALM scheme and is able to address the following
security issues:
!
Confidentiality: To manage a cluster, we design an
election and removal mechanism, by which cluster members can
elect two trusted nodes as cluster leaders (one acts as a security
manager and a media content source in this cluster, and another as
a backup) and remove a cluster leader, in which cluster members
lose confidence. With the elected cluster leaders, we implement
the following security mechanism: in each cluster, the media
content is encrypted with an encryption key by the cluster leader;
only authorized users can get the encryption key from the cluster
leader to correctly decode the base layer. In this scheme, the
server does not need to carry out a global key update and
distribution, which eliminates potential bottleneck at the server.
!
Authentication of messages and users: We use a
public key cryptosystem so that a cluster leader can verify the
legitimacy of a user, and a legitimate user can authenticate the
received content and security management messages.
!
Availability: Our S-ALM utilizes the structure of
clusters to achieve efficiency in security management. Specifically,
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1. INTRODUCTION
Streaming media over networks has gained renewed interest
recently due to the emerging IP-TV and mobile TV. To build
large scale commercial media streaming systems and networks,
scalability and security issues must be addressed. The current
solutions for media streaming can be classified into two categories,
namely, content distribution networks (CDN) and Peer-to-Peer
(P2P) networks. CDN can provide security management and
quality of service (QoS) but at the cost of high load on servers in
CDN; hence, CDN is not scalable for very large number of clients.
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a P2P scheme is used to forward data within each cluster, and a
hierarchical ALM scheme is employed for data forwarding
between clusters. In this way, we can provide almost the same
level of availability as P2P networks. In addition, backup leaders
in clusters improve the availability.
The rest of the paper is organized as follows. Section 2
overviews the related work. Section 3 describes our design of
TrustStream in details. In Section 4, we present our experimental
results to demonstrate the performance of the TrustStream.
Section 5 concludes the paper.

3.1 Architecture
The TrustStream architecture is shown in Fig. 1. For the
purpose of efficiency, we choose a simplified PFGS coder that
generates two video layers, i.e., a base layer and an enhancement
layer. To encrypt copyright information, we use our proposed
video data embedding codec [6] to embed some copyright
information in the base layer; to encrypt the video content, we
apply a selective encryption [7] to the base layer. The encrypted
base layer is transported to clients through the S-ALM framework
along with session keys, while the enhancement layer is
transported through P2P networks. The media coding and
encryption are carried out by the server.
The key component of the TrustStream architecture is S-ALM,
which consists of application layer multicast and security
management mechanisms, which are presented next.

2. RELATED WORK
2.1 Scalable Video Coding
In the video coding community, layered video coding is often
referred to as scalable coding [4]. Examples include the Fine
Granularity Scalability (FGS) [3] and Progressive FGS (PFGS)
coding [5]. With scalable video coding, a client can regulate the
receiving rate of video streams by adding/dropping layers to cope
with fluctuations in available bandwidth, while the server does not
participate in rate control, resulting in reduced load on the server.
In TrustStream, a simplified PFGS coding is used.

2.2 Secure Application-layer Multicast
Confidentiality in multicast is usually achieved by encrypting the
content using an encryption key, known as the session key (SK),
which is known only by the content provider and all legitimate
group members [2]. However, it is not an easy task to securely
deliver the SK to all the members because the group membership
is dynamic due to clients’ joining and leaving the group from time
to time. Note that, if a client is not a legitimate member during
certain period, e.g., before he joins or after he leaves the session,
he should not be able to decrypt the media content. In other
words, the SK needs to be updated once a client joins or leaves
the session. Hence, the key distribution scheme for multicast
should have the following three security properties: 1) Forward
Secrecy: to ensure that an expired member does not receive the
new SK after he leaves the group. Note that anyone is allowed to
receive the encrypted multicast data at anytime. 2) Backward
Secrecy: to ensure that a new member does not receive the SK
used before he joins. 3) Collusion: to prevent expired members
from regaining access to a new SK through their joint efforts [2].
In the literature, several key distribution schemes for IP multicast
have been proposed but none for application layer multicast
(ALM) [1]. Although the existing key distribution schemes could
potentially be modified for ALM, such modifications require
imposing significant additional structure to the overlay and having
the key distribution nodes possess lots of knowledge of the group
members and/or the distribution tree. Furthermore, tree structure
and neighboring relationships in ALM may change frequently,
making the design of key distribution schemes a great challenge.
To address these issues, we propose a new secure and scalable
ALM for the TrustStream framework.

Fig.1 Architecture of TrustStream

3.2 Application-layer Multicast
Similar to NICE [9], we organize the multicast members into a
hierarchy as shown in Fig. 2. The hierarchy consists of K layers
(K=2 in Fig. 2). Denote Layer k by Lk. The source of the
hierarchy is Server, which sends data packets directly to all the
members of layer L0. Members in each layer are further organized
into clusters to achieve efficient management (it is easier to
manage a smaller group of members). Denote a cluster on Lk by
Ck. Note that there is only one cluster on L0. Each cluster has a
cluster leader and a backup leader. The cluster leader on Lk is also
a member of the corresponding cluster in the upper layer Lk-1. The
backup leader becomes a cluster leader when the incumbent
cluster leader leaves.
To maintain the topology of a cluster, each member in the cluster
exchanges maintenance-messages periodically with other
members in the same cluster. Since a cluster leader on Lk is also a
member of the corresponding cluster in the upper layer Lk-1, hence
maintaining each cluster is equivalent to maintaining the hierarchy;
in other words, we do not need to explicitly maintain the
connection between two adjacent layers.

3. TRUSTSTREAM
In this section, we present the TrustStream. We first introduce the
architecture, and then we present our mechanisms for applicationlayer multicast and security management.

Now, we describe how to forward media data. First, the Server
sends media data to all the members on L0. Since some members
on L0 are also cluster leaders on L1, these cluster leaders will

296

forward the media data to all other members in the clusters on L1;
the data forwarding from a cluster leader to its members uses a
P2P technique [8]. This process repeats for the nodes on Lk-1,
which are also cluster leaders on Lk. In this way, media data can
be conveyed to all the nodes in the hierarchy.
Next, we describe how to elect/remove a cluster leader and how to
join and leave a cluster, respectively.
Election of a cluster leader: A node that has the best computing
performance and/or the highest network bandwidth and/or the
minimum average round trip time (RTT) to other cluster members,
is elected as the cluster leader. The second best node in the cluster
is elected as a backup leader.
Removal of a cluster leader: If another member h in the cluster
has a better performance (in terms of computing performance,
bandwidth, or RTT) than the incumbent cluster leader, node h can
replace the incumbent leader to improve the system performance.
Join: When a new member tries to join the multicast tree, it first
sends a request of joining C0 to the Server. If the Server accepts
this request (according to the link status of the Server), the new
member joins C0; otherwise, the Server sends a list of
recommended cluster leaders on L1 to the new member. Then, the
new member sends joining requests to the recommended cluster
leaders. If a cluster leader on L1 rejects the request, the leader
sends a list of recommended cluster leaders on L2. If none of the
leaders on L1 accepts the request, the new member sends joining
requests to the recommended cluster leaders L2. This process
repeats till the new member is accepted by a cluster leader.
Leave: When a member leaves the multicast tree, it sends Leave
Message to the Server and other members in the same cluster.
Then the remaining members re-organize the cluster. If the
departing member is a cluster leader, the backup leader will
become the new cluster leader and join the corresponding cluster
on the higher layer.

Key of C0) and sent to all the members in C0. Then the SK is
distributed through the data paths as shown in Fig.2. Specifically,
when a node h on Lk-1 receives the encrypted SK from a node p
(obviously h and p are in the same cluster), h decrypts the SK with
the CK shared with p. If h is also a leader on Lk, then h re-encrypts
the SK with the CK shared by the cluster on Lk and forwards the
encrypted SK to the members in the cluster on Lk.
Generation and distribution of CK: A cluster leader updates CK
when cluster members change; the new CK is distributed to
cluster members through secure channels. When a new member
joins the cluster, it needs to establish a secure channel with the
leader (possibly through a public key cryptosystem). When the
cluster leader leaves, the backup leader needs to establish secure
channels with cluster members, and then generates a new CK and
distributes it.
Table 1 Nomenclature

Layer 0

p
h

Session Key

Shared by all the multicast group
members
and
KMS;
used
to
encrypt/decrypt
streaming
media
content; generated by KMS periodically

CK

Cluster Key

Shared by each cluster; used to
encrypt/decrypt SK; generated by the
cluster leader

KMS

Key Management
Server

Generates SK; Distributes SK; Manages
C0

SC

Secure Channel

Established by using Public key and
Private key between members and leader

Integrity: Every member has a public key and a private key; the
public key is also maintained in the KMS. When a member sends
some message, it appends its digital signature to the message.
When the receiver receives the message, it can authenticate the
message by the public key of the intended sender, which can be
obtained from the KMS.
Availability: Since the encrypted SK is distributed over an errorprone network along with the streaming media, it is important to
make the SK distribution reliable. In TrustStream, we provide a
backup leader in each cluster to improve reliability. If a leader
leaves or collapses, the backup leader can easily join the higher
layer and get the media content by using the backup information,
which is periodically updated by the leader.
Although there are some similarities between NICE [9] and
our S-ALM, we would like to point out the key differences
between NICE and S-ALM. First, NICE uses unicast to convey
messages from a cluster leader to its members, while S-ALM uses
P2P. Second, NICE elects a cluster leader based on relative
distance (number of hops) between the members, while S-ALM
elects a cluster leader based on QoS and computing capability
since a cluster leader in S-ALM needs to be computationally
powerful to perform encryption, and be reliable to provide good
QoS. Third, when a node joins or leaves a cluster, S-ALM
maintains the network topology based on QoS and computing
capability, while NICE does not. Fourth, S-ALM provides
security while NICE does not.

Server
p

SK

Layer 1

h

Layer 2

Fig. 2 Data forwarding in our ALM protocol

3.3 Security Management
Table 1 lists the abbreviations used in the paper. Next, we
describe how our secure ALM (S-ALM) addresses the three
security issues.
Confidentiality: Confidentiality is achieved through encryption,
which requires encryption key management. There are two types
of keys, i.e., session key (SK) and cluster key (CK). A SK is used
to encrypt the streaming media while a CK is used to encrypt a SK.
Next, we describe how to generate and distribute SK and CK.
Generation and distribution of SK: KMS generates a new SK
periodically. The new SK is encrypted by KMS with CK0 (Cluster

4. PERFORMANCE EVALUATION
4.1 Source Coding
We have implemented a prototype of our system and conduct a
series of performance evaluations on a PIII-800MHz PC. As

297

number of re-encryption operations is O(n/j), where j is the
average number of members in a cluster.
Maintaining message. Maintaining message is used to maintain a
cluster and the hierarchical architecture. Each member exchanges
messages with other members in the same cluster. Hence, the
total number of messages is O(J2). Since J is small and
independent of n, hence O(J2) can be regarded as O(1).

shown in Fig. 3, although PFGS does not achieve as good coding
efficiency as non-scalable video coding (denoted as “Single
Layer”), PFGS still provides acceptable quality. Fig. 4 shows the
effect of selective encryption that is applied to the base layer of a
compressed video sequence “foreman” in CIF format. The right
figure of Fig. 4 is obtained by decoding the combination of the
encrypted base layer and non-encrypted enhancement layer. It can
be seen that the right figure of Fig. 4 is not recognizable.

5. CONCLUSION

We also conduct experiments to see how much the video
encoder/decode slows down due to encryption. From Table 2, we
can see that the computation overhead incurred by encryption is
very low and can be ignored.

Streaming video over networks has received tremendous attention
from academia and industry due to the explosive growth of the
Internet and people's enormous demand for multimedia content.
The success of commercial media streaming systems critically
depends on 1) scalability in media distribution and 2) security of
the media and the systems. However, existing media streaming
systems such as content distribution networks and P2P networks
lack either security or scalability. In this paper, we propose a
novel secure and scalable media streaming architecture, called
TrustStream. Our architecture combines the best features of
content distribution networks and peer-to-peer networks to
achieve unprecedented security, scalability, and certain quality of
service simultaneously. Our experimental results demonstrate the
advantages of the TrustStream.
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Fig.3 Performance of non-scalable video coding and PFGS on
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