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Abstract

This paperdiscussesomeof the issuesthat appearon
thecreationanduseof secue digital timestampsFromthe
timestampcreationside it firstintroducesa review on the
existing systemsgiving a recommendatioffor the onewe
believe is mote suitablefor the geneal use Afterwads, it
dealswith an extensionof the basicschemein order to be
usedin the enterpriseervironments. Finally, it discusses
the generl scalability problem, analyzing an existing
systemand proposinga mote adequatesolution. Fromthe
timestampseside it discussesneof the possiblemisuses
andit proposesa solutionto secueiit.
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1 Intr oduction

The date of digital documentscreationand the times
expressedin them are becomingincreasinglyimportant
as digital documentsare being introducedinto the legal
domain.

We define digital timestampas a digital certificate
intended to assurethe existence of a generic digital
documengtacertaintime.

In order to produce fully trusted timestamps,
very specific designs have been introduced. We
give an overvien of the most relevant methods
and we introduce the one we used for the
implementation of the Belgian project TIMESEC
(http://ww. di ce. ucl . ac. be/ crypt o/ TI MESEC. ht i ),
justifying our choicefor it.

From that startingpoint, we discusssomeof the issues
we detectedn usingtimestamps Afterwards,we analyze

their usein an enterpriseervironmentand we give some
hints on how to further scale the basic systemdesign.
Finally, we discussthe implicationsof the systemdesign
andimplementatioron the trustworthinessandaccurag of
thetimestamp®btained.

2 The timestamping methods

Therearetwo familiesof timestampindechniquesthose
thatwork with atrustedthird partyandthosethatarebased
on the conceptof distributed trust. Techniqueshasedon
a trustedthird party rely on the unpatrtiality of the entity
thatis in chage of issuingthe timestamps. We can also
classify thosetechniquesinto two different types: those
wherethethird partyis completelytrustedandthosewhere
it is partiallytrusted.Thetechniqueébasednthedistributed
trust consistsof makingdocumentdatedand signedby a
large setof peoplein orderto corvincetheverifiersthatwe
could not have corruptedall of them. A detailedstudy of
timestampindechniqueganbefoundin [5]. Nowadaysall
the commercialimplementation®of timestampingservices
arebasedon thefirst approachlt is for this reasorthatwe
will concentraten thetrustedthird partyapproach.

The“easy” solution,which consistof concatenatinghe
documentvith the currenttime andsigntheresulthasbeen
discardedecausé hastwo maindravbacks:

1. The first one is that we must completely trust the
SecureTimestampAuthority (STA), which canissue
undetectabléack-datedimestamps.

2. The secondone is relatedto the limited lifetime of
cryptographicsignatureswhich can be shorterthan
the documenttime-to-life. Below thereis a detailed
discussioraboutthatfact(seesection(3.3)).

The timestampingmethod that we have chosenusesa
binary tree structureand hasbeendescribedn [3]. This



methodworks by rounds. For eachround a binary treeis
constructedwith the requestdilled during the round. In
Figure 1 we canseea graphicalrepresentatioof a round
constructedisingthis method.

Figure 1. The binary tree structure

Eachof the requestxonsistsof a hashvalueof a given
document. The leafs of the tree are eachof thosehash
values. The leaf valuesarethen concatenatethy two and
hashedagainto obtainthe parentvalue(Hss = H(ys | y4))-
Thisprocesss repeatedor eachlevel until asinglevalueis
obtained.

Thetop valueof theroundtree(H;s) is thenconcatenated
with thevalueobtainedor theprecedingound(RH;_1)
andfinally hashedagainto obtainthe actualroundvalue
(RH;).

The timestamp of the document contains all the
values necessanyto retuilt the correspondingbranch of
the tree. For example, the timestampfor y, contains
{(ys, L), (Hi2, L), (Hss, R), (RH;—1, L)}. The verification
processconsistsof rekuiding the trees branch and the
linking chainof roundvaluesuntil atrusted(for theverifier)
round value is recomputed. This verification methodis
explainin detailin [3], [5] and[4].

Periodically oneof the roundvaluesis publishedon an
unalterableandwidely withessednedia(Ex: newvspaper.).
These special round values, which we call “big round
values” are the baseof the trust for all the timestamps
issued. All verifiers musttrust thesebig round valuesas
well asthetime associateavith them. This is areasonable
requirementbecausethose values are widely witnessed.
The absolutetime trustedby all the potential verifiers is
the time indicated by the unmodifiablemedia. For the
following discussionsve supposéhatthistime is thesame
than the time indicated by the STA for the big round.
Another requirementis to force the clients to checkthe
timestampsas soon as they get them. In that way the
processs continuouslyauditedandthe STA will not have
ary maigin to manoeuvrén anuntrustedwvay.

A very useful method for extending the lifetime of
timestampsis describedin [1]. It basically consistsof
re-timestampinghe hashof the documentas well asthe
original timestampbeforethe hashfunctionis broken.

3 Scopeof a timestamp

3.1 What trusted information doesa timestamp
provide?

As we explained above, the timestampof a document
is in fact the timestampof the hashof the document. It
is securebecausehereis a strongoneto onerelationship
betweena documentand its hash, and in that way the
timestamping authority will not be able to gain ary
knowledgeof thedatait timestampsBut thisadwantagehas
alsoa drawback,i.e. the STA will guaranteenothingelse
but the time of thereceptionof the hash.Theinterpretation
andexploitationof thetimestamps delegatedto theverifier,
who mustbe aware of whatthe timestampon a hashvalue
really means. If the timestampediocumentis the result
of a computation,then the timestampdoesnot guarantee
arything aboutthe original datausedfor this computation,
as we will showv for signaturein section(3.2). Before
giving the timestampa significanceotherthanthe time of
submissiorof a documenthash,the verifier muststudyits
“context ervironment” carefully.

If we wantto guaranteethe identity of the submitter
the STA must first authenticateit, otherwiseit has no
significanceto includeit in the timestamp. Checkingthe
identity is notanormalfeatureof a STA, but couldbedone
by a notarisatiorauthority.

With atimestampwe canprove thata documenixisted
beforea certaintime, but if someonestealsthis document
andthentimestampst, he will alsobe ableto prove the
samething. In somecases(patents...) it is necessary
to prove the ownershipaswell. Oneway to resole this
problemcould be to timestampa signatureof a document.
This will prove thatthe signingidentity wasin possession
of the consideredlocumentat theindicatedtime. However
this solutionmustbe usedwith extremecareas shown in
section(3.2).

As timestampsonly contain hashes,in isolation they
cannotprove arnything aboutthe original document(like
format,contentsyeferences$o otherdocuments..).

3.2 Timestampof a signature

We can believe that the timestampof a document
signaturecan also be consideredas a timestampof the
documentWe will shov thatin somecasesit is not.

What follows is illustratedin Figure2. If we have the
timestampof the hashof a signature Timestamp(H (S)),
thenthevalueS isfixedin thetime. Thequestiomow isthe
following: Is Timestamp(H (S)) alsoa valid timestamp
for thedocumentDoc?

As we said, S is fixed, but in factS aloneis just a data
streamthat has no intrinsic significance. In otherterms,
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Figure 2. Timestamp of a signature

we can searchto bind a significanceto it other than the
original one. Thetrick hereis to saythatS is in factthe
signatureof anotherdocumentDoc'. If we canprove that,
we will have thena valid timestampT'imestamp(H (S))
for anotherdocument.

To resumehe problem:if we considerthe timestampof
a signatureas a valid timestampfor the signeddocument
then chancesare high that we will be able to backdate
documents.

3.2.1 A scenarioof the attack

We make thefollowing hypothesis:

o thetimestampedignaturedoesnot containthe public
key necessaryor theverification

o the certificateon the forged signing public key does
not containa“not valid before”field

e we acceptthe timestampof a signatureas a valid
timestamgor the signeddocument.

Doc Doc’
H(Doc) H(Doc))

Key K S=S(H(Doc)) Key K, [ s=S(H(Doc"))
H(S) H(S)

Timestamp(H(S)) Timestamp(H(S))

Figure 3. The attack

Above is the skeletonof the attack,which is illustrated
in Figure 3. We disposeof a streamS that has been
timestampedat time ¢, and we want to prove that a
documentDoc’ thatwe have createchttimet + § wasmade
attimet. ForthispurposewehashDoc’ andthenwesearch
for akey K’ suchthatthe signaturemadewith this key on

Doc' will beequalto S. We will thenhave obtaineda valid
timestamplimestamp(H (S)) for Doc'.

Now the problemis reducedo the problemof finding a
key suchthatthe signatureof adocumenthatwe choosds
equalto afixeddatastream.

3.2.2 Attack againstRSA signature

Let d bethe privatekey and(e,n) be the public exponent
and public modulus. m is the messagehat we want to
backdate. m could eventually be the messagealready
paddedandeventuallywith redundang (ISO9796,PKCS)
. Now the problemis to find d andn sothat

mémodn = S.

If n is fixed, this is the discretelog problem,which is
hard. But, aswe canchoosen, we couldtake n = pgrs...
sothatthe discretelog problemwill thenbe easy Nobody
will beableto checkthatn is awell constructednodulus.
Oncewe have obtainedd, it is easyto calculatee because
we know thefactorizationof . Thefinal stepis to register
thekey (e, n) in theusualway.

3.3 PKIX, CRL, Certificate

IETF's PKIX working group uses signature
timestamping in order to provide “non-repudiation”
of digital signatures. The solution they propose for
the timestampingproblem can be found in the working
documenentitled“Time Stampprotocols”(SeptembeR3,
1998). It consistsof having a fully trustedSTA, which
concatenateghe dateto the hash( which is the hashof
the signaturein our case)submittedand then signs the
result. All the possibleverifiers mustcompletelytrustthe
STA becausehereis no way to checkthe integrity of the
STA. Anotherdrawbackof this systemconcernghelimited
lifetime of electronic signatures. Signaturealgorithms
rely on keys, which have a lifetime a lot smaller than
crypto-algorithms.Onekey can be compromisedwvithout
compromisingother keys or the signaturealgorithm by
itself, thisis oneof thereasongo usecertificaterevocation
lists. As the signaturealgorithms without recovery use
hash functions, we can assertthat the time-to-life of a
hashis, at least,aslong asthe time-to-life of a signature
(actually is much longer). This illustratesthe fact that
using a timestampingprotocol that doesnot rely on ary
secretinformation, like the one describedn section(3.4),
is strongerthanthetrivial “add dateandsign” protocol.

3.4 Solutionsfor timestamping signatures

As explainedin [2], a goodsolutionis to timestampthe
combinationof the documentand its signature. Another



solutioncould be to timestampthe signaturetogetherwith
the signingkey. Theseare solutionsfor counterfeitingthe
attackdescribedn section(3.2.2),but they do notsolvethe
problemof certifying thetime andownershiptogether For
this last purposethe bestsolutionis to have a notarisation
entity that will certify (and first verify) that Mr. X or
Compayy Y did own the documentcorrespondingo the
hashH attimet. In aPKIX framework, thecertificateof the
signingkey mustbe timestampeds soonas possibleafter
thesignatureonadocumentasbeenissued. As mentioned
in [6], for long termvalid signaturesall certificatesgross-
certificatesCRLsor OCSPresponsemustbetimestamped
in order to protect againstthe later compromisingof a
certificationkey”. Thisimpliesa considerableverheacdas
this processnustberepeatedor eachsignature.

4 Possibleuseof timestamping in a company

The utility of digital timestampingn a compaly canbe
illustratedby multiple examples:

¢ Imagine that someoneis able to changethe date
of a compaly backupwithout leaving ary trace of
this modification. In that casethe backupwill be
completelyuselesandalsodangerousUnfortunately
changingthe dateput by the operatingsystemor by
a software is just a matterof gaining accessto the
document.If we securelytimestampthis backup,we
will at leastbe ableto detectthe modificationof the
backupdate ,minimizing possibleharms.

e Time forgery in databaseentries can also be used
asan attack. This is speciallytrue when distributed
databaseareusedandnot all of the databasengines
can be fully trusted; becauseas an example, their
physical erwvironmentscannotbe securedup to the
sameevel.

We propose now an example of a timestamping
infrastructurefor acompaty.

For the following discussionswe use “external” and
“internal” wordsin respecto thecompary.

4.1 Example of a proposal

We separat¢éhe compary documentsnto two groups:

e the documentsthat must be communicatedto the
outside of the compaly (internal and external
signification),

e andthe documentghat will only be usedfor inside
purposeginternalsignification).

Thesetwo types of documentsdo not require the same
level of trustfor their timestamps.We proposea scalable
solution that treatsthesetwo kinds slightly differently .
The problemis that the employeesare not always able to
determinehekind of the documenthey wish to timestamp
atthesubmissiorime. Soourproposahlsopermitsto usea
timestampssuedor thesecondourposen thefirst purpose
scopewith the drawbackof loosingsomeprecision.

We proposeo have alocal STA usingthetimestamping
technique described in section (2). The big round
publishing consistsof making the big round value to be
timestampedy anexternal STA. This external STA issues
timestampdrustedby the possibleexternalverifiers. When
anemployeewantsto timestampadocumentor anexternal
use,he will notify the internal STA, which will make the
correspondinground value timestampedby the external
STA. To summarizetwo kindsof roundvalueswill bemade
externallytimestampedthe big roundvaluesandtheround
valuescontaininga documentfor which the submitterhas
asledfor externalsignificance.

We indicate now what a verifier can trust in such
timestampdy separatinghe differentkinds of verifier (see
Table 1). This allows us to justify our proposeddesign.
“Absolutetime” meansa datelike March 4,1999,16:20’
GMT. “Relative time” meansthat we determinethat a
documenthas beentimestampedafter or before another
one. As indicatedin section(2), a working timestamping
systemrequiresthatall verifierstrustthe publishingentity.
In our case every actormusttrustthe valuespublishedon
an unmodifiablemediaby the external STA or we arenot
ableto prove anything.

| Level | Trust-ableprecision

absolutgime vs. exterior external STA big round

external STA round

relative time vs. exterior
rel. andabs.time vs. exterior (STA+)

external STA timestamp

absolutdime vs. interior compayy STA big round

compary STA round

relative time vs. interior
rel. andabs.time vs. interior (c.STA+)

compaly STA timestamp

STA+ meanghattheexternal STA is trusted
¢.STA+ meanghatthecompary STA is trusted

Table 1. Trust level

A justificationfor Table1 is the following: an external
verifierdoesnottrustthelocal STA. If he doesnottrustthe
externalSTA, but justthe publishedroundvalues(whichis
the normal case),he will only trust the absolutetime put
by the external STA for big roundsbecausehe time for
the intermediateroundsis put by the external STA itself.
For relative comparisonof two timestampsthe precision
is theround, becauséeis ableto checkthe unmodifiable
chainbetweerntwo roundvalues.However heis not ableto



compardwo timestampsssuedduringthesameroundif he
doesnottrustthe STA for notre-orderingherequestinside
agivenround. The sameexplanatiorfits for alocal verifier.
The soledifferenceis thatthe local verifier truststhe time
put by the local STA for the publishedround values. In
other words, he completely trusts the external STA for
timestampingorrectlythe roundvaluesgiven by thelocal
STA. This requirements someavhat smallerthan trusting
theexternal STA for all thetimestampghatit issues.

We explain now how to externally usea timestampthat
was originally issuedfor internaluse. If we provide the
external verifier with the elementsof the chainthat links
an internal requestwith the next publishedround value
(speakingin termsof the internal STA), thenthe verifier
will have the sametrustin the internaltimestampthanin
a timestamporiginally issuedduring the publishedround.
Unfortunatelyaswe cansee the precisionis lowered.This
illustratesour choice of making a round value externally
timestampedvhenthe submitterknows in advancethat it
will beusedfor externalverification.

5 Using multiple STA’s (scalability)

The problem of scalability is a major issue for
timestampingtechniques. The solution of using multiple
STA's doesnot provide the accurag andtrustworthinessof
justoneSTA, but it is still feasiblewithout beingforcedto
fully trustall the STA's.

Oneway to be ableto scalea timestampingsystemis
to have different levels of STA. STA's on higher levels
concentratehe roundvaluesof the STA's on lower levels.
Unfortunately we will seethat this cannotbe scaledto
the infinity and that trade-of must be found. Another
complementaryway is to define comparisonrules for
the values published on different unmodifiable media.
Everybodymustalsotrustthoseunmodifiablemedia. The
more STA levels, the less unmodifiablemediaswe need.
However the more STA levels we have, the less precise
the timestampsare, as we have illustratedin an example
in section(4). On the other hand, if there are a lot of
unalterablenediasthetrustneededn the systembecomes
enormousbecauseall the possibleverifiers must trust all
the unmodifiablemedias. The comparisonrules are also
moredifficult to state. A trade-of mustbe found between
the numberof STA levelsandthe numberof unmodifiable
medias.

We could also define several types of timestamping
infrastructureshatuseseverallevelsof STA's.

1. The first type usesthe lower levels of STA's just as
“concentrators”. Only the top level STA will issue
the timestamp. This is the methoduseby the Surety
software (htt p://wwmv. surety. com. We can
alsoimaginetwo variantsof this system.

(a) TheSTA atleveli+1 truststhe STA atlevel i for
puttingtherighttimeonits roundsubtree A STA
collectsall the round subtreescorrespondingo
thetime ¢t andcomputesa new roundsubtreehat
it datesagainwith ¢. Thenit submitsit to the
STA just onelevel higherthanit is. If it isin
the highestpossiblelevel, the STA will publish
the round value that it obtains. Finally, it will
issueall the timestampsfor all the documents
submittedto all the STA's. To achieve that, the
lower STA'sdonotonly submittheroundsubtree
valueto the higherSTA, but they give the entire
roundsubtree.

(b) A variantof this methodis thatthe higherSTA's
doesnotwait for the valuesof the corresponding
round subtreesrom the lower STA's as above.
They considertheir own round,which they date
with the actualtime. As we cansee thisimplies
a delay proportionalto the number of levels.
The major drawback of this solutionis that the
precisionof the absolutetime givenis low. The
adwantageis that fewer trust betweenthe STA's
is needed. Still, the lower STA's musttrust the
higherSTA for correctlyissuingthetimestamps.

The difference betweenthesetwo variantsand the
techniqueof using only one STA is very small (it
loweredonly lightly the work of the top level STA)
and the scalability is then reduced. The two main
drawbacksof thistechniqugunverifiability anddelay)
malkesusthink thatit is notagoodsolution.

2. Theotherpossiblemethodis theonethatwe described
above (seesection(4)). Thismethodcanalsobescaled
to more than two levels. The trust in the different
STA'sis loweredand,aswe explained,differentlevel
of trustableprecisioncan be achiesed. The sensible
point is to find a trade-of betweenthe number of
unmodifiable media publishersand the number of
levelsof STA's.

6 Issuesto think about when designing a
concrete system

The remarks that we make in this section come
from our experienceon designing and implementinga
complete timestamping system (see [4]).Our principal
designrequirementvasto minimize the trust requiredon
thethird partyissuingthetimestampsWe usethetechnique
presentedn (seesection(2)) with the small differencethat
we build two treesin parallel for eachround using two
differenthashfunctions. This allows to remainsecurein



caseof an unexpectedbreakof one of the hashfunctions
used.

The client submitstwo hashe®f the documenhewants
to timestampusingthe samehashfunctionsastheoneused
by the STA. The STA hasno knowledge of the kind of
documenthatis beingtimestampedIt alsocannot check
thatthe two hasheseceied have beencomputedrom the
samedocumentor with the supposedhashfunctions. If
this is not the case,the timestampeddocumentwill not
be validatedby the validation processut this cannot be
detectedn advance.

As we explainedin section(3.3), signatureshouldnot
beusefor thetimestampingprocessin our designwe only
useit for STA authenticatiorpurposesvhensendingback
thetimestampo theclient.

A goodtimestampingechniqueshouldbe auditable.In
our designall thecomputation®f the STA canbechecled
at ary time. All the valuestimestampedas well asthe
round values, are logged. With theseinformationsary
outsideentity canrecomputeandcheckall theroundvalues
issuedby the STA.

As you may have seenin section(2), the binary treeis
definedfor a numberof leafs(request}hatis a power of 2.
In general,thigwill not be the case. We could createfake

requestgo finish the tree,but it will adda lot of requests.

Imaginethat we have 2™ 4+ 1 requestswe needthen to
add2™ — 1 fake requests.A smartersolutionis to adda
randomvalueonly whenneeded We addat mostn values
(onefor eachlevel of thetree). We call this node“special
node”. Another solution could be to usethe 0 value or
a fixed value instead. It is as secureas the solution we
useif the hashfunctionsare “perfect”. As hashfunctions
are only “presumablyperfect”, we thoughthat we could
malke our designmore securewith really few additional
computations.

In ourimplementatiorthe STA queuegherequestsand
computesthe tree at the end of the round. At first sight,
it could seema betterandmoresecuresolutionto build the
treeassoonastherequestarriveandattheendof theround
finish the computationof the treeby gettingthe lastround
value. In fact, this solutionis harderto implement,andhas
no effect on the securitybecauseo onecancheckthatthe
STA doesnotperformary reorderingof therequestbefore
it publishegheroundvalue.

Our designusesa round queuefor eachround. There
is a differentthreadassignedo eachround queue,which
is mainly waiting for the end of the round. Once the
round is closed,the threadwakes up and constructsthe
round tree finally obtainingthe round value. The time
indicatedin the timestampis only determinatedvhenthe
requestis put in the round queue. The round queuedoes
not acceptary requestafter the end of the round, in that
way, the computationof the tree can begin immediately

Another solution could be to determinethe time as soon
as the requestis receved. However we detectedduring
the implementationdesignthat it will then be difficult to
know which arethe requestdelongingto a roundwaiting
to beprocessedncethetime for theroundhasexpired. On
the otherhand,if thereis an abnormaldelay betweenthe
receptiorof arequesandthequeuing thenthecomputation
of the tree andthenthe issuingof the timestampswill be
delayed.

The valuestimestampedaswell astheroundvaluesare
loggedon a file. This featurepermitsto definean audit
process.

Whencheckingthe validity of a timestampthe verifier
asksthe STA for the necessaryalues.Thesevaluesareall
theroundvaluesbetweerthelastandnext big rounds.With
this material,the verifier will be ableto checkthe validity
of thetimestampwithout having to trustthe STA atall.

7 Conclusion

As we explained,the problemof securelytimestamping
documentss not aseasyasit seems.The lifetime of the
crypto-algorithmsusedto define a timestampingsystem
must be carefully studied. A value associatedwith a
time must be published someavhere in an unmodifiable
mediain orderto be trustedby all the possibleverifiers.
The place and frequeng of this publishedround value
influencedirectly thetrustandgranularityprovidedby the
timestampsThe dependengon this publishedvalueis the
major brake for the scalabilityof the timestampingystem,
which mustbefurtherinvestigated.
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