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Abstract

This paperdiscussessomeof the issuesthat appearon
thecreationanduseof securedigital timestamps.Fromthe
timestampcreationside, it first introducesa review on the
existing systems,giving a recommendationfor the onewe
believe is more suitablefor thegeneral use. Afterwards, it
dealswith an extensionof the basicschemein order to be
usedin the enterpriseenvironments.Finally, it discusses
the general scalability problem, analyzing an existing
systemandproposinga more adequatesolution. From the
timestampuseside, it discussesoneof thepossiblemisuses
andit proposesa solutionto secure it.
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1 Intr oduction

The date of digital documentscreationand the times
expressedin them are becoming increasingly important
as digital documentsare being introducedinto the legal
domain.

We define digital timestamp as a digital certificate
intended to assure the existence of a generic digital
documentata certaintime.

In order to produce fully trusted timestamps,
very specific designs have been introduced. We
give an overview of the most relevant methods
and we introduce the one we used for the
implementation of the Belgian project TIMESEC
(http://www.dice.ucl.ac.be/crypto/TIMESEC.html),
justifying ourchoicefor it.

From that startingpoint, we discusssomeof the issues
we detectedon usingtimestamps.Afterwards,we analyze

their usein an enterpriseenvironmentand we give some
hints on how to further scale the basic systemdesign.
Finally, we discussthe implicationsof the systemdesign
andimplementationon thetrustworthinessandaccuracy of
thetimestampsobtained.

2 The timestampingmethods

Therearetwo familiesof timestampingtechniques,those
thatwork with a trustedthird partyandthosethatarebased
on the conceptof distributed trust. Techniquesbasedon
a trustedthird party rely on the unpartiality of the entity
that is in charge of issuingthe timestamps.We can also
classify thosetechniquesinto two different types: those
wherethethird partyis completelytrustedandthosewhere
it is partially trusted.Thetechniquebasedonthedistributed
trust consistsof makingdocumentsdatedandsignedby a
largesetof peoplein orderto convincetheverifiersthatwe
could not have corruptedall of them. A detailedstudyof
timestampingtechniquescanbefoundin [5]. Nowadays,all
the commercialimplementationsof timestampingservices
arebasedon thefirst approach.It is for this reasonthatwe
will concentrateon thetrustedthird partyapproach.

The“easy”solution,whichconsistsof concatenatingthe
documentwith thecurrenttimeandsigntheresulthasbeen
discardedbecauseit hastwo maindrawbacks:

1. The first one is that we must completely trust the
SecureTimestampAuthority (STA), which can issue
undetectableback-datedtimestamps.

2. The secondone is relatedto the limited lifetime of
cryptographicsignatures,which can be shorterthan
the documenttime-to-life. Below thereis a detailed
discussionaboutthatfact(seesection(3.3)).

The timestampingmethod that we have chosenuses a
binary tree structureand hasbeendescribedin [3]. This
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methodworks by rounds. For eachrounda binary treeis
constructedwith the requestsfilled during the round. In
Figure1 we canseea graphicalrepresentationof a round
constructedusingthismethod.
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Figure 1. The binary tree structure
Eachof the requestsconsistsof a hashvalueof a given

document. The leafs of the tree are eachof thosehash
values. The leaf valuesarethenconcatenatedby two and
hashedagainto obtaintheparentvalue( ���������	��
���
�
���� ).
Thisprocessis repeatedfor eachlevel until asinglevalueis
obtained.
Thetop valueof theroundtree( ����� ) is thenconcatenated
with thevalueobtainedfor theprecedinground( ��������� )
andfinally hashedagainto obtaintheactualroundvalue
( ����� ).

The timestamp of the document contains all the
valuesnecessaryto rebuilt the correspondingbranch of
the tree. For example, the timestampfor � � contains�� � �"!�#%$&!  � �(' !)#%$&!  ��* � ! � $&!  �+� ����� !,#-$,. . The verification
processconsistsof rebuiding the tree’s branch and the
linking chainof roundvaluesuntil atrusted(for theverifier)
round value is recomputed. This verification method is
explain in detail in [3], [5] and[4].

Periodically, oneof the roundvaluesis publishedon an
unalterableandwidely witnessedmedia(Ex: newspaper...).
Thesespecial round values, which we call “big round
values” are the baseof the trust for all the timestamps
issued. All verifiersmust trust thesebig round valuesas
well asthetime associatedwith them.This is a reasonable
requirementbecausethose valuesare widely witnessed.
The absolutetime trustedby all the potentialverifiers is
the time indicatedby the unmodifiablemedia. For the
following discussionswesupposethatthis time is thesame
than the time indicated by the STA for the big round.
Another requirementis to force the clients to check the
timestampsas soon as they get them. In that way the
processis continuouslyauditedandthe STA will not have
any margin to manoeuvrein anuntrustedway.

A very useful method for extending the lifetime of
timestampsis describedin [1]. It basically consistsof
re-timestampingthe hashof the documentas well as the
original timestampbeforethehashfunctionis broken.

3 Scopeof a timestamp

3.1 What trusted information doesa timestamp
provide?

As we explainedabove, the timestampof a document
is in fact the timestampof the hashof the document. It
is securebecausethereis a strongoneto onerelationship
betweena documentand its hash, and in that way the
timestamping authority will not be able to gain any
knowledgeof thedatait timestamps.But thisadvantagehas
alsoa drawback,i.e. the STA will guaranteenothingelse
but thetimeof thereceptionof thehash.Theinterpretation
andexploitationof thetimestampisdelegatedto theverifier,
who mustbeawareof what the timestampon a hashvalue
really means. If the timestampeddocumentis the result
of a computation,then the timestampdoesnot guarantee
anything abouttheoriginal datausedfor this computation,
as we will show for signaturein section (3.2). Before
giving the timestampa significanceotherthanthe time of
submissionof a documenthash,theverifier muststudyits
“context environment”carefully.

If we want to guaranteethe identity of the submitter,
the STA must first authenticateit, otherwise it has no
significanceto include it in the timestamp. Checkingthe
identity is not anormalfeatureof a STA, but couldbedone
by anotarisationauthority.

With a timestampwe canprove thata documentexisted
beforea certaintime, but if someonestealsthis document
and then timestampsit, he will also be able to prove the
samething. In somecases(patents...) it is necessary
to prove the ownershipas well. One way to resolve this
problemcouldbe to timestampa signatureof a document.
This will prove that the signingidentity wasin possession
of theconsidereddocumentat theindicatedtime. However
this solutionmustbe usedwith extremecareasshown in
section(3.2).

As timestampsonly contain hashes,in isolation they
cannotprove anything about the original document(like
format,contents,referencesto otherdocuments...).

3.2 Timestampof a signature

We can believe that the timestamp of a document
signaturecan also be consideredas a timestampof the
document.We will show thatin somecases,it is not.

What follows is illustratedin Figure2. If we have the
timestampof thehashof a signature:/10325476"8)9:2<;%=�>?=A@CB,B ,
thenthevalue @ is fixedin thetime. Thequestionnow is the
following: Is /10325476"8)9:2<;%=�>?=A@CB,B also a valid timestamp
for thedocumentDFE7G ?

As we said, @ is fixed,but in fact @ aloneis just a data
streamthat hasno intrinsic significance. In other terms,

2



S=S(H(Doc))

H(S)

Timestamp(H(S))

Doc

H(Doc)

Key K

Figure 2. Timestamp of a signature

we can searchto bind a significanceto it other than the
original one. The trick hereis to say that H is in fact the
signatureof anotherdocumentIKJ7L�M . If we canprove that,
we will have thena valid timestampN1O3P5Q7R"S)T:P<U%V�W?VAHCX,X
for anotherdocument.

To resumetheproblem:if we considerthetimestampof
a signatureasa valid timestampfor the signeddocument
then chancesare high that we will be able to backdate
documents.

3.2.1 A scenarioof the attack

We make thefollowing hypothesis:

Y thetimestampedsignaturedoesnot containthepublic
key necessaryfor theverification

Y the certificateon the forgedsigning public key does
not containa “not valid before”field

Y we acceptthe timestampof a signatureas a valid
timestampfor thesigneddocument.

S=S(H(Doc))

H(S)

Timestamp(H(S))

Doc

H(Doc)

Key K

H(Doc’)

S=S(H(Doc’))
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Timestamp(H(S))
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Figure 3. The attack

Above is the skeletonof the attack,which is illustrated
in Figure 3. We disposeof a stream H that has been
timestampedat time S , and we want to prove that a
documentIKJ7L�M thatwehavecreatedat time S[Z5\ wasmade
attime S . For thispurpose,wehashIKJ7L�M andthenwesearch
for a key ]^M suchthat thesignaturemadewith this key on

IKJ7L�M will beequalto H . We will thenhaveobtainedavalid
timestampN1O3P_Q7R`S)T:PaU-V(W?V(HCX&X for IFJ7L�M .

Now theproblemis reducedto theproblemof finding a
key suchthatthesignatureof adocumentthatwe chooseis
equalto afixeddatastream.

3.2.2 Attack againstRSA signature

Let b be the privatekey and V(Q:c,deX be the public exponent
and public modulus. P is the messagethat we want to
backdate. P could eventually be the messagealready
paddedandeventuallywith redundancy (ISO9796,PKCS)
. Now theproblemis to find b and d sothat

P_f mod dhgiHkj
If d is fixed, this is the discretelog problem,which is

hard. But, aswe canchoosed , we could take dlgiU�m�noR[j�jpj
sothat thediscretelog problemwill thenbeeasy. Nobody
will beableto checkthat d is a well constructedmodulus.
Oncewe have obtainedb , it is easyto calculateQ because
we know thefactorizationof d . Thefinal stepis to register
thekey V�Q:c&deX in theusualway.

3.3 PKIX, CRL, Certificate

IETF’s PKIX working group uses signature
timestamping in order to provide “non-repudiation”
of digital signatures. The solution they propose for
the timestampingproblem can be found in the working
documententitled“Time Stampprotocols”(September23,
1998). It consistsof having a fully trustedSTA, which
concatenatesthe date to the hash( which is the hashof
the signaturein our case)submittedand then signs the
result. All the possibleverifiersmustcompletelytrust the
STA becausethereis no way to checkthe integrity of the
STA. Anotherdrawbackof thissystemconcernsthelimited
lifetime of electronic signatures. Signaturealgorithms
rely on keys, which have a lifetime a lot smaller than
crypto-algorithms.Onekey canbe compromisedwithout
compromisingother keys or the signaturealgorithm by
itself, this is oneof thereasonsto usecertificaterevocation
lists. As the signaturealgorithmswithout recovery use
hash functions, we can assertthat the time-to-life of a
hashis, at least,as long as the time-to-life of a signature
(actually, is much longer). This illustratesthe fact that
using a timestampingprotocol that doesnot rely on any
secretinformation,like the onedescribedin section(3.4),
is strongerthanthetrivial “adddateandsign” protocol.

3.4 Solutionsfor timestampingsignatures

As explainedin [2], a goodsolutionis to timestampthe
combinationof the documentand its signature. Another
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solutioncouldbe to timestampthe signaturetogetherwith
the signingkey. Thesearesolutionsfor counterfeitingthe
attackdescribedin section(3.2.2),but they donotsolve the
problemof certifying thetime andownershiptogether. For
this lastpurpose,thebestsolutionis to have a notarisation
entity that will certify (and first verify) that Mr. X or
Company Y did own the documentcorrespondingto the
hashW attime S . In aPKIX framework, thecertificateof the
signingkey mustbe timestampedassoonaspossibleafter
thesignatureonadocumenthasbeenissued.As mentioned
in [6], for long termvalid signatures“all certificates,cross-
certificates,CRLsor OCSPresponsesmustbetimestamped
in order to protect against the later compromisingof a
certificationkey”. This impliesa considerableoverheadas
thisprocessmustberepeatedfor eachsignature.

4 Possibleuseof timestamping in a company

Theutility of digital timestampingin a company canbe
illustratedby multiple examples:

Y Imagine that someoneis able to changethe date
of a company backupwithout leaving any trace of
this modification. In that casethe backupwill be
completelyuselessandalsodangerous.Unfortunately,
changingthe dateput by the operatingsystemor by
a software is just a matter of gaining accessto the
document.If we securelytimestampthis backup,we
will at leastbe able to detectthe modificationof the
backupdate,minimizing possibleharms.

Y Time forgery in databaseentries can also be used
as an attack. This is speciallytrue when distributed
databasesareusedandnot all of thedatabaseengines
can be fully trusted; because,as an example, their
physical environmentscannot be securedup to the
samelevel.

We propose now an example of a timestamping
infrastructurefor a company.

For the following discussionswe use “external” and
“internal” wordsin respectto thecompany.

4.1 Example of a proposal

We separatethecompany documentsinto two groups:

Y the documentsthat must be communicatedto the
outside of the company (internal and external
signification),

Y and the documentsthat will only be usedfor inside
purposes(internalsignification).

Thesetwo types of documentsdo not require the same
level of trust for their timestamps.We proposea scalable
solution that treats thesetwo kinds slightly differently .
The problemis that the employeesarenot alwaysable to
determinethekind of thedocumentthey wish to timestamp
atthesubmissiontime. Soourproposalalsopermitsto usea
timestampissuedfor thesecondpurposein thefirst purpose
scope,with thedrawbackof loosingsomeprecision.

We proposeto have a local STA usingthetimestamping
technique described in section (2). The big round
publishingconsistsof making the big round value to be
timestampedby anexternalSTA. This externalSTA issues
timestampstrustedby thepossibleexternalverifiers.When
anemployeewantsto timestampadocumentfor anexternal
use,he will notify the internalSTA, which will make the
correspondinground value timestampedby the external
STA. To summarize,two kindsof roundvalueswill bemade
externallytimestamped:thebig roundvaluesandtheround
valuescontaininga documentfor which the submitterhas
askedfor externalsignificance.

We indicate now what a verifier can trust in such
timestampsby separatingthedifferentkindsof verifier (see
Table 1). This allows us to justify our proposeddesign.
“Absolutetime” meansa date like March 4,1999,16:20’
GMT. “Relative time” meansthat we determinethat a
documenthas beentimestampedafter or before another
one. As indicatedin section(2), a working timestamping
systemrequiresthatall verifierstrust thepublishingentity.
In our case,every actormusttrust the valuespublishedon
an unmodifiablemediaby the externalSTA or we arenot
ableto proveanything.

Level Trust-ableprecision

absolutetime vs. exterior externalSTA big round

relative time vs. exterior externalSTA round

rel. andabs.time vs. exterior (STA+) externalSTA timestamp

absolutetime vs. interior company STA big round

relative time vs. interior company STA round

rel. andabs.time vs. interior (c.STA+) company STA timestamp

STA+ meansthattheexternalSTA is trusted
c.STA+ meansthatthecompany STA is trusted

Table 1. Trust level

A justificationfor Table1 is the following: an external
verifierdoesnot trustthelocalSTA. If hedoesnot trustthe
externalSTA, but just thepublishedroundvalues(which is
the normalcase),he will only trust the absolutetime put
by the external STA for big roundsbecausethe time for
the intermediateroundsis put by the external STA itself.
For relative comparisonof two timestamps,the precision
is the round,becausehe is ableto checkthe unmodifiable
chainbetweentwo roundvalues.Howeverheis not ableto
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comparetwo timestampsissuedduringthesameroundif he
doesnottrusttheSTA for notre-orderingtherequestsinside
agivenround.Thesameexplanationfits for a localverifier.
The soledifferenceis that the local verifier truststhe time
put by the local STA for the publishedround values. In
other words, he completely trusts the external STA for
timestampingcorrectlytheroundvaluesgivenby the local
STA. This requirementis somewhat smallerthan trusting
theexternalSTA for all thetimestampsthatit issues.

We explain now how to externallyusea timestampthat
wasoriginally issuedfor internaluse. If we provide the
external verifier with the elementsof the chain that links
an internal requestwith the next publishedround value
(speakingin termsof the internal STA), then the verifier
will have the sametrust in the internal timestampthan in
a timestamporiginally issuedduring the publishedround.
Unfortunately, aswecansee,theprecisionis lowered.This
illustratesour choiceof making a round value externally
timestampedwhenthe submitterknows in advancethat it
will beusedfor externalverification.

5 Using multiple STA’s (scalability)

The problem of scalability is a major issue for
timestampingtechniques.The solution of using multiple
STA’sdoesnot provide theaccuracy andtrustworthinessof
just oneSTA, but it is still feasiblewithout beingforcedto
fully trustall theSTA’s.

One way to be able to scalea timestampingsystemis
to have different levels of STA. STA’s on higher levels
concentratethe roundvaluesof the STA’s on lower levels.
Unfortunately, we will seethat this cannotbe scaledto
the infinity and that trade-off must be found. Another
complementaryway is to define comparisonrules for
the values published on different unmodifiable media.
Everybodymustalsotrust thoseunmodifiablemedia. The
more STA levels, the lessunmodifiablemediaswe need.
However the more STA levels we have, the less precise
the timestampsare, as we have illustratedin an example
in section(4). On the other hand, if there are a lot of
unalterablemedias,thetrustneededin thesystembecomes
enormousbecauseall the possibleverifiers must trust all
the unmodifiablemedias. The comparisonrules are also
moredifficult to state.A trade-off mustbe foundbetween
thenumberof STA levelsandthenumberof unmodifiable
medias.

We could also define several types of timestamping
infrastructuresthatuseseverallevelsof STA’s.

1. The first type usesthe lower levels of STA’s just as
“concentrators”. Only the top level STA will issue
the timestamp.This is the methoduseby the Surety
software(http://www.surety.com). We can
alsoimaginetwo variantsof this system.

(a) TheSTA at level O7Zhq truststheSTA at level O for
puttingtheright timeonits roundsubtree.A STA
collectsall the roundsubtreescorrespondingto
thetime S andcomputesanew roundsubtreethat
it datesagainwith S . Then it submitsit to the
STA just one level higher than it is. If it is in
the highestpossiblelevel, the STA will publish
the round value that it obtains. Finally, it will
issueall the timestampsfor all the documents
submittedto all the STA’s. To achieve that, the
lowerSTA’sdonotonly submittheroundsubtree
valueto thehigherSTA, but they give theentire
roundsubtree.

(b) A variantof this methodis that thehigherSTA’s
doesnot wait for thevaluesof thecorresponding
round subtreesfrom the lower STA’s as above.
They considertheir own round,which they date
with theactualtime. As we cansee,this implies
a delay proportional to the number of levels.
The major drawbackof this solution is that the
precisionof the absolutetime given is low. The
advantageis that fewer trust betweenthe STA’s
is needed.Still, the lower STA’s must trust the
higherSTA for correctlyissuingthetimestamps.

The differencebetweenthesetwo variants and the
techniqueof using only one STA is very small (it
loweredonly lightly the work of the top level STA)
and the scalability is then reduced. The two main
drawbacksof this technique(unverifiability anddelay)
makesusthink thatit is not a goodsolution.

2. Theotherpossiblemethodis theonethatwedescribed
above(seesection(4)). Thismethodcanalsobescaled
to more than two levels. The trust in the different
STA’s is loweredand,aswe explained,differentlevel
of trustableprecisioncan be achieved. The sensible
point is to find a trade-off betweenthe numberof
unmodifiable media publishersand the number of
levelsof STA’s.

6 Issues to think about when designing a
concretesystem

The remarks that we make in this section come
from our experienceon designing and implementing a
complete timestamping system (see [4]).Our principal
designrequirementwas to minimize the trust requiredon
thethird partyissuingthetimestamps.Weusethetechnique
presentedin (seesection(2)) with thesmalldifferencethat
we build two treesin parallel for eachround using two
differenthashfunctions. This allows to remainsecurein
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caseof an unexpectedbreakof oneof the hashfunctions
used.

Theclientsubmitstwo hashesof thedocumenthewants
to timestampusingthesamehashfunctionsastheoneused
by the STA. The STA has no knowledgeof the kind of
documentthat is beingtimestamped.It alsocannot check
that the two hashesreceivedhave beencomputedfrom the
samedocumentor with the supposedhashfunctions. If
this is not the case,the timestampeddocumentwill not
be validatedby the validationprocess,but this cannot be
detectedin advance.

As we explainedin section(3.3), signaturesshouldnot
beusefor thetimestampingprocess.In our designwe only
useit for STA authenticationpurposeswhensendingback
thetimestampto theclient.

A goodtimestampingtechniqueshouldbeauditable.In
ourdesign,all thecomputationsof theSTA canbechecked
at any time. All the valuestimestamped,as well as the
round values, are logged. With theseinformations any
outsideentitycanrecomputeandcheckall theroundvalues
issuedby theSTA.

As you may have seenin section(2), the binary treeis
definedfor a numberof leafs(request)that is a powerof 2.
In general,thiswill not be the case. We could createfake
requeststo finish the tree,but it will adda lot of requests.
Imagine that we have rostZuq requests,we needthen to
add r s_v q fake requests.A smartersolution is to adda
randomvalueonly whenneeded.We addat most d values
(onefor eachlevel of the tree). We call this node“special
node”. Another solution could be to use the 0 value or
a fixed value instead. It is as secureas the solution we
useif the hashfunctionsare“perfect”. As hashfunctions
are only “presumablyperfect”, we though that we could
make our designmore securewith really few additional
computations.

In our implementationtheSTA queuestherequests,and
computesthe tree at the end of the round. At first sight,
it couldseema betterandmoresecuresolutionto build the
treeassoonastherequestsarriveandattheendof theround
finish thecomputationof the treeby gettingthe last round
value.In fact,this solutionis harderto implement,andhas
no effect on thesecuritybecauseno onecancheckthat the
STA doesnotperformany reorderingof therequestsbefore
it publishestheroundvalue.

Our designusesa round queuefor eachround. There
is a different threadassignedto eachroundqueue,which
is mainly waiting for the end of the round. Once the
round is closed, the threadwakes up and constructsthe
round tree finally obtaining the round value. The time
indicatedin the timestampis only determinatedwhen the
requestis put in the roundqueue. The roundqueuedoes
not acceptany requestafter the end of the round, in that
way, the computationof the tree can begin immediately.

Another solution could be to determinethe time as soon
as the requestis received. However we detectedduring
the implementationdesignthat it will then be difficult to
know which arethe requestsbelongingto a roundwaiting
to beprocessedoncethetimefor theroundhasexpired.On
the otherhand,if thereis an abnormaldelaybetweenthe
receptionof arequestandthequeuing,thenthecomputation
of the treeandthen the issuingof the timestampswill be
delayed.

Thevaluestimestampedaswell asthe roundvaluesare
loggedon a file. This featurepermits to definean audit
process.

Whencheckingthe validity of a timestamp,the verifier
askstheSTA for thenecessaryvalues.Thesevaluesareall
theroundvaluesbetweenthelastandnext big rounds.With
this material,the verifier will be ableto checkthe validity
of thetimestampwithouthaving to trusttheSTA at all.

7 Conclusion

As we explained,theproblemof securelytimestamping
documentsis not aseasyas it seems.The lifetime of the
crypto-algorithmsused to define a timestampingsystem
must be carefully studied. A value associatedwith a
time must be publishedsomewhere in an unmodifiable
media in order to be trustedby all the possibleverifiers.
The place and frequency of this publishedround value
influencesdirectly thetrustandgranularityprovidedby the
timestamps.Thedependency on this publishedvalueis the
majorbrake for thescalabilityof thetimestampingsystem,
which mustbefurtherinvestigated.
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