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1 Introduction

We now are starting to see the first applications of formal methods to the development of safety critical based
systems. However, discussion on what are appropriate methods and toolsis till intense and there is no standard
approach that presents a compl ete solution for the formal development of such systems. Some of the protagonists
clam (or at least are said to claim by their detractors) that formal methods offer a complete solution to the
problems of safety critical software development. Othersclaim (or at least are said to claim by the forma methods
protagonists!) that formal methods are of little or no use — or at least that their utility is severely limited by the
cost of applying the techniques. The aim of thispaper istotry to cast somelight on thisdebate and to discussfrom
a technico-philosophical viewpoint the benefits and limitations of formal methods in this context. It is, perhaps,
useful however to expose our prejudices now by summarising our view — formal methods are both over-sold and
under-used.

In order to providejustificationfor thisview it is necessary first tolay some terminological groundwork and to
consider current practices. The term formal method iswidely used, but with differing meanings. In this paper we
use the term to refer to methods with a sound basis in mathematics. We use the term structured method to refer to
methods which are well defined but which do not have a sound basis in mathematics for (completely) describing
functionality. Technically the most significant difference between the two classes of techniquesis that formal
methods permit functionality to be specified precisely whereas structured methods only alow system structure
to be specified precisdy. (Interestingly many formal techniques are weak at describing system structure and
boundaries.) In practice some formal techniques aso explicitly address other, non-functional, aspects of systems
eg their timing behaviour.

It is possible to distinguish five types, or classes, of formal methods which can be roughly characterised as
follows:

1. model based approaches — giving an explicit, abeit abstract, definition of system (program) state
and operations which transform the state, but giving no explicit representation of concurrency — eg Z
[[Hay86, Spig9]] and VDM [[Jon86]];

2. algebraic approaches — giving an implicit definition of operations by relating the behaviour of different
operationswithout defining state, again giving no explicit representation of concurrency — eg OBJ[[GT79]]
and PLUSS [[Dau89]];

3. process algebras— giving an explicit model of concurrent processes and representing behaviour by means
of constraints on all owable observable communi cation between the processes — eg CSP [[Hoa35] and CCS
[[Mil89]];

4. logic based approaches — a variety of approaches using logic to describe properties of systems, including
low level specification of program behaviour and specification of system timing behaviour — eg tempora
and interval logics [[Ga 87, Kro87]];

5. net based approaches — giving an implicitly concurrent model of the system in terms of (causal) dataflow
through a network, including representing conditions under which data can flow from one nodein the net to
another — eg Petri Nets [[Pet77]] and Predicate Transition Nets [[Vos80, GL81]].
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In practice the distinctions are not aways clear and there are hybrid methods which incorporate facets of more
than one approach. Most of the methods have set theory and predicate logic as their underlying basis so there
is some technical similarity between all the approaches. However there are significant differences between the
expressive power of the methods and this was the essence of our classification above. In commenting on formal
methods we will, where appropriate, identify the classes of methods to which the comments apply.

Formal methods can be used in two distinct ways. First, they can be used for production of specifications
which are then used as the basis of afairly conventional system devel opment. Second, formal specifications can
be produced as above, then used as a basis against which the correctness of the program is verified (proven). In
the first case the mathematics is used, essentidly, as a documentation medium. The benefits of the formalism
include preci sion, abstraction, conciseness and manipul ability. M anipul ationsmight i nclude consi stency checking,
automatic generation of prototypes or animation, and derivation of properties by means of proof. In the second
case similar benefitsaccrue but, in addition, it is possible to prove the correspondence of program and specification
— to show that the program does what it is specified to do — thus giving software devel opment the same degree
of certainty as amathematical proof.

Structured methods are used fairly widely in industry. Forma methods are used much less widely, but their
useisontheincrease. In practice most industrial scale applications of formal methods have involved model based
approaches where programs were devel oped ‘ conventionally’ from formal specifications. Formal verification of
programs is much less common and the main examples, outside academia, are in the security community in the
USA.

There are some examples of the use of formal methodsfor safety critical systems, most notably by RollsRoyce
and Associates [[Hil88]] and at the Darlington reactor in Canada [[PAK 90]]. Reports from such projectsindicate
that forma methods were effective and contributed to the success of the work. Thus there is some practica
evidence that forma methods are of utility in producing safety critical systems, although it is always difficult to
isolate the factors that lead to successful projects. Also the use of forma methods is advocated by a number of
standards, most notably DefStan 00-55 [[MoD91]] in the UK. This standard implies that the techniques are of
central importancein the devel opment of softwarefor safety critical systems.

The paper is based on the premise that forma methods are, in principle, valuableto industry for at least some
aspects of the development of safety critical systems and that their introduction represents a significant step in
the evolution of software development towards a true engineering discipline. However there are theoretical and
philosophical limitations to the methods and it is not entirely clear how relevant and useful the methods are for
solving the particular problems encountered in the development of safety critical systems. Thisisthe main point
which we hopeto illuminate in this paper. Aswell as discussing limitations of formal methods, in principle, the
paper sets out what the author sees as being practical problem with forma methods, vis a vis application in the
devel opment of safety critical systems, given their current state of development.

In section 2 we set out theissues which have to be addressed in devel oping softwarefor safety critical systems
focussing particularly on how we gain confidence in the safety of systems containing software. In subsequent
sections we discuss the (potentia) role of forma methodsin the software development life-cycle. This enables us
to return to our main concern: the utility and rel evance of formal methods, both in principleand in practice, in the
devel opment of safety critical computer-based systems.

2 The Development of Software for Safety Critical Systems

Even when used in a safety critical application software cannot, directly (of itself), cause loss of life but it may
control some equipment that can cause loss of life. Thus software can contribute to the safety (or otherwise) of a
system. In practice we often apply the term safety integrity to software to denote the extent to which the integrity
(freedom from impairment) of the software contributesto the overall safety of a system.

We might think that we simply require software in safety critical systems to be highly reliable, however this
misses akey point. First, software can fail frequently but still not lead to unsafe behaviour — if the failures do not
cause hazardous consequences' . Second, reliable software can be unsafe — if in the rare event of failure there
are catastrophic consequences. This suggeststhat we need to consider both failure modes and their consequences.
However, for the purpose of discussing the effectiveness of formal methods, we need to focus primarily onfailures.
Althoughwe cannot takereliability astheonly measure of safety, or safety integrity, we must accept that reliability
remains a valid measure and objective— so long as it isrelated to classes of failure which can lead to hazards.

1 Reportsindicate that there have been five ‘ anomalies’ in the software controlling the trip systemsin the French nuclear power plants, but
none of these have lead to safety related ‘incidents'.



2.1 Safety integrity goals and assurance

In this section we discuss the objectives of techniquesfor producing software with a high degree of safety integrity
— athough following L aprie we more often use the term dependabl e, or dependability [[Lap86]]. Also we present
some fundamental principles which we believe facilitate the assessment of the contribution to safety of various
(alternative) software development techniques. To simplify the discussion we will assume that the system to be
produced is to be assessed by some agency independent of the devel opers — thisis the case in many industries,
eg civil aerospace, and probably should aways be true where human lifeis at stake. We also assume that normal
software engineering disciplineis applied (see for example [[MB87]]) and focus on the additional issues which
affect dependable systems.

A characteristic of safety critical systemsisthat afailure can be catastrophic. Thusin devel oping software for
safety critical systems we have to achieve two distinct goal s:

1. todevelopthe softwareinsuch away that itisimpossibleor extremely unlikely that itsbehaviour (execution)
will lead to a catastrophic failure, and

2. to provide evidence that will convince both the devel opers and the assessment authority of the dependability
of the software (that the software will not, or at least it is very unlikely to, cause catastrophic behaviour in
itsoperationa environment).

Note that the above points cannot be established for software in isolation, but we will deal with software as
independently of its operational environment as possible. We used terms such as ‘extremely unlikely’ above
without quantification. Ideally we would like to attach a reliability figure or probability to these undesirable
events. However thisis not necessarily straightforward as we noted above, and we will return to this point later.

As a consequence of the above observations we can see that we would like to achieve and to demonstrate, for
the software in asystem that:

1. itsreguirement specification does not admit (allow) executions which would lead to catastrophic failurein
itsintended operational context;

2. itisfree from design flaws which could lead to catastrophic failure in itsintended operational context; ie
that it satisfies its specification or, at lesst, the safety relevant portion thereof (note that this might involve
taking into account new failure modes which are only apparent at the design, rather than the requirements
level);

3. it can protect itself against the failures of other components of the system (which are not trapped by other
means, eg hardware memory protection), and from external threatsor attackswhich could cause catastrophic
failure.

These are objectivesand it isis useful to discuss the degree to which the objectives are attainable.

Demonstrating to our compl ete sati sfaction that we have achieved thefirst objective, i e adequate specifications,
is generally accepted to be impossible (see for example [[Lev86]] for discussions of this point). In essence the
difficulty is that we do not have any way of knowing that we have identified all the possible threats to, or failure
modes of, the system so we can never be sure that our specification(s) is(are) complete. However it is possible
to apply techniques which reduce the likelihood that the specification is catastrophically flawed (see section 3.2
below).

Asindicated above design is afallible human activity, but it is rather |ess problematical than specification, so
we can (usualy) be rather more confident that we have got the design and implementation 'right’ with respect
to the specification than that we have got the specification ‘right’. Clearly the distinction arises because, once
we have written the specification, we have bounded the issues which we need to address in the later stages so
we are less likely to make mgjor omissions in the design and implementation. We have previoudy used the term
assurance for the degree of confidence that we have in the specifications and design [[McD89b]] and we amplify
on theissue of levels, or degrees, of assurance bel ow.

There are generdly applicable techniques which can assist with the third point, eg solutions to the so-called
Byzantine Genera's problems[[L SP82]] where each system component assumes that al other components can fail
in any manner, including maliciously. There are a so techniques, eg the work of Ezilchelvan et al [1986], which
are effective in the face of rather less pessimistic fault assumptions. However achievement of protection against
failuresislargely application dependent so we will primarily concern oursel ves with thefirst two points.

As indicated earlier we cannot have complete confidence that we have achieved safety integrity. Instead we
need to achieve assurance, or confidence.



Assurance is based on a number of issues including the level of trust we have in the individuals carrying out
the development, etc. However one of the main contributing factors to assurance is the evidence produced during
software development — and thisin turn derives from the verification and validation activitieswhich we carry out
throughout the software devel opment process (see a so section 3).

It iscommon to equate validationwith answering thequestion‘ arewebuildingtheright thing? and verification
with answering the question ‘are we building the thing right? . Clearly thisinterpretation of the terms identifies
validation as dealing with thefirst of our three demonstrabl e properties above, and verification as dealing with the
second point.

Whilst we have some reservations about these terms, we conti nueto use them as they are in widespread usage.
A key issuefor usishow much assurance do we get from particul ar verification and validation techniques.

2.2 Fundamental Principles of Assurance

Assurance could, in principle, be based on reliability figures if they could be linked to catastrophic (rather
than non-critical) failures. However it is generally accepted that it is not practical to assess reliability at the
high levels required for safety critical systems [[Lit89]]. Further we have previously argued [[McD89b]] that
deployment decisionsfor critical systems are actually made on subjective grounds (perhaps subjectiverdiabilities)
not caculations of reliability based on frequent data because of the uncertainties introduced by the inherent
limitations of synthetic reasoning. Thus we present the principles which we believe underlie the choice of
software engineering techniques in terms of assurance.

Assurance can be thought of as confidence — based, of course, on objective evidence. Our fundamental tenet
isthat assurance arises from comprehension and diversity (perhaps the terms understanding and independence are
more evocative). Simplistically we can say that the greater is our comprehension of some artifact, the greater is
our confidence about the dependability of the artifact. There is nothing remarkable about this statement it simply
reflects the fact that confidence increases with understanding. Similarly confidence increases with the number of
independent, or diverse, ways that we have arrived at compatible or equivalent understandings of the system.

More practically we recognise that in developing or evaluating a putatively safe system we may discover a
flaw, or flaws. Clearly discovery of aflaw reduces our confidence in the dependability of the system. Thuswe can
define assurance in the following way:

Assurance that we have correctly assessed the dependability of an artifact increases as our
comprehension of the artifact, and the number of ways we have obtained compatible understandings,
increases.

Thus we need to base our discussion of which methods and techniques to use in achieving dependability on the
criterion of which yields the greatest understanding of the system under development. For a smple artifact we
may be able to gain sufficient comprehension of the artifact itself that we can directly assess its conformance to
the specification (and the'validity’ of the requirements). For amore complex artifact we may find itimpossibleto
gain adequate comprehension directly, or simply more cost-effective to gain assurance in the process. In practice
it is helpful to address assurance from both the product and the process points of view, ie from the point of view
of what is produced and how it is produced.

Also software tools are extensively used in devel oping dependable systems. The use of the toolsis nugatory
unless we can trust them. Conseguently we require assurance in the toolsthemselves! Thus assurance in toolsis
one of the factorsinfluencing assurance of a‘target’ system, and, for very simple artifacts, greater assurance may
arise without the use of tool s as the benefits of using thetools may be outwei ghed by the need to comprehend them
(to gain assurance in their correct functioning). In practi ce this probably means that manual techniques are more
effective only for programs of afew tens, or hundreds, of lines of code.

The use of diversity in various forms of fault-tolerant systems, including design diversity, is becoming more
commonplace. The principle extends to the development process. For example the use of more than one
(independently devel oped) tool to carry out some analysisreduces the risk of common-mode failure, and increases
confidence. Similarly, in the author’s view, one of the psychological bases behind the value of formal techniques
is that specifications, programs and proofs are redundant structures, and the risk of complete ‘system’ failureis
reduced as failures (design or construction errors) in one form will probably be detected by comparison with the
others. Thus we believe that diversity is a ubiquitous principle and that it can be applied to anaysis methods,
personnel, tools, and so on, but we will return to this point in relationship to formal methods | ater in the paper.

This discussion enables usto clarify the fundamental principle behind assurance.



Assurance arises from comprehension of, and diversity in, the complete procurement process,
including the artifact which is developed, and the methods and tools used in its development and
evaluation.

This principleshould be evident in the ensuing di scussion, although we focus more on theissues of comprehension
than diversity.

3 Formal Methods in the Safety Critical Systems Life-cycle

Our aim hereis to discuss the devel opment process for safety critical systems and to indicate where, in principle,
forma methods can be applied beneficially. It ishoped that this genera discussion will become more clear and
concrete when we discuss and illustrate particular formal techniquesin appendix A.

3.1 The Software Life Cycle

We give here a brief overview of the nature and scope of the softwarelife-cycle. A fuller description of life-cycle
concepts and the important concepts of process design can be found in [[MR91]].

The software‘lifecycle’ isconcerned with the devel opment of softwarefrominitial conceptsthrough delivery,
use, and so-called maintenance. It is helpful to produce a generic modd of the life cycle in order to have abasis
for discussing different software devel opment paradigms. Therefore we base our model on an abstract view of the
activities carried out in software devel opment and maintenance.

Thefirst observationwhichwemakeisthat, except for trivial systems, itisnot possibleto proceed directly from
theinitial concepts to executable software. Instead a number of intermediate system specifications are produced,
eg reguirements specifications. We refer to these using the generic term descriptions.

In genera devel opment proceeds from concepts, through requirements, etc. and one description is devel oped
by some intellectual or automated process from the preceding description or representations. We refer to this
process as a transformati on although there isno implication that thisis apurely automatable process and synthesis
would perhaps be a better term.

In an idea world the transformationswoul d yield a sequence of descriptions, resulting in executable programs
which satisfied their requirements and theinitial concepts. In practice errors and infelicities are discovered during
development (and maintenance) which cause iteration, ie repetition of the current transformation or rework of
earlier representations. We use the term Verification and Validation (V& V) for the checking activities which may
lead to iteration. We have already indicated the distinction between these terms above so it seems unnecessary to
repeat any discussion here, but it is relevant to consider a distinction between forms of verification in the context
of forma methods.

It is common to use the term formal verification to mean verification based on the concepts of mathematical
proof. More strictly it means proofswhere all the detail of the mathematical argument are presented. Clearly this
isaform of analytica reasoning.

We can have very great confidence in the correctness (with respect to the specification) of aformally verified
system, but the cost of gainingthisconfidenceisvery high (at the current state of the art, see below). Consequently
the use of formal verification would only be justified where the cost of system failureis very high, eg in safety
critical systems. Also the successful use of formal verification is contingent on proper tool support and thisaffects
our views on assurance as the proof toolstend to be complex.

An dternative style of verification known as the rigorous approach [[Jon86]] involves the use of much less
detailed proofs, or arguments, and ‘obvious’ truths would be accepted without any requirement to present an
explicit argument in arigorous proof. With the rigorous approach much of the benefit of formal proofsisgained
at a much lower cost. It is probable that future, large scale, software development projects will be based on the
rigorous approach.

3.2 Typical Development Stages

Asindicated abovethereare many different approachesto software devel opment adopted inindustry. Thefollowing
‘typical’ model is intended to encapsulate the differing nature of the information being worked with at different
stages in software devel opment, without making commitment to any particular development methodology. It is
intended that the model encompasses most red safety critical systems developments, ie we have erred towards
including stages which might not always be employed.

Five stages are identified in addition to the concepts ‘ stage’, see below:



1. requirements specification — description of thesystem and itsoperational environment, particularly stressing
theinterface between the system and environment;

2. system specification — an ‘external view’ of the system to be produced describing the system inputs, the
system outputs and their relationshipswithout describing interna system structure;

3. architectural design — ahigh level, internal view, of the structure of the system as it is to be produced —
‘the grand plan’ of the system like the architecture of abuilding;

4. detailed design — details of algorithmsand data structures needed to implement the system;
5. implementation— the program source code (and the executable images).

The first two, Reguirements Analysis and System Specification, are in the domain of requirements and thisis
usually summed up as representing what the customer or user wants. The remaining three arein the design domain
and thisis usually summed up as representing how the system developer intends to satisfy the requirements. In
practice there may well be multiple stages of detailed design. We leave more detailed descriptionsof thelifecycle
stages to the subsequent sections, but make some observations on the di stinctionsbetween the stages.

The what/how dichotomy is rather simplistic and, in practice, it is perfectly legitimate for customers or users
to specify “how’ something should be done, eg to specify an agorithm. Similarly the system devel oper may
have valid views on requirements — arising from a knowledge of similar systems or of implementation costs. In
genera it ismore reasonable to say that requirements and design specifications will contain varying proportions
of ‘what’ and ‘how’ information, and that the levels of description really represent degrees of commitment to
implementation strategies [[DM90]]. In particular, for safety critical systems, requirements may place stringent
constraints on system architecturein order to achieve some degree of fault tolerance and the what/how distinction
isafairly poor guidelineto the distinction between requirements specification and design documents.

For the sake of clarity the following discussion takes a fairly ‘pure’ view of each of these stages of system
development, but it should be bornein mind that any level of description may contain information which we might
think of as being primarily related to one of the other levels.

3.3 The Role of Formal Methods in the Software Development Process

Wediscuss each of the abovefive stagesin the devel opment processand describein moredetail the characteristicsof
thedescriptionsand therolethat formal methods can play in representing, producing and checking the description.
To simplify discussion, we use theterm ‘target system’ to describe the system being specified and implemented in
cases where there might otherwise be ambiguity.

3.3.1 Requirements Analysis

Requirements Analysis is the first stage of the development process concerned with documenting the user’s or
customer’s perceived needs by ‘transformation’ from the (by definition undocumented) initial concepts. The
distinguishing characteristic of requirements analysis is that it is primarily an information gathering exercise
which can only be validated, not verified (except for internal consistency).

The results of requirements analysis should describe both the system and the environment in which it operates.
Thisisthe case for two reasons:

1. the environment may change, impacting the functionality required of the system
2. the boundary of the system isnot known a priori .

It ishard to bound precisaly that part of the environment whi ch should be considered in requirements analysis, but
it should cover at least those systems, individuals, etc. which interact directly with thetarget system. Inthe case of
safety critical systems the environment model should cover sources of threats to the system and other systems or
equi pmentsin which hazards could arise dueto failurein the target system. The need to represent the environment
means that requirements descriptions must be able to represent concurrency explicitly (because the system and
processes in the environment operate concurrently).

In requirements analysis it must be possible to describe non-computable systems. This is both because users
may ask for unrealisable systemsand it is desirable to be abl e to record their requests exactly, and because it must
be possible to record partial requirements, or requirements based on the assumption of infinite resources, which
may arise as part of the information gathering process.



The results of requirements analysis are the primary basis f or communication with the user and customer. For
thisreason it isdesirablethat the representation should be as precise as possible, eg formal. It isalso necessary that
requirements be intelligibleto the customers as one of the primary forms of validationisreview with the customer.
However it is rare for users to be educated to understand the necessary formalisms. Consequently it seems that
formal techniques either cannot be used at this stage, or if they are used some interpretation of the formalismis
required for communication with the customer. For example it would be possible to use techniques of animation,
specification execution, or derivation of properties by proof techniques in validation of requirements. In this
latter case we might wish to prove that no sequence of operations which could be undertaken by the system (if it
satisfied its specification) could lead to it (and the environment) entering an unsafe state. Animation is mandated
by DefStan 00-55 [[MoD91]].

Technically requirements analysis methods need to deal with causality, eg ‘when this event occurs in the
environment the system must perform the following actions’, and other properties such as behaviour of the system
under hardware failure conditions. One of the key differences between ‘norma’ and safety critical systemsisthe
need to be ableto deal with causality in the presence of failure, and thisisthereason that techniques such asfailure
modes effects analysis and fault tree analysis are used at this stage in safety critical systems developments.

There are few formal methods oriented towards requirements although the work of the Alvey FOREST
project[[MK J86, PF86]] is noteworthy as it deals with issues such as formally representing causality and giving
guidelinesfor reguirements capture.

Some recent work has been developed to represent timeliness requirements for safety-critica systems
[[SAK90, SALA91]]. The separation between safety and mission (functionality) is suggested for the formal
analysis of requirements. This separation has been used for nuclear systems [[PvSK88]] and railway control
systems [[CV91]]. Saeed uses Timed History Logic as aforma model for requirements specification.

The use of forma methods in the Requirements phase has added the possibility of animation to the already
noted advantages of unambiguity, completeness and consistency [[JL89]]. Notations become more complete,
addressing not only functionality but also non-functional requirements such as timing. However, they have not
yet been able to combine power with expressiveness and intuitivity and thereis still along way to go to make the
notations presentabl e to the user without (substantial) loss of precision.

3.3.2 System Specification

System Specification is till in the requirements domain, ieit is primarily concerned with what the system should
do, not how it doesiit, although thisis not aways an easy distinctionto make in practice (see below). The primary
distinction between this and the previous stage is that it describes only the system, not the environment, and it
gives precise definitions of the system interfaces. In practice the System Specification may be an enriched subset
of the requirement specification and it should encompass both the system interfaces and its functionality.

In the contractual model of the life cycle the System Specification would be the basis of the contract for the
development team. The implicit requirement for precision suggests that the specifications produced should be
formal. Further the need to specify what not how suggests that it would be desirable to use algebraic specification
techniques, ie techniques where the behaviour of a system is specified implicitly by equations relating inputs to
outputs[[Zil 74]].

Algebraic specification techniques have been widely applied to small examples but thereislittle evidence, as
yet, that they are suitable for specifying large systems. In an agebraic approach we are forced, in some cases (for
exampl e, to establish the existence of an object in adatabase by reasoning about the sequence of inputs, eg creates
and del etes, to the system), to be rather more obscure and cumbersome than the mode oriented approach. There
isaconflict between thetheoretical attractiveness of algebraic approaches and their apparent practical limitations.
However, the more operationa techniques may compromise design freedom.

There is another important issue related to System Specification which can be illustrated by example. It is
possible in an avionics system that some interfaces, eg to radar subsystems, would be specified very precisdly
during requirements, eg down to the level of the meanings of bits at the interface. However interfaces to other
devices, eg ahead-up display, may beknowninterms of theinformationto be displayed but not interms of the data
formats, etc. Defining these formatsisadesign exercise which shouldinvolve human factorsexperts. In producing
a System Specification the interface definition would have to be made precise so it will inevitably contain design
information. Theextent to which the System Specification will (implicitly) contain design informationwill depend
on the nature of the system being built (recall our general comment above about the relationships between the
different levels of specification).

The System Specification should be verified against the requirements. In practice this will probably be an
informal exercise. Since design information may have been added it isalso desirablethat it isvalidated against the



initial concepts. It is possiblethat techniques of animation or specification execution [[CG87, HI88]] can be used
in validation although, as pointed out above, System Specification may not initially contain enough information
to alow execution of all aspects of the specification. For safety critical systems, further failure analysis may be
appropriate, especialy if it ispossiblethat new failure modes can be deduced from the System Specification which
were not apparent at the requirements stage.

There seem to be two possiblewaysin which formal techniques can evolve to become more applicablefor this
stage in the software devel opment process. First agebraic techniques can be devel oped so that they are applicable
to large scale systems. This will amost inevitably involve schemes for modularising specifications. Second it
may be possible to find ways of applying the more operationa techniques so that they don’t unduly compromise
design freedom.

In the more operational perspectiveitisworth mentioning here the more recent work of Harel [[HLNP90]] and
Pnueli [[KP91]] on the specification of reactive systems. The Statechart approach with time constraints (Timed
Statecharts) isasemantically well founded proposal for the specification of the behaviour of asystem that interacts
with an environment. It has at the same time the notable advantage of presenting a visua formalism and being
amenable to animation.

P. Zave [[Zav82, Zav84]] has aso proposed an operationa approach to specification in a language called
PAISLey (Process-Oriented, Applicativeand Interpretabl e Specification Language), where she argues in favour of
explicitly modelling concurrency.

3.3.3 Architectural Design

The Architectural Design describes the system interfaces, functionality and structure as the designers intend to
implement it. The architecture is distinct from the previous stage in that it describes system structure and how
the functionality will be achieved as well as what functionality isrequired. The level of detail contained in such
a specification will vary from project to project. However it is not the level of detail which characterises the
architectural design, but the fact that thisis the first description of the system which is produced primarily from
the devel oper’s, rather than the user’s, point of view.

Many different ways of producing forma specifications have been proposed, however the concept of
architectureoutlined above seems to match closely theideas of model -oriented specificationsand processalgebras.
We should refer here the extensions that have been made to model -oriented specificationsin order to increase their
structure. This work has been closdly related to object-ori ented extensions to the existing notations [[Log91]].
Arguably an ‘ideal’ approach would use a process a gebrafor specifying concurrent structure and communication
but employ model-oriented specificationsto state the behaviour of the operations engaged in by the processes.

A primary characteristic of the transformation from System Specification to Architecture is that it may not
be structure preserving. In other words the structure of the design may have to be different from that of the
requirement. Thischange in structure may be necessitated so that the system performs sufficiently quickly, so that
the customer can afford it, or perhaps so that it has the appropriate fault-tol erance characteristics.

Ignoring, for the moment, the fact that software may not function correctly we can consider the effect of
reliability requirements on architecture. If the reliabil ity requirements can be met by a single (simplex) processor
(because the available processor chips are of adequate reiability) then the architecture may follow closely the
structure of the requirements with one ‘ design function’ for each ‘ requirements function’. However, if thisis not
the case, then redundancy may have to be used thereby causing replication of function and introduction of new
functions, eg for fault detection and system reconfiguration. In thiscase more than one design functionwould map
to a function in the reguirements and there would be functions which had no (direct) requirements counterpart
a al. If we add timing requirements then we may find further changes in structure due to the fact that no one
processor can keep up with the data coming from a sensor. Thus the limitations of current hardware technology
areaprimary factor in determining the design, but there are many other issues such asreliability, failurebehaviour,
timing behaviour, and so on. We can draw a number of pointsfrom this observation.

First, we have given non-functional reasons for the change in structure. In other words non-functional
requirements such as performance, cost and reliability drivethe design process. Thisis significant because formal
specificationsdo not, for themost part, enabl e thisnon-functional information to berecorded. There are, of course,
exceptionsto this and some of the specification logics deal specifically with timing.

Second, many forma methods support a concept known as refinement (see for example [[Jon89]]), which
enables us to define and verify the correctness of the relationships between two formal descriptions of the same
system. However the published refinement techniques are usually too restrictive to admit the sort of structura
changeidentified above, athough current research work (see for example [[McD88, MW90, MS91]]) isaddressing
this problem, amongst others.



Third, we need quitea permissiveinterpretation of equival ence between thelevels of representation. It must be
possibletotakeinto account non-determinism, asynchrony, etc. whichwould mean, inter alia, that the order of the
outputswould not be determined entirely by the order of theinputs. Thismay be particularly relevant where high
priority inputs to a system can cause it to change operational mode and therefore ‘ignore’ other, ‘lower priority’
inputs. The notion of behavioural equivalence introduced in agebraic specification (see for example [[ST84]])
admits at least some of the requisitelaxity in the meaning of equivalence but it isstill aresearch issueto determine
an appropriate set of refinement rules for dealing with the changes from System Specification to architecture.

It is aso necessary to be able to represent concurrency within the Architectural Design. Notations such as
Statecharts[[HLNP90, KP91]], already referred to above, are specially amenableto represent not only functionality
but also the system interfaces and explicit concurrency. The primary problem associated with applying formal
methods at this stage in the life cycle is that there is no method, or notation, which encompasses al of the
requirementsidentified above. At present the would-be user of formal methods must choose the technique which
best supports the characteristics which are most critical in his application area or to use an eclectic approach and
to find appropriate ways of relating the different formalisms used.

3.3.4 Detailed Design

It isour view that detailed design should proceed from the architecture by the conventiona process of (structure
preserving) refinement. Thisisnot auniversally held view, indeed the phrase ‘ one man's design is another man’s
requirement’ is often used in the software industry when discussing hierarchical specifications of systems. Given
the interpretation of the relationship between requirements and design given above this would mean that the
structure of the design could be changed in each representation. In our opinion thisisan unhealthy attitude from
at least two points of view.

Technically it impliesthat the architect did not have a complete (adegquate) understanding of the system. This
isparticularly critical if the proposed changes involve modifying the process structure and hence impacting timing,
etc. possibly to the extent that the system no longer meets its (non-functional) requirements. Clearly problems
with the architecture may be found in detailed design: these should be resolved by updating the architecture, not
making low level changes to the overall design.

Managerialy it implies that the project is not under adequate control. For example modules common to
severa subsystems may have been identified for separate implementation and the basis on which thisdecision was
made could be invalidated by alowing changes at thislevel. Thus even if the re-structuring preserves subsystem
interfacesit could have ‘ knock-on’ effectson therest of the project and invalidate project plans, project resourcing,
etc.

This structure preserving view of detailed design is consistent with (capable of being supported by) current
refinement techniques (seefor example[[Jon89, Mor90Q]]). Theclassica refinement techniquesapply for sequential
systems. Some techniques for dealing with concurrent systems, eg CCS [[Mil80, Mil89]], support hierarchica
decomposition of systems which is akin to refinement. So far as we are aware there is no satisfactory formalism
for dealing with the simultaneous refinement of both the concurrent and sequential aspects of a system. Again,
in practice, it seems that in order to use formal methods for all aspects of detailed design and refinement to this
level that it is necessary to take an eclectic approach and to work out on an ad hoc basis how to rel ate the different
forms of specification.

3.3.5 Implementation

There has been considerable work on formal treatment of the fina stage of development, that isformally relating
a program to a low level specification. Techniques include the so-called ‘ constructive’ approach, eg [[Bac86]]
and program verification environments, eg Gypsy [[Goo84]]. The constructive techniques are methods based on
the idea of deriving the program from low level specifications, and are intended to be applied manualy. The
verification environments are based on similar mathematical bases [[Hoa69]] to the constructive techniques but
typically are more concerned with giving automated assi stance to proof of correspondence between aprogram and
agpecification. Techniquesfor formal implementation are most well developed for sequentia programs, but some
work has been carried out for concurrent programs. The techniques are expensive to use and most of their usesto
date have been in highly critical systems where the cost of failure justified the expense of applying the techniques
in development. A considerableimprovement in productivity using these techniqueswill be necessary beforethey
can become more widdly used.

The majority of these techniques are suited to the development of sequentia programs, or at least programs
which terminate. However many critical applicationswhere the use of these formal verification techniques would
be justified on economic grounds are continuoudly running programs, monitoring the state of some (physical)



process and taking the necessary remedia actions if the process is becoming dangerous, eg monitoring and
controlling the flow of sted through a stee mill. Improvements in techniques for handling concurrency and
continuously running programs will be necessary to handle thisclass of programsin a satisfactory manner.

Wesaker forms of verification may be valuable under some circumstances. For example tools such as Ma pas
[[Bra84]] can carry out various analyses on programs, and these can be used to validate or verify the program.
Capahilities of the toolsinclude analysing control and data flow for undesirable features and establishment of the
information flow in the program so it can be compared against the specification. More recently developed, the
SPARK toolset [[CIMT90]] facilitates the formal proof of complete programs. It consists of a strictly defined
subset of the Ada language, augmented by forma annotations, and a set of accompanying tools.

4 Strengths and Weaknesses of Formal Methods

In the introduction we made a number of comments regarding the strengths and weaknesses, or limitations of
formal methods. We now return to these issues and endeavour to substantiate them as far as possible.

4.1 Strengths

We identified in the introduction a number of (purported) benefits of using forma methods. Our aim hereisto
amplify these points and to provide a justification for our views based, as far as possible, on the insight gleaned
from the examples given in the appendix.

We asserted in the introduction that the benefits of using forma methods for specification included precision,
abstraction, conciseness and manipulability. We address these points, and a few subsidiary issues, dealing with
them first as issues of principle then assessing how close current methods come to these idedls.

Some of the points made below are not clear cut. To avoid circumlocution we state the positive view here and
explain any contrary views in section 4.2 below.

4.1.1 Strengths — in principle

Specifications are primarily media for communication. That isthey are intended to convey information from the
producer of the specification to the reader, eg from the specifier of amoduleto theimplementor. Alternatively they
can beviewed asameans for documenting agreements, i ethe specifier and implementor agree that the specification
defines the interface to the module which isto be built. Thisisstill aform of communication although it implies
different degrees of responsibility for producing and verifying the document. A communication medium should
be (or fecilitate specifications which are) clear and unambiguous. This is not equivalent to saying that they are
precise, abstract or concise, but there are rel ationshi ps between these five properties as we will now show.

Ambiguity iseasily dealt with. Forma notationsare simply ‘ sugared mathematics' and hence they have have
an unambiguous meaning, that of the underlying mathematical structures. More accurately the more sophisticated
mathematical notions are built on more primitive notions, eg sets and propositional logic, and this means that
thereisawell defined interpretation of the formal notations and thisis enough,in principle, to ensure consistent
interpretation of specifications. We can now focus on the issues of precision and clarity.

Formal specifications are, or can be, very precise definitions because the semantics of the notations are well-
defined and those of other media, eg English, are not. Other notations, eg those used by structured methods, are
also precise but they are less expressive, eg showing structure not functionality, so formal methods give more
useful precision than other approachesto specification. The direct benefit of the precisionisthat it reduces, or even
eliminates, the risk of ambiguity and misinterpretation of specifications. Thus precision is a property of formal
methods (or notations) and it is a major contributor to the production of unambiguous specifications. It should
also be pointed out that this precision has a major pragmatic benefit in reviews — it is often possible to have very
detailed and very constructive reviewswhen they are based on forma methods because thereis no argument about
what has been said, only about whether or not what has been said is what should have been said. In other words
precision aids validation as well as communication.

Thenatureof the abstractions made possible by use of appropriateformalisms should be clear fromthe examples
given in the appendix. Abstraction is one of our primary intellectual weapons for coping with complexity and it
aids clarity by ‘drawing away from’ details which are not germane to our interests.

Clarity &l so arises from conciseness. Aswe indicated above formal notationsvary in their ability to represent
concepts concisely but, hopefully, they can be used to produce very compact descriptions. More importantly they
can be much more compact than equally clear natural language descriptionswhilst (normally) being more precise.
To some extent thisis borne out by the examplesin the appendix (compare the length of the specifications with the
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length of their prose explanations) but obviously the examples are a little biased by the fact that it was necessary
to giveamoretutorial level of description than would normally be the case.

The propertiesof abstraction, precision and concisenessall contributeto clarity. Good structureal so contributes
to clarity. In principle there is no reason why forma methods shouldn’t yield good structure, but this doesn’t
seem to be an inherent property of theformalisms. Thisis perhaps an area where the structured methods are more
effective.

In the introduction we stated that a valuable property of forma specifications is that they are manipulable,
that is there are well defined rules for analysing and perhaps transforming formal specifications. This property
can be used to show consistency of specifications and to derive important consequences of specifications, eg that
processes can’t deadlock or that a trip system is obliged to drop the control rods if the temperatures sensed go
outsidethevalid range. Thus manipulability also aidsin validation and it gives further abstractions— the derived
properties— which can a so help make specifications clearer.

In general itispossibleto represent the mapping between a specification and the corresponding program within
aformal framework. Obviously avery important aspect of manipul ability, whichwe haven’t been abletoillustrate,
isthe possibility of verifying that the implementation, or at |east the source code, satisfies the specification. More
generdly it is possible to reduce the verification of the mapping between levels of specification and between
specifications and programs to a matter for formal proof. Thus, in principle, forma methods can offer very high
confidence that the programs correspond to their specifications.

Finally it should be noted that forma methods are, in effect, a lingua franca — they will be (should be)
interpreted the same way by readers of different backgrounds whether the distinctions are between their mother
tongues or their professional disciplines. Thistruly isa property we reguire of alanguage for communication.

4.1.2 Strengths — in practice

It is interesting to consider the extent to which the above strengths are realised in practice. In section 4.2 we
discuss wesknesses so our aim hereisnot to bedirectly critical but simply to observe which of the above supposed
strengths are manifest in practice. The simple answer isal, to some extent!

Formal methods are perhaps most effective as a form of communication and for agreeing and documenting
(design) decisions. The propertiesrelating to ambiguity, clarity and so on are not fully substantiatable (see bel ow)
but, nonethel ess, they do offer an effective medium for communi cation — between cognoscenti.

These observations are borne out by industrial experience. The use of forma methods in industry is not
widespread but, where they have been applied, the evidence is encouraging. It is aways difficult to make vaid
comparative analyses of the effectiveness of software development technology but, for example, IBM Hursley
report areductionin devel opment costs of 9% through theuse of Z on CICS[[Phi90]] and asignificantimprovement
in fault rate, athough the formally specified version of the product is not yet on full release. In the context of
safety critical systems probably the most notable examples of the use of forma methods are by Rolls Royce and
Associates and by RSRE on VIPER. In both cases significant quality benefits were attributed to the use of formal
methods.

Thusthereisrelatively littleevidence about the use of formal methods onreal industrial projectsof any nature,
and even less on those involving safety critical software. Nonetheless what evidence there is indicates that the
strengths discussed above are found in practice, albeit with some limitations. The biggest limitation, in principle,
probably relates to the issue of ambiguity. The biggest problem in practice relates to manipulability, largely due
to the paucity of effective tools. We return to these two points bel ow.

4.2 Weaknesses

Unfortunately the existing formal methods do not fully live up to the idedl described above. Thisis mainly due
to the state of development of current methods and their support tools, but there are also some issues of principle
which run counter to those set out above, or which at least indicate limitsto what they mean in practice for formal
software devel opment.

4.2.1 Weaknesses — in principle

The most fundamental weakness, or limitation, relates to the problem of specification validation to which we
alluded earlier. We may be ableto carry out devel opment from the specification with ‘ mathematical certainty’ but
we will always have doubts about the veracity of theinitia specification.

Clearly it is extremely valuable to remove doubts associated with software development but, unfortunately,
most evidence suggests that the primary source of (significant) software errors is the specification — and safety
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critical systems are, if anything, more prone to this sort of problem [[Lev86]]. At best this means that the
mathematics, of itsalf, isinsufficient to assure safety. Perhaps more significantly we are now faced with avalue
judgement about the level of effort we should put into formal development as against the effort we should place
on means of validating the top level specification. It should be noted that we can use proof techniques to assist
in validation, eg by deriving safety properties from a specification, but this simply reduces the ‘gap’ between
formalisms and the ‘real world’, and doesn’t eliminateit. Thuswe know that we cannot simply rely on formalism
to achieve and demonstrate safety. We will return to this general issue from a more pragmeatic perspective after
considering ambiguity and the nature of safety properties.

Another major, although less clear cut, limitation is to do with interpretation of specifications. Formal
specifications do not just have an interpretation in terms of the underlying mathematics, they are aso interpreted
by software engineersin terms of acomputational model and by system usersin terms of amodel of the use of the
system inits operationa environment. The issue of ambiguity then becomes not one of the existence of aunique
model for the specification in theunderlyinglogic but of compatibility of interpretationsmade in different domains
by individuals with differing backgrounds and knowledge. Formal specifications are still less ambiguous than
most prose, but they cannot be said to be free of ambiguity in any absolute sense as they are open to interpretation.
This weskens, but does not negate, this strength of formal methods.

Another fundamental issue is that so-called ‘ non-functiona’ requirements and properties such as safety and
security cannot be adequately articulated within afirst order framework. Thisisasomewhat subtletechnical point
which is best illustrated by example. Consider the requirement for a system .to tolerate single point failures. At
the level of system architecture, this may be interpreted to mean the failure of single processor/memory units.
At the level of software module specification this may be treated as failure of a procedure invocation, and at a
lower level it may beinterpreted as the failure of asinglelogic gate or transistor. In other words the requirement
is re-interpreted in terms of the relevant abstractions at each stage in the development process. Thus we view
properties such as safety (which may encompass notions of fault-tolerance) as being higher-order in that they are
really specifications which apply to other specifications.

In order tolink formal specificationsto the‘red world’ and to guide theinterpretation of the specifications we
give prose descriptions of the basic entities specified and other fundamental notions. In a prose specification we
always have to work with such informal descriptions. With aformal specification we can work largely within a
analytical framework, subject to the need to re-interpret parts of the specification such as the notion of fault, once
we have established the primary links between our specifications and the ‘real world’, so there is reduced scope
for errors of misinterpretation. Thus the true limit of forma methods with respect to ambiguity and precision is
that they can only reduce the scope for misinterpretation and other failings of specifications, not eliminate them.
In practice, there are usually ways around such problems of principle.

We next address another issue of principle, which was not addressed under the heading of strengths above, and
which has some practical ramifications. Once we redlise that there is no such notion as absolute safety we have
to recognise that we are primarily concerned with gaining assurance, or confidence, in safety not a guarantee. As
we indicated in section 2.1 assurance arises from comprehension and diversity both of (or in) the product and the
process. If we carry out formal proofsaswell as producing formal specificationsthen we are producing artifacts of
considerable complexity — in other words the proofs themsel ves are highly complex and difficult to understand.
This leads to the question — does the use of formal proofsincrease or decrease our comprehension and assurance
in asoftware system?

It is hard to answer this question fairly from the point of view of principle because it is difficult not to be
influenced by the capability of current program verification tools, so we defer discussion of this point. There
is one further issue of principle, however, regarding formal proofs which we should raise. Certain properties of
specificationsand programs, eg whether or not they halt, are formally undecidable. Thismeansthat itisimpossible
towrite aprogram, eg atheorem prover, that can decide (cal culate) whether or not the undecidabl e property holds,
eg that the program will halt. It is not often that such problems are encountered in practice but it is important to
be aware of the perhaps surprising result that there are some properties which simply cannot be proven within a
formal framework.

4.2.2 Weaknesses — in practice

There are many weaknesses or limitationsof current formal methods. Our aim hereisto give abrief survey of the
most critical issues and to try to giveafair assessment of thelikelihood that these problemswill be resolved in the
near future. Asfar as possiblethe comments build on the insightsgained by studying the examples set out above.

The most striking aspect of many specifications isthe forbidding symbology and, to alesser extent, the arcane
terminology. The mathematical abstractions embodied in notations such as Z and timed CCS facilitate brevity
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and precision, but they do not necessarily contribute to clarity. Indeed there are many who would argue that
the objectives of clarity and precision (or clarity and conciseness) are fundamentally opposed. In part thisis an
educational issue which we will return to below but there seems to be some substance in this criticism as even
seasoned users of formal methods often have difficulty in reading someone else’s specifications, at least until
they get used to the style. In the authors' view thisis because, in practice, we rely a good dea on the informal
interpretation of the specifications, not their interpretations in terms of the underlying logic, in order to gain
comprehension.

A somewhat related issue is that there is a high ‘ guff to stuff’ ratio in many formal specifications. In other
words it is often necessary to set out a lot of basic background mathematics which has no direct bearing on the
problemin hand beforewe can directly specify the system of interest. Inour examples thisperhapsismost apparent
with the Z specifications, athough the author believes that thisis a property of the type of problem specified, not
the the Z notation itself. This problemis aso clearly manifest with verification environments such as m-EVES
[[CKMT87]] where it is often necessary to prove lots of elementary mathematical theorems in order to build a
basi s on which to reason about the program properties of interest. This directly affects clarity and comprehension
as discussed above.

It could be argued that the formal specifications aren’t really precise as the notations and semantics for the
methods are not particularly well defined (at least in some cases). Thisis not an entirely fair criticism with the
examples chosen but it iscertainly the case that there are many variantsof Z athough there now isa standardisation
effort as part of the IFIP founded ZIP project. Also some notations are considerably less well-defined than the
examples we have used, so it isnot always clear what ismeant by aformal specification in practice, athough they
can, in principle, be made precise. Inthe case of Z we have the ability to extend the language, eg by adding new
operatorsand thereisno way of guaranteeing that these syntactic extensionsare valid semantically asthelanguage
iscurrently defined; although, it would be possibleto insist on proofs of soundness as have been provided for the
Z mathematica toolkit. Thus current formal techniques are less well-defined than they might be, and there are
some difficult compromises between expressive power, flexibility and precision of definition.

Although the above problems are to alarge extent practical issues, it isour view they will not be solved in the
short run, althoughit isto be expected that technical progresswill eventually yield reusable specification libraries
and more ‘user friendly’ notations, eg by linking formal and structured methods. It is aso to be expected that
forma methods will ‘stabilise’ and the quality of their semantic and syntactic definitions will improve (thereis
aready evidence for this, eg there are moves to standardise VDM and Z? which are two of the leading model
based specification approaches).

We have specification languages which are effective at representing functionality and certain aspects of
concurrency. They are capable of representing some timing properties and more sophisticated notions such
as permission and obligation. However there are limitations. The concept of time is very abstract and it is
typicaly quite difficult to handle absolute clock time within the available specification formalisms (in fact there
are considerable philosophical difficulties here especially when we need to deal with timein distributed systems
where we cannot guarantee clock synchronisation). There are no well-defined ways of handling faults, or fault-
tolerance, dthough thisis an areawhere there is now some research being undertaken.

A related, and rather stronger point, isthat current refinement techniques do not deal with timing and failure
behaviour. That is we do not have well-defined rules for carrying out refinement in such a way that we can
guarantee that the implementation we produce satisfies the timing and/or failure specifications. As amost al
safety critical systems have to satisfy timing requirements and have to achieve safety even in the presence of
failuresthisis amgor drawback — athough it is much less of a problem in ‘mainstream’ developments. There
seems to be no reason, in principle, why the above problems should not be solved in the reasonably near future
athough the issues of refinement are quite subtle and it would perhaps be unwise to rely on solutions appearing
withinthe next ten years.

A further mgjor issueis the extent to which we have to trust tools. Clearly it is necessary to trust some of the
toolswe use, eg compilers and loaders, to some extent. The crux is the extent to which we have to trust complex
tools, especially those which may be more complex than our application. Infactitisquitelikely that any compilers
and theorem provers used will be more complex than the application program. In many circumstances we have
some form of independent check on the tool, eg we carry out testing on loaded code which gives an independent
check (albeit probably far from exhaustive) on the compiler and loader. However, to alarge extent, the tools have
to be trusted except insofar as the testing and execution of the application gives an independent check. Thisis
particularly worrying for tools such as theorem provers which are often complex heuristic programs. Proving
compilers and theorem provers isadifficult task and certainly beyond the state of the art — athough again these

2 A draft 1SO standard for VDM is duein September, and Z is proceeding in the same way.
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are problems which are being researched. There is aso a recursive problem — to what extent do we trust the
toolsused to verify the verification tools... Thus the use for formal methods and their support toolsreduces certain
classes of risk, eg that the specifications are inconsistent, but it does not remove all risks and introduces others,
particularly in the area of trust intools. Again it would seem unwiseto rely on having solutionsto these problems
within a decade, if not longer in this case.

Finally we should not forget education and training. It is clear that few practising software engineers have
the necessary skills to use formal methods. Perhaps more significantly there are few engineers with both the
application domain knowledge necessary to help vaidate the specifications and the skillsto write or read them,
and this exacerbates the validation problem. It is relatively easy to give engineers a level of understanding of
formal specificationswhichwill enablethem to read the specificationswith confidence, but it requires considerable
skill and experience to write good specifications. Much of the skill in fact liesin finding good abstractions, and
simple understanding of the notation is far from adequate to guarantee the production of good specifications.
Unfortunately principles of devel oping abstractionsisnot, as yet, something that even the formal methods experts
know how to teach. However it is perhapsrelatively easy to overcome this problem if industry are willing to make
theinvestment in staff time for education and training.

4.3 Summary

It is hopefully clear that there are benefits from the use of forma methods and that some of the theoretical
benefits are borne out in practice. However there are limitations, in principle, to what can be achieved with formal
methods. At present, however, there are many more limitationsreflecting immaturity of the techniquesthemselves
and inadequacies of the support tools than there are philosophical problems. The difficult question which arises
from thisanalysisis ‘to what extent should formal methods form part of the development method for developing
safety critical systems given their strengths and limitations? . We address this point in our conclusions.

5 Conclusions

Our main aim here isto draw the discussion to a close by substantiating our claim about forma methods being
both under-used and over-sold and to consider when and to what extent it is appropriate to use formal methodsin
the devel opment of safety critical systems.

5.1 When and how to apply formal methods

Given the above discussions it should be clear that we are now entering the realm of value judgements. There
is simply not enough information on which to base an objective evaluation of the relative contribution of formal
methods, and other technologies, to the software and system development process. The following therefore
represent our views based on a mixture of experience and assumptions about the prevalent classes of errors made
in system development. It is worth noting, however, that there would be considerable benefit in carrying out
experiments where different techniques were used to devel op the same system to gain at least some evidence on
which comparative judgements of method effectiveness could be based.

We would advocate the presence of formal methods throughout the several phases of the software life cycle
(see section 3). There is no unified methodology that can be proposed for the whole development; we would
use formal methods to produce top-level specifications for systems, but carry out development by a systematic
application of stepwise refinement (informal variety) supplemented by formal refinement where there are adeguate
techniques.

In the phase of Requirements Analysis both the environment and the system are described, first building a
model of thereal worldand then specifyingthe mode of the computer system. The capture of therequirementsisa
vital stageanditisadvisablethat at |east aset of well established guidelineswould befollowed. The representation
of cause-effects relationships and non functional requirements such as time, resources, ..., should be done in a
formal framework where from the subsequent devel opment can be achieved mainly by enrichment. Safety should
be explicitly treated here dealing with the presence of fail ure. We would advise that when it comes to the definition
of themode! of the computing system, still as part of thereguirements, it should be stated formally namely relations
between inputsand outputs preferably in some notation that could be easily animated. It isagainst thismodel that
the correctness of thefinal program s verified.

In the Design phases we would use an eclectic approach to specification. For example we would use a
notation such as Timed Statecharts to represent concurrent and communi cation structure but specify the effects of
the individual actions in another formalism such as Z; here, we would also advise the use of modularity, taking
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probably a more object oriented approach such as ObjectZ. We would define a set of transformation rules that
would alow the verification of the preservation of behaviour as structure and detailed functionality are added.
Refinement as design becomes more detailed should be carried out in a semi-forma way. We would aso derive
anumber of theorems, g stating that the system won't deadlock, or giving atop-level statement of safety policy,
but probably would reason about these (putative) theorems informally. We would use animation and simulation
techniques, and methods such as Real Time Logic [[IM86]] to anayse timing properties. We would a so link the
formal techniques, so far as possible, to standard safety techniques, eg fault tree analysis. It would seem quite
possibleto apply such techniquesin a manner ana ogous to the use of fault trees on programs [[LH83]].

When implementation is considered, we would link the specifications to techniquesfor schedul ability analysis
[[AB90, ABRW91, TBW92]] and programtiming analysis[[ZBN92]]. Wewould use code verification techniques,
eg SPARK, for the most critical code.

In summary we would supplement existing good practices with the use of formal specificationsin order to gain
clarity in top level specifications, to aid consistency checking of specifications and to assist in validation through
derivation of key propertiesfrom the specifications.

5.2 Claim and counter-claim

Many forma methods protagonists clearly appreciate and clearly articulate the limitsin principle and in practice
associated with formal methods. Unfortunately, however, there are many counter-examples to this good
professional practice — although much of the evidence is somewhat anecdotal. Nonetheless there clearly are
occasions where unsubstantiated claims are made and, for example, the limitationsof current techniquesin terms
of their expressive power or the capabilitiesof the support toolsare ‘ glossed over’. Perhaps the best recent example
of thisisthe claims made for VIPER, aformally specified microprocessor, where recent anaysis has shown that
the several claims made about the devel opment were in excess of what had actually been achieved [[Ben9(]].

It is perhaps aso worth noting that the theoretical problems mentioned above also affect real system
developments. As long ago as 1976 Gerhart and and Yelowitz [[GY 76]] pointed out cases where formaly
verified programs had failed. In the examples cited the problems were that inappropriate proofs had been carried
out, not that the proofs themsel ves were flawed.

On the other hand, many ‘opponents of forma methods say that the techniques are fundamentally flawed,
or have no relevance, or ...Again it ishard to separate fact from anecdote but some mgjor textbooks on software
engineering, eg [[MB87]], argue quite strongly that the techniques are still research topics so they cannot (even
should not) be applied in industry, and that they have intrinsic limitations, essentially because of the problems of
verifying refinements. There are already (limited) counter-examples to the first point. The second issue is much
more substantive, however the key issue is not the substantiveness of the point but judging the extent to which
the observed limitations actually matter in practice. In our view the limitations don't affect the value of formal
specifications per se as adocumentation and communi cation medium. However theissue of verifying refinements
isavalid objection— but one that says we need to supplement proofs of refinement with other checks, not that the
approach is fundamentally flawed. Nonethelessit is clear that we do not yet have adequate refinement techniques
and that thisis still a difficult research topic.

It would be easy to re-open the whole debate re: use and rel evance — and we don’t wish to do this. We hopeto
have now produced enough evidence to show that formal methods can be used effectively in industry. Since their
use has been limited to date, our assertion about the benefits of wider use seems to be clearly true! The examples
given above show that the techniques are sometimes over-sold and it would appear to be very easy to over-state
their value. The theoretical benefits are very great and fairly clear, but the limitationsare far more subtle and so it
israther more difficult to articulate them clearly and accurately. Also thereisatemptationin trying to stimulate
the use of forma methods to stress their value and to ‘skate over’ the limitations. This may not be deliberate
over-salling but it has asimilar effect. Thus we stand by the assertion that formal methods are both over-sold and
under-used, but recognise that thisis a simplification of a complex situation.

6 Provenance

This paper is based on a chapter to appesar in * Safety Aspects of Computer Control* edited by Phil Bennet to be
published by Butterworth Heinemann in 1992. The chapter contains more examples which we believe substantiate
the points made above.
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A Examples of Formal Methods

The aim in this section is to give a very brief overview of the nature of different types of formal methods in
order to illustrate their characteristics and to try to substantiate some of the genera points made above. Due to
limitations on space the analysis is inevitably somewhat superficial so references are given to texts which give
more comprehensive tutoria treatments of the methods discussed.

A.1 Model Oriented Specification

The Z specification language is based on set theory and first order predicate calculus. A distinguishing feature
of Z isthe use of schemas and the schema calculus. Schemas are ‘modules’ of specifications and the schema
calculus gives away of linking the modules to build up complex specifications from simple parts in a clear and
elegant manner. Z was originated by JR Abria and has subsequently been developed by a number of staff at the
Programming Research Group in Oxford. Some examples of the use of the language can be found in [[Hay86]]
and a more definitive discussion of thelanguageis given by [[Spi89]].

Wewill assume that the reader isfamiliar with the Z notation and will concentrate on a detailed example which
shows the specification of some safety relevant properties.

A.1.1 Safety example

Our intention isto show the behaviour for athresholding device such as might be used in temperature monitoring
whereit is necessary to compare the values from a number of temperature sensors, to reject values which are out
of tolerance and to cal culate an average of the values which are within tolerance. Such a function might be useful
in many situations, eg process monitoring, but it is not based on any specific system or device.

We first introduce some basic definitionsfor representing sensor properties:

[Sensor]
The parachuted type Sensor represents the set of al sensors known about in the monitoring system.

‘ upper, lower, bound, spread : N

lower < upper
spread < upper — lower
bound < spread

The data items upper and lower represent the limits on legal values for the sensors: any val ues outside the range
lower..upper indicatethat the sensor hasfailed. Theitem bound isalimit on the difference between two successive
valuesfromasensor representing the maximum allowabl erate of change of valuereported by the sensor. If any pair
of successive valuesfrom asensor are different by more than thisbound then thiswill a so betaken as evidence that
the sensor has failed. Finally, spread represents the allowabl e divergence between any two functi oning sensors.
If some values do disagree by more than the alowed spread then their values are ignored, but the sensors are not
assumed to have failed (thisisintended to deal with cases where noise, etc. may affect vaues temporarily). The
constraints represent the natural rel ationships amongst these dataitems. In practice we would need to specify the
exact values to be used.

We now define a number of data types corresponding to the range of allowable values, the rate of change of
sensor values and the coherence of the data values from the complete set of sensors. These are smply used as
results from functionswhich eval uate the above checks on datavalidity. The first isused for checks on range:

status ::= legal | illegal

The second is concerned with allowablerates of change of sensor value:
rate ::= sensible | fast

Thethird is used for assessing data coherence:
coherence ::= ok | out

We are now in a position to define functions which evaluate the checks on data validity identified above. The
choice of typesfor the functionsis determined by convenience in representing state, see below. Thefunction valid
evaluates the range check on datavalidity and assignsthe value legal or illegal to the result as appropriate:
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‘ valid : NN — status

Yn:Ne
(n > lower A n < upper = validn = legal) A
(n < lower v n > upper = validn = illegal)

We have used implication here dedling with each case separately. Astheterms before theimplication are mutually
exclusive thereis no ambiguity in the definition of the function.

The function for evaluating legal rate transitionsis very similar to the check on absolute sensor value, but
clearly needs to check pairs of values:

‘ rateok : (N x IN) — rate

vnl,n2:Ne
((nl — n2 < bound = rate_ok(nl, n2) = sensible) A
(nl — n2 > bound = rate_ok(nl, n2) = fast))

The coherence of aset of valuesisdetermined inasimilar way, but here we use an equival ence between thefunction
delivering ok and the condition when the data set is acceptable — in this way the behaviour of the function when
the dataiis not coherent is defined implicitly as the only possibility isfor it to deliver the value out, signifying that
the val ues are incoherent.

‘ coherent : seqIN — coherence

Vs:seqN e
(Vidl : doms e
Vid2 : domse sidl — sid2 < spread) <
coherent s = ok

However it will not be enough to check coherence and we will have to find a sequence representing those values
which are coherent. In doing this we may need to discard mappings from a sequence which contains incoherent
values to create one containing only coherent values. However simply discarding arbitrary values might render
the result an illegal sequence, eg the domain might be 1, 2, 4 which isillegal as 3 is missing (remember that
sequences map from an initial segment of the natural numbers). We therefore need a function to turn arbitrary
pairs of numbersinto a sequence:

‘ mk_seq : (N - N) — seqIN

Vpairs: N - Ne
(3map, res: seqlN | map g pairs= res A #tres = #pairse
mk_seq pairs = res)

The above function, mk_seq, has the required property as the mapping sequence, map, converts pairsto a sequence
and the constraints on the size of the result constrains map not to discard any e ements of the function pairs. We
can now use thisfunction in calculating a sequence of coherent sensor values:

co_seq : seqN — seq N

Vs:seqN | #5>0e
(3sl : N - N | coherent(mk_seqsl) = ok Asl Cse
(VS2 : N+ N |
coherent(mk_seqs2) = ok AS2C Se
(#82 < #sl)) & co_segs = mk_seq sl )

The function finds the biggest subset of the sequence given as a parameter which is coherent (or one of them if
there ismore than one of the same size). Thisis done by ensuring (viathethird quantifier) that any other coherent
subset is no bigger than the one dready found. If there is more than one coherent set of the same size then an
arbitrary onewill be chosen. Notethat since adatavaueisalways coherent with itself the function will, at worst,
deliver a sequence of only one element. In this case, and with equa size sets with more than one e ement, the
function is non-deterministic and we do not know which element(s) it will pick (this seems to be reasonable as we
have no way of knowing which isthe ‘best’ valueif thereisno agreement between the values). This specification
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isnot entirely straightforward, but thisis probably a good illustration of the value of formal methods — it isvery
easy to see how an implementor given only an informal specification might implement such afunctionincorrectly.

We now have arather simpler function which calculates the average value from a sequence. Since the values
are integers the average will only be approximate. We have chosen to specify the bounds on legal average values
rather than to indicate that the average should be rounded up or rounded down. This leaves freedom to the
system designers and implementors. The definition uses a function sum (we omit its definition here because it is
straightforward) that computes the sum of the elements of a sequence.

‘ average : seqlN — N

Vsens: seqN e
(((#sens) * (average sens)) < ((sumsens) + (#sens)) A
((#sens)  (averagesens)) > ((sumsens) — (#sens)))

We have now completed the preliminaries and can define the system itself by introducing the state and some
operationson the state.

We introduce an object to represent the sensors in the system. If we were wishing to produce a complete
specification we would need to deal with theway in which the sensor values changed but for our present purposes
theintentionisthat the function sensors represents the current values of the sensors.

sensors: Sensor — N

The state of the computer system checking the sensor values can be broken down into two parts. The parts are
trested separately to simplify the specification (see below).

First, we have apair of functionswhich contain the latest values read from the sensors and stored in the system
(new_values) and the previous set of readings (old_values). There isno invariant as the only property of interest
would relate to the ‘freshness of the data and, within this example, we are ignoring timing (we will return to this
point later).

SENS History
|70Id_val ues: Sensor — N

new_values : Sensor — I

The second part of the state is concerned with the computer’s model of which sensors are functioning correctly,
and which are not. The set failed indicates those sensors which the computer system believes to have failed and
check_set indicates the current set of values, drawn from the stored sensor val ues, which the computer is going to
use to calculate the average sensor vaue, ie those that come from working sensors and which are deemed to be
coherent.

__SENS Sate
failed : P Sensor
check_set : seq

#(domcheck_set) < #Sensor — #failed

The invariant states that the number of values to be used as the basis of the check (calculated by an averaging
mechanism) can never exceed the number of working sensors. Notethat the number might be | ess than the number
of working sensors due to coherence problems.

We can now define the first aspect of the operations to be performed by the system. Here we define the
operation which reads the sensor values and updates the (short) history of values retained by the system. The
definition is fairly straightforward and we see the value of treating the state in two parts as the SENS State and
SENS History change values at different times (in all cases, not just this one).

___Read_Sensors
ASENS History
=ZSENS Sate

new_values' = sensors
old_values' = new_values
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We now consider the checks on sensor data validity. We first consider the overall limits on sensor values. The
schema cal cul ates which sensors (if any) which have now failed as new_fail — despite the name thismight include
sensors that were previously known to have failed. The set new_fail is ‘added’ to the set failed. Changes to
check_set are not specified — this doesn’t matter as we will specify how the value of check_set is calculated later.

_ Check_Limits
ESENS History
ASENS Sate

dnew_fail : [P Sensor o
{s: Sensor | valid(nen_valuess) = illegal } = new_fail A
failed’ = failed U new_fail

Here we say that the set new_fail isexactly the set of Sensorsfor which thefunctionvalidyieldsillegal (thisisread
rather likea quantified expression). Notethat if a Sensor previously deemed to have failed gives asensiblereading
we do not automatically reinstate it. This reflects an attitude that a failed sensor may drift and occasionaly give
legal, but erroneous, values and so its values should beignored until it is explicitly reinstated. In this specification
fragment we do not deal with reinstatement operations.

Therate of changes of the sensor values are calculated in a similar manner.

—Check_Rate
ESENS History
ASENS Sate
Jnew_fail : I’ Sensor
{s: Sensor |
rate_ok(old_values s, new_values s) = fast} = new_fail A
failed’ = failed U new_fail

We can now determine the set of values which will be used for the check. Note that we do not discard sensors
just because they arein disagreement with others— thisallows us to discard noisy readings which probably were
caused by noise without discarding the sensor. Again in a full specification we might care to record a history of
disagreeing sensors and to discard them after too many disagreements.

___Define_Check_Set
ESENS History
ASENS Sate

failed — failed’
(3map : seg Sensor; values : Sensor -+ I |
values = failed < new_values A ran map = domvalues e
check_set’ = co_seg(map g values))

The operation for defining the sensor value to be delivered is now straightforward, being defined by cal culating
the average of the check_set. In addition we deliver the size of the check_set as a measure of confidence in the
accuracy of thevaue.

___Calc_value
ESENS History
=ZSENS Sate
val! : N
sizel : N

val! = average check_set
sizel = #check_set

We can now define the compl ete operation of asingle checking cycle for the system, assuming that the checks are
executed periodically. Thisisdone by the following schema cal cul us expression:

Check_Cycle == Check_Limitsg Check_Rate 3 Define_Check_Set ¢ Calc_Value
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Theforward relational composition between schemasis similar to that between functionsexcept that it maps states
to states, not results to parameters. Thus the after state of Check_Limits becomes the before state of Check_Rate,
and so on. Notethat the ordering of the operationsisthe same as the order of their definition. Thisisno accident
asit helpsto explain their behaviour — but note that it was much easier to understand the operation * piecemeal’
than it would have been if we had presented the complete predicate for the total operation ‘in one piece’.

Clearly there are potentially other operations of interest for such a system but, hopefully, the above gives a
clear definition of at least some of the requisite functionality, ie the basic checking mechanisms.

A.1.2 Commentary

We will comment in detail on the effectiveness of such specification techniques in section 4, however it is
worthwhile drawing out one point here. In systems like the (hypothetical) one described above time is a very
important property and wewoul d probably want to specify the frequency with which the sensor val ues are checked,
and the length of time needed to carry out the checks. Thereis no built in notion of time within Z so thereis no
pre-defined way of doing this. However it is possible to extend the Z language with notions of time and we could
have expressed timing constraintsif we so wished.

Thenext notationwhichwewill consider ismuch morestrongly oriented towards specifying temporal properties
of systems and we will return to the general issue of what we can specify formally in sections 4 and 5.

A.2 Logic Specification

As indicated above there are many logics that can be used in specifications. For our purposesit isinteresting to
illustrate the logic developed as part of the Alvey FOREST project [[MKJ86]] and known as MAL — standing
for Moda Action Logic. Thelogicis deontic, that means it includes notions of permission and obligation. MAL
specifications are concerned with agents and actions o it is possible to specify, for example, that some agent is
obliged to carry out some action. Coupled with atemporal capability this gives the ability, in principle, to state
that some action must be carried out withinagiveninterval. Thisisintuitively appealing asit is closeto the basic
notions of safety in many cases, eg nuclear trips and other shutdown systems. For the sake of simplicity we only
consider simple deontic specifications here and do not address the temporal issues.

The available specification logics are very different in form, although al embody the capability of making
inferences about (permitted) behaviour from the basis of what has been specified. Thus the following example
should be viewed as being illustrative, not representative.

A.2.1 Simple MAL Specifications

MAL isalayered logic, that isitis built up by adding more sophisticated logical frameworks over abasis of first
order predicate cal culus (the same underlying basis as found in Z). The layers and their uses are:

1. first order predicate logic for specifying the static properties of data and other entities being modelled;
2. amodal logicfor expressing the effects of performing operations;

3. adeonticlogic for expressing permission and obligation for carrying out actions;

4. action combinatorsfor constructing larger actions from smaller ones;

5. atemporal logic for expressing timing constraints.

Our simple examples will largely be concerned with thefirst three layers.
Assuming that the reader is now familiar with the simplefirst order logic concepts through the treatment of Z
we can start to explain the second layer, the action logic. In the action logic we can specify axioms of the form:

precondition = [action, agent]postcondition

This is very similar to the Z concepts except that there is an explicit identification of the agent which engages
in some action. The axiom means that, if the precondition holds and the agent carries out the action then the
postcondition holds. A benefit of the logicisthat we can make deductions about logical possihilities.

Even the simple modal basis alows us to express interesting properties and to deduce relevant facts about
sequences of operations. However the deontic component offers much greater expressive power. The two basic
constructions are;

obl (action, agent)
per (action, agent)
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The permission operator, per, simply says that the agent may do the action, whereas the obligation operator,
obl, says that the agent must do the identified action next (although there is no time limit without the temporal
component).

Having given this elementary introduction to the basic MAL concepts (excluding operation combination and
timing) we can now give a simple example of aMAL specification.

A.2.2 An Example MAL Specification

The specification is structured into sectionsintroducing agents, data types including types for the predicates used
in the specifications, and variables which aso include definition of the actions which can be undertaken by the
agents. Thereis a specification checking and proof system for MAL and our example is presented in the syntax
used by the MAL tools so that we can also illustrate the use of one of thetools. However, it should be stressed that
thisisonly apartial specification intended for pedagogical purposes, not to give a compl ete probl em specification.

The specification is intended to represent the structure of agents and the actions of the agents for a triple
modular redundant implementation of a trip system where each of the triplicated channels reads input from six
temperature sensors.  The output from the three channels goes via a voter to a simplex actuator. In MAL we
have chosen to model each of the basic hardware components as an agent — this is the natural approach as the
hardware components are the only entities which can engagein actions. It isintended that the example be viewed
as defining a computationa structure in which the threshold calculations described in Z in the previous sections
might be appropriate, ie they might represent the functionality implemented in the channels.

InMAL wefirstintroducethebasi c entitiesfor the specifications, ietheagents and dataitemsto be manipul ated,
together with (types of) predicates which represent the actions engaged in by the agents. Theisalso identification
of other predicates which simply represent properties of the system.

We first introduce four types (sortsin FOREST’ s terminology) for agents.

AGENT
Sensor, Channedl, \bter, Actuator

These agents, or rather agent types, represent the four major unitsin the trip system. The connections between
these components will become apparent through the axioms presented earlier.

The data section now introduces two basic data types representing the main data el ements that pass between
the hardware components (agents) and defines the set of sensors and channel's, together with the voter and actuator.
We have chosen to have six sensors, S1-S6, although this is a rather arbitrary decision (choosing a different
number would not have affected the example in a significant way). We aso define two predicates representing
‘calculations’ carried out by thesystem, viz: in_limitsand majority, but only givetheir types, in the sense of stating
the data over which they are defined, rather than stating their propertiesin predicate cal culus. These predicates are,
however, conceptually similar to the operations defined in the Z specification shown above. The three predicates:
available, assessed and all_assessed are necessary to specify data flow through the components of the system and
various synchronisation properties. Finally the predicates: reading, assess, arbitrate, reset and closedown define
actions which can be undertaken by the agents.

DATA
temp, threshold,;
S, 2,83, 94, S5, S5 — Sensor;
C1,C2,C3 — Channd;
V — \oter;
A — Actuator;
available: Sensor x temp;
assessed : Channdl x threshold;
in_limits: temp x temp x temp x temp x temp x temp;
signal : threshold;
majority : threshold x threshold x threshold;

all_assessed :;

(Sensor) reading : temp;

(Channdl) assess : temp x temp x temp x temp x temp x temp x threshold;
(\oter) arbitrate : threshold x threshold x threshold;

(Voter) reset;

(Actuator) closedown;
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The predicates are intended to have intuitively obvious interpretations. Available indicates the availability of a
new reading from the temperature sensor. Assessed indicates that a channel has made an assessment and has a
threshold value (perhaps indicating that the temperature is outside the allowed limits) available. Both are true
when datais available. The predicate all_assessed is true when al of the channels have made an assessment, ie
when assessed is true for each channel. These predicates are necessary to define the synchronisation and flow of
control between the various system components (agents).

In_limits is a predicate representing an evaluation over six temperature values to assess whether or not they
are within the specified limits — thisis, in effect, the predicate evaluated by each channdl. It is true when the
temperatures are outside the permitted range. Signal istrue when an out of range temperature set issignalled from
the channel to the voter. Majority isthe anal ogue of the predicate in_limits evaluated by the voter.

Theactionreading deliversatemperaturevaluefrom asensor. Assessevaluatesaset of six temperaturereadings
and determines whether or not they (according to some averaging cal cul ation) exceed the alowed threshold value
— and signal athreshold valueif thisisthecase. Arbitrateisasimilar functionto assess dealing with thethreshold
signals coming from the three channels and closedown represents the action of shutting down the reactor, eg
droppingtherods. Finally reset enablesthe system to start reading temperature values again; it isdlightly arbitrary
that reset is deemed to be an action of the voter, but this reflects a view that once the voter receives the inputs
from the channel s the previous values are no longer needed. In practice a rather looser synchronisation may be
appropriate.

We now introduce variables which enable us to state the axioms and define the semantics of the operationsin
which the agent types can engage. The temperature and threshold values with a numerical component represent
the outputs from the sensors and from the channel s respectively. The identifiersintroduced in the data section are
also availablefor use in the axioms defining the system behaviour and clearly refer to parts of the physical system.

VARIABLES
s: Sensor,
¢ : Channdl,
t,t1,12,t3,t4, t5, 16 : temp,
[,11,12,13 : threshold;
END

We can now specify the axioms which define the required behaviour of the system. The basic aim is to show the
flow of dataand control through the system, culminating in defining when the reactor is closed down. The axioms
fal naturally into groups. Wefirst state the axiomsin each group then give an interpretation of their meaning:

/  Axiomsfor thetrip systemx /

/ « Axiom1 « /

all_assessed = obl(reset, V);

/ « AXiom2 « /

[reset, V]'all_assessed &
lavailable(SI, t1) & lavailable(S2, t2) & lavailable(S3,t3) &
lavailable(S4, t4) & lavailable(Sh, th) & lavailable(S5, t6) &
lassessed(Cl1, 1) & lassessed(C2, 1) & lassessed(C3, 1);

/ « AXiom3 «x /

FORALL s: Sensor(FORALL t : temp('available(s, t) = obl(reading(t), s)));

/ « Axiom4 « /

FORALL s: Sensor (FORALL t : temp([reading(t), slavailable(s, t)));

/ « Axiomb « /

FORALL c : Channel ([assess(t1, t2, t3,t4, t5, 16, 1), classessed(c, 1) );

/ « AXiom6  /

all_assessed < FORALL c : Channel (assessed(c, 1));

The above group of axiomsislargely concerned with sequencing of the actions for the system as awhole. Axiom
1 says that when the all_assessed predicate istrue, ie when all channels have assessed the input temperatures, the
voter isobliged to carry out the reset action. Axiom 2 says that the consequence of carrying out the reset actionis
that no datais available from the sensors and that the assessed predicate reflecting the state of the channelsisfalse
for each channel (note; that’!” isused for —).

Axiom 3 says that all the sensors are obliged to read their associated temperatures when their output is not
available. Axiom 4 says that after a sensor has engaged in the reading action the predicate availableistrue for the
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associated datum, indicating that it may be used by three channel s carrying out the assessment. Axiom5 represents
asimilar conditionto Axiom 3 for the channels, and Axiom 6 says that all_assessed is true when all the channels
have made their assessments.

None of the above axioms are very remarkable — they simply define the ‘natural’ sequencing of operations
through the system. We can now consider the axioms that represent the channel behaviour:

/ « AXiomT7 «x /
EXISTSt1 : temp(EXISTSt2 : temp(EXISTSt3 : temp(
EXISTSt4 : temp(EXISTSt5 : temp(EXISTSt6 : temp(
FORALLc : Channe (EXISTSI : threshold(
available(Sl, t1) & available(S2,12) & available(S3,13) &
available(S4, t4) & available(Sh, t5) & available(S5,16) &
tassessed(c, 1) =
obl (assess(t1, 12,13, t4,t5,16,1),¢)))))))));
/ « AXiom8 « /
EXISTSt1 : temp(EXISTSt2 : temp(EXISTSt3 : temp(
EXISTSt4 : temp(EXISTSt5 : temp(EXISTSt6 : temp(
FORALLc : Channel(
EXISTS| : threshold(
lindimits(t1, t2,t3,t4,t5,t6) =
[assess(t1, 12, t3,t4, 5,16, 1), c]signal (1)))))))));

The axioms here are rather clumsy due to the need to introduce variables for the temperature readings which
pass between the sensors and the channdls. Unfortunately the MAL checker only allows single variables for each
quantified statement, hence the need for the deeply nested existentia quantifiers.

Axiom 7 says that when all the sensors have produced data val ues (temperature readings) then dl the channels
must assess the values and produce a threshold signal. In practice it would probably be appropriate to specify that
the action occurs when asubset of the datais avail able or after some timeout has occurred. Additionally there may
be a need to specify synchronisation between the channels, ie that the channelswork in ‘lock-step’. For the sake
of simplicity we have not addressed such issues.

Axiom 8 statesthat if the temperature values are not inlimitsthen the threshol d val ue produced by each channel
makes the predicate signal true, indicating the out of limitstemperature valuesto the voter. 1t should be noted that
we have not said how the predicate in_limitsis defined so we do not have afull definition of system behaviour.

Finally, we have the axioms defining the operations of the voter and actuator.

/ * Axiom 9 x /
EXISTSI1 : threshold(EXISTSI2 : threshold(EXISTSI3 : threshold
(assessed(cl, 11) & assessed(c2, 12) & assessed(c3, 13)
= obl(arbitrate(11, 12, 13), V))));
[/« AXiom 10  /
EXISTSI1 : threshold(EXISTSI2 : threshold(
signal(11) & signal(I12) & 11! =12 =
[arbitrate(l1,12,13), V]obl(closedown, A)));

Axiom 9 says that the voter is obliged to carry out an arbitration when al the channels have produced values for
assessment. Note that we cannot use the predicate all_assessed because we wish to identify that thevalues |1, 12,
and |3 are actually used as abasis of the arbitration, iewe are identifying the flow of datafrom the channelsto the
voter.

Finally, Axiom 10 says that if any two of the three channels indicate that the temperatures are outside their set
limitsthen the closedown action must occur. The specification hereisalittleartificial asthe redundancy and voting
isonly useful if the channels might ‘see’ different temperature va ues (perhaps due to synchronisation problems)
or the channels may fail. Again for simplicity inillustrating the use of MAL we have not included such details
here.

In principle we should prove that the specification has certain consistency properties, eg that the it does not
require one agent to carry out two actions a once (the semantics of obligation is that the agent must do the
obliged action next). Also we can derive properties of interest from the specification — for instanceit ought to be
possibleto show that the temperature val ues going out of range impliesthat the actuator isobliged to carry out the
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closedown action. The FOREST project has devel oped some tools, including a proof assistant, for investigating
such properties.

With the MAL approach it is worth stressing that we have not only been able to specify required behaviour
but, using an animator, we can shown that the system has the expected behaviour in defined circumstances. Thus
simulation (and other forms of ‘animation’) can be an aid to validation of specifications.

A.3 Refinement

Space does not permit us to illustrate a complete refinement here so our intentionis to give a more detailed, but
not too technical, discussion of the nature of refinement in order to clarify the concept. Our description essentially
deals with refinement in the context of model based specification — conceptually similar but technically different
approaches are used with other formalisms, eg algebraic specifications.

Refinement covers both guidelines on how to proceed from a high level to alow level specification, and rules
for verifying (checking) that this has been done in a consistent manner. It is norma to specify both data which
will be stored within acomputer system and operationswhich will modify or transform the data. Thus refinement
rules have to deal both with refining data, and with refining operations.

With data objects, the primary reguirement for the verification rules is to show that all data which can be
unambiguoudly represented at the high level can similarly be represented at thelow level. Thisisusually referred
to as adequacy. For example a high level specification may include the concept of a set, and a lower level
specification may choose to implement the set asalist. It isnormal to define afunction or relation which maps the
val ues between the two levels. Demonstration of adeguacy thus means showing that the relation or function gives
an unambiguous mapping between the levels. In our (somewhat simplified) example thisamounts to showing that
every set can be represented as alist, and vice versa for every list that can be generated as the representation of a
et

The function or relation between the levels is given different names in different methods, but it is perhaps
most commonly called aretrieve function as it can be thought of as retrieving the high level values from their low
level representation. In general there will not be a one to one mapping between the levels, and it may be possible
to represent more values at the low level than at the high level. For example integersin therange 1 to 10in a
specification might be represented by full (machine processabl€) integersin aprogram or lower level specification.
Further values at the high level may be represented in more than oneway at thelow level — indeed thisisthe case
in our simple set example.

With functions/operations the requirement is to show that the operations at each level do the same thing —
albeit after allowing for mapping between the data objectsat each level. Thisisusually referred to as satisfaction
. The concept of satisfaction can most readily be illustrated by considering a diagram relating states before and
after an operation.

Imagine starting with a low level value, C, and mapping it to a high level value A before applying the high
level operation to arrive at value B. 1t would also be possibleto carry out thelow level operation first, then to map
from D to B. Satisfaction requires that each route leads to the establishment of the same value at B.

There arein fact many different definitions of refinement, al though many of them are conceptually similar (but
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not identical) to the form illustrated above.

In practice refinement rules typically incorporate a set of proof obligationswhich are criteria which must be
met if a refinement is to be valid — more strictly the obligations are theorems which have to be proven to show
adequacy and satisfaction.

There are, in genera, differences in amount of detail between two levels of specification, so verifying the
proof obligations cannot show that the specifications are equivalent — merely that they are non-contradictory.
This is essentially the point we were making earlier when we were drawing the distinction between the pairs:
verification/validation and synthetic/analytic reasoning. More significantly there is a considerable amount of
freedom in defining a set of refinement rules, eg in the way they treat non-determinism, and this has led to many
sets of refinement rules being devel oped, each with its own strengths and weaknesses. This does not mean that
some techniques are right, and that others are wrong, rather that they have different areas of applicability.

We have illustrated the concepts of refinement in the context of model -oriented specification. With the other
approaches to formal specification the technical details of refinement are different from that of model-oriented
specification, but the spirit i sthe same — verifying that we are adding detail, or otherwise enriching specifications,
in amanner which is consistent with the initia specification.

Our brief discussion hasal so focussed |argely on the verification aspects of refinement, and not on theguidelines
for proceeding from a high level to alow level specification. Typicaly these guidelines will (or should) cover
issues of functional decomposition, and a so consider non-functional propertiesof systems. That is, theguidelines
should recognise that non-functional issues such as performance, reliability, and so on, can drive the refinement
process. Unfortunately current refinement approaches do not deal adequately with such issues so, for example,
there are no refinement rules which deal adequately with fault tolerance — an approach would need to show that
the fault models plus fault recovery mechanisms at one level ‘satisfied’ the fault models at the next higher level.
Thisremains an area of research.

A.4  Summary and Comparison of Approaches

There are a wide variety of types of forma methods, each with different characteristics which means that
generalisations about formal methods may be more misleading than helpful. 1t isalso rather difficult to appreciate
what the methods are like in use from simple definitions and descriptions — by way of analogy, consider how
difficult it is to appreciate the utility of a programming language without trying it out on afew problems. Thisis
why we have taken the troubleto give fairly extensive exampl es of three rather different types of forma method.
We are now in aposition to make some comparisons, although we steer clear of value judgementsregarding utility
as thisisthe province of the next section.

First, we can now see clearly that the two methods enable usto do quite different things. Z enabled usto give
quite detailed specifications of the required behaviour of the actionsto be carried out in the system, but was rather
poor a modelling communication and has no way of representing concurrency. In contrast MAL is much clearer
about system structure, including potentia for parallel execution, and communication although they itisrelatively
weak at defining functionality. MAL allows us to make statements about timing behaviour, whereas Z does not.

Some of the above differences are partialy areflection of the way in which we have used the notations. For
example it is possible to specify timing in Z [[CCM90]] but we believe we have accurately characterised the
‘natural’ way to use the core specification languagesin each case. Thuswe must conclude that different methods
have quite different expressive powers.

Second, we believe that it is quite difficult to use the techniques outside their natural domains. This does not
mean to say it isimpossible, as we indicated above it is possible to extend the techniques to deal with additional
properties of systems but it is not entirely straightforward — for example adding a deontic component to Z would
be quite difficult, especially when it came to defining the semantics for the extended notation. However since the
methods illustrate different facets of systems then they can be used together — assuming we can map adequately
between the notations. Thus we believe that it is both possible and beneficial to use an eclectic approach to
specification, although thisisrardly, if ever, donein practice.

Third, the mathematics, athough valuable for its precision, does not stand on its own. In the example it was
essential to use proseto define what it was that the specificationswere meant to relateto— ‘inthereal world'. Itis
always necessary to support formal specifications with prose and, without this, we have no way of knowing what
the specifications mean. Moretechnically we know what they mean in terms of the underlying logic, but we don’t
know what they mean in relation to the systems we hopeto build. Thisisagenera property of formal approaches,
not just a characteristic of our examples, but one which we hope is adequately borne out by the examples.

Fourth, there is considerabl e difference in the conciseness or verbosity of the notations. Again thisis partly an
effect of the examples chosen and the way the problems have been addressed but. Thisisimportant as conciseness
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influences intelligibility, although thereis not asimplerelation. Extremely terse and extremely verbose notations
may be equally hard to read and, ideally, we require concise notations so we do not have much to read, but which
are till as easy to read as ordinary english prose. Thisis, of course, a difficult compromise to achieve — and we
will leave the reader to draw hisown conclusionsabout which, if any, of the three notationsused above satisfy this
requirement.

Finaly, it isimportant to stress the point that the methods are genuinely different in their capabilities and any
generalisations about formal methods (other than thisone!) may be quite misleading and inappropriate to some
particular class of method.
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