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1 INTRODUCTIONThe need for information security was recognized with the advent of the �rst multi-usercomputer systems. This need has become more and more signi�cant, as computer sys-tems have evolved from isolated mainframes behind guarded doors to interconnected anddecentralized open systems.The objective of information security can be divided into three separate, but interrelated,areas as follows: con�dentiality (or secrecy) is concerned with disclosure of information,integrity is concerned with modi�cation of information, and availability is concerned withdenial of access to information. These three objectives arise in practically every informationsystem. For example, in a payroll system con�dentiality is concerned with preventingan employee from �nding out the boss's salary; integrity is concerned with preventingan employee from changing his or her salary; and availability is concerned with ensuringthat the paychecks are printed on time. Similarly, in a military command and controlsystem con�dentiality is concerned with preventing the enemy from determining the targetcoordinates of a missile; integrity is concerned with preventing the enemy from altering thetarget coordinates; and availability is concerned with ensuring that the missile does getlaunched when the order is given.Lattice-based access control models were developed to deal with information 
ow incomputer systems. Information 
ow is clearly central to con�dentiality. As we will see italso applies to integrity to some extent. Its relationship to availability is tenuous at best.Thus, these models are primarily concerned with con�dentiality and can deal with someaspects of integrity.The basic work in this area was done in the 1970s. Since then these models have beenimplemented in a number of systems, mostly driven by the needs of the Defense sector. Thetheory and concepts are, however, applicable to almost any situation in which information
ow is a concern. We will see there are policies unique to the Commercial sector which havesuch concerns.Lattice-based access control is one of the essential ingredients of computer security aswe understand it today. We discuss a number of models developed in this context, andexamine their underlying theoretical and conceptual foundations.2 INFORMATION FLOW POLICIESInformation 
ow policies are concerned with 
ow of information from one security class toanother. In a system, information actually 
ows from one object to another. The modelswe will be discussing, treat \object" as an unde�ned primitive concept. An object can be(informally) de�ned as a container of information. Typical examples of objects are �les anddirectories in an operating system, and relations and tuples in a database.Information 
ow is typically controlled by assigning every object a security class, alsocalled the object's security label. Whenever information 
ows from object a to object b, thereis also information 
ow from the security class of a to the security class of b. Henceforth,when we speak of information 
ow from security class X to security class Y , the reader can1



visualize this as information 
ow from an object labeled X to an object labeled Y .The concept of an information 
ow policy was formally de�ned by Denning [5] as follows.De�nition 1 [Information Flow Policy] An information 
ow policy is a triple <SC;!;�> where SC is a set of security classes, !� SC � SC is a binary can-
ow relation onSC, and � : SC � SC ! SC is a binary class-combining or join operator on SC. 2It is understood that all three components of an information 
ow policy are �xed, and donot change with time. Note that this de�nition allows objects to be created and destroyeddynamically (as one would expect to do in useful systems). Security classes, however, cannotbe created or destroyed dynamically.It is convenient to use in�x notation for the can-
ow relation, so that A ! B meansthe same as (A;B) 2!, i.e., information can 
ow from A to B. We also write A 6! B tomean (A;B) 62!, i.e., information cannot 
ow from A to B. In other words, informationcan 
ow from security class A to security class B under a given policy if and only if A! B.(It might be more appropriate to call this relation may-
ow, rather than can-
ow, since theconnotation is that the indicated 
ow is permitted under the given policy. We have chosento retain the original terminology of [5].)Similarly, in�x notation will be used for the join operator, i.e., A � B = C means thesame as �(A;B) = C. The join operator speci�es how to label information obtained bycombining information from two security classes. Thus, A � B = C tells us that objectswhich contain information from security classes A and B should be labeled with the securityclass C.A trivial example of an information 
ow policy is one in which no information 
ow isallowed from one security class to a di�erent security class. (Note that information 
owfrom a security class to itself cannot be prevented, and therefore must always be allowed.After all, information contained in an object \
ows" to that object, thereby resulting ininformation 
ow from the security class of the object to itself.) This trivial policy of isolatedsecurity classes is formally stated as follows.Example 1 [Isolated Classes] SC = fA1; : : : ; Ang; for i = 1 : : : n we have Ai ! Ai andAi �Ai = Ai; and for i; j = 1 : : : n, i 6= j we have Ai 6! Aj and Ai �Aj is unde�ned. 2The simplest example of a non-trivial information 
ow policy occurs when there are justtwo security classes, calledH (for high) and L (for low), with all 
ows allowed excepting thatfrom high to low. In other words high information is more sensitive than low information.A formal statement is given below.Example 2 [High-Low Policy] SC = fH;Lg, and ! = f(H;H); (L;L); (L;H)g. Equiv-alently, in in�x notation, H ! H, L ! L, L ! H, and H 6! L. The join operator isde�ned as follows: H �H = H, L�H = H, H � L = H, and L� L = L. 2This policy is represented by the Hasse diagram of �gure 1(a). The can-
ow relation isunderstood to be directed upwards in this �gure. The re
exive 
ows from H to H and L toL are implied but not explicitly shown. The other Hasse diagrams in �gure 1 also representinformation 
ow policies which will be discussed in this paper. In these diagrams transitiveedges, such as from L to H in �gure 1(b), are implied but not explicitly shown.Denning [5] showed that under certain assumptions, given below, an information 
ow2



policy forms a �nite lattice.De�nition 2 [Denning's Axioms]1. The set of security classes SC is �nite.2. The can-
ow relation ! is a partial order on SC.3. SC has a lower bound with respect to !.4. The join operator � is a totally de�ned least upper bound operator. 2It can be shown [5] that Denning's axioms imply the existence of a greatest lower boundoperator, which in turn implies the existence of an upper bound with respect to!. Example2 satis�es Denning's axioms whereas example 1 does not, speci�cally failing to satisfy axioms3 and 4. We will see how example 1 can be extended to form a lattice. We note that,although our focus in this paper is on policies which satisfy Denning's axioms, we will seethere are legitimate information 
ow policies which do not satisfy these axioms.Denning's �rst axiom requires that the set of security classes is �nite, and needs littlejusti�cation. It should be kept in mind that the axiom applies to security classes, and notto the objects in a system. Denning's axioms allow for objects to be created and destroyeddynamically, with no bound on the number of objects that can be created.Denning's second axiom states that ! is a partial order on SC. A partial order is are
exive, transitive and anti-symmetric binary relation. We have already seen the need forre
exivity in context of example 1, whereby A ! A for all A 2 SC. Transitivity requiresthat if A ! B and B ! C then A ! C, i.e., if indirect information 
ow is possible fromA to C via B then we should allow direct information 
ow from A to C. This is a veryreasonable requirement in most situations.1 Finally, anti-symmetry requires that if A! Band B ! A then A = B. Given the re
exive and transitive requirements, anti-symmetrymerely eliminates redundant security classes. In other words, there is no point having twodi�erent security labels if objects with these labels are restricted to having exactly the sameinformation 
ows.Denning's third axiom requires that SC has a lower bound L (for system low), i.e.,L! A for all A 2 SC. This axiom acknowledges the existence of public information in thesystem. Public information allows for desirable features such as public bulletin boards anddatabases, which users expect to �nd in any modern computer system. From a theoreticalperspective, one can argue that information from constants should be allowed to 
ow toany other object; so constants should be labeled L. A concrete example of such a constantwould be version information about the operating system. Version information is necessary1There are, however, situations in which indirect 
ow should not imply direct 
ow. For example, supposewe wish to allow transfer of information from H (high) to L (low) but only if mediated by a sanitizingprocess with security class SAN. We then have H ! SAN, SAN ! L, but H 6! L. These situations aretypically handled as exceptions falling outside the normal lattice framework of information 
ow. It shouldbe noted that such non-transitive information 
ows can be enforced using the concepts of type enforcementand assured pipelines discussed in [3]. Non-transitive information 
ow policies can also be expressed in thetype-based access control model of [11]. 3



for the correct operation of certain programs, and should be publicly available. Note thatthe policy of example 1 does not have a lower bound.Denning's fourth axiom is the most subtle. There are actually two parts to it. Firstlythe join operator is required to be totally de�ned, i.e., A � B is de�ned for every pair ofsecurity classes from SC. This means that it is possible to combine information from anytwo security classes and give the result a label. In example 1 we saw a situation in whichthis property was not satis�ed, i.e., Ai � Aj was unde�ned for i 6= j. To bring example 1into line with Denning's axioms, we can introduce a new security class H (for system high)and de�ne Ai�Aj = H for i 6= j. By introducing L and H example 1 is modi�ed as follows.Example 3 [Bounded Isolated Classes] SC = fA1; : : : ; An; L;Hg; L ! L, L ! H,H ! H, and for i = 1 : : : n we have L ! Ai, Ai ! Ai, Ai ! H; for i = 1 : : : n wehave Ai � Ai = Ai, Ai � H = H, and Ai � L = Ai; and for i; j = 1 : : : n, i 6= j we haveAi �Aj = H. 2This policy is depicted by the Hasse diagram of �gure 1(b). The can-
ow relation goesupwards in the �gure along the edges shown. (Recall that re
exive edges, such as from Aito Ai, and transitive edges, such as from L to H, are implied but not explicitly shown.)There is a practical role for system-high objects in that information about the global stateof the system can only go in objects labeled H, and such information could be crucial forproper system administration and audit. On the other hand, this example also suggeststhat in some situations it may be more appropriate to use partially-ordered labels, ratherthan striving for a complete lattice.The second part of Denning's fourth axiom states that the join operator is a least upperbound. This means that for all A;B;C 2 SC we have (i) A ! A � B and B ! A � B,and (ii) if A ! C and B ! C then A � B ! C. Property (i) follows from the intuitionunderlying the join operator, i.e., A � B is the label on information collectively obtainedfrom A and B. Therefore information from A, as well as from B, should be able to 
owto A � B. Property (ii) stipulates that if information can 
ow individually from A and Bto C, then information obtained by combining information from A and B should also beable to 
ow to C. This is a reasonable requirement, somewhat analogous to the transitivityproperty in Denning's second axiom.An important consequence of Denning's fourth axiom is that the join operator can beapplied to any number of security classes. This is because least upper bound is an associativeand commutative operator. Thus, we can compute A1�A2� : : :�An to be the least upperbound of fA1; A2; : : : ; Ang. In this manner we can label the result of combining informationfrom any number of security classes.Finally, we note that the security literature is usually cast in terms of the inverse of thecan-
ow relation, de�ned as follows.De�nition 3 [Dominance] A � B (read as A dominates B) if and only if B ! A. Thestrictly dominates relation > is de�ned by A > B if and only if A � B and A 6= B. We saythat A and B are comparable if A � B or B � A; otherwise A and B are incomparable. 2The strictly dominates relation has the following signi�cance: if A > B then A 6! B butB ! A. In other words, A is more sensitive than B.4



3 EXAMPLESThe simplest examples of non-trivial information 
ow policies occur when the can-
ow re-lation is a total or linear ordering of the security classes. The most common example oftotally ordered security classes are the TS (for top secret), S (for secret), C (for con�den-tial) and U (for unclassi�ed) sensitivity levels encountered in the military and governmentsectors. This policy is depicted in �gure 1(c). In general we can have any number of totallyordered security classes. (A total or linear ordering is often called a hierarchical ordering inthe security literature. In this paper we avoid using the term \hierarchical ordering", sinceit is sometimes understood to mean a tree-like ordering.)Note that � is a total ordering if and only if its inverse! is a total ordering. Moreover,in a total ordering there are no incomparable security classes. The de�nition of A � B isthen simply the maximum of A and B with respect to the dominance relation. In otherwords, when information from two security classes is combined the label of the result is thehigher one of the two classes being combined, e.g., S � U = S.Figure 1(d) depicts a partially ordered lattice. The security classes are obtained as thepower-set (i.e., set of all subsets) of fA;Bg. To be concrete, say that A denotes salary infor-mation and B denotes medical information in a personnel database. The system low classis the empty set, which can have public information but no salary or medical information.The security labels fAg and fBg are singleton sets respectively corresponding to salaryinformation and medical information. When salary and medical information is combinedthe result must be labeled fA;Bg. Note that fAg and fBg are incomparable, and thatfAg � fBg = fA;Bg. In this policy can-
ow is identical to the subset relation, dominanceis identical to superset, and join is the set union of the labels. Such a lattice is called asubset lattice. In the military and government sectors the individual set elements (i.e., Aand B) are known as categories; while the security classes (i.e., sets of categories) are knownas compartments.Figure 1(e) shows a subset lattice with three categories A, B, and C which, for example,might denote salary, medical and educational information respectively. In this case notethat the security classes fAg and fBg have two upper bounds, viz., fA;Bg and fA;B;Cg,with fA;Bg being the least upper bound.We can similarly de�ne subset lattices of any size. Since there are 2n subsets of a setof size n, there is an exponential increase in the number of security classes as the numberof categories increases. In practice, only a vanishingly small fraction of the security classeswould be actually employed for large n.It should be noted that selecting an arbitrary subset of a lattice will not necessarilyyield a lattice. For example, the partial order of �gure 2(a) results by selecting these foursecurity classes from the subset lattice on fA, B, C, Dg. The partial order of �gure 2(a)fails to be a lattice for two reasons. Firstly, it is missing the system low and system highsecurity classes. Secondly, the two upper bounds of fAg and fBg are incomparable, andtherefore there is no least upper bound of fAg and fBg. By �lling in these missing securityclasses we can extend the partial order of �gure 1(a) to obtain the lattice of �gure 1(b). Itis always possible to do such a construction for any partial order, i.e., every partial ordercan be embedded in a lattice by including additional security classes, if so desired.5



The two lattices we have considered above, i.e., the totally ordered lattice and the subsetlattice, are often combined. This is particularly so in the military and government sectors,where this structure is laid down by law. (Note that the system high security clearance issometimes not given to any individual in systems which handle the most sensitive informa-tion.) Each security class has two components: one from the totally ordered security latticeof �gure 1, and the second from a subset lattice on some number of categories. One label issaid to dominate another if each component of the �rst label dominates the correspondingcomponent of the second. For example, <TS; fAg> dominates <S; fAg> but is incompa-rable to <S; fBg>. The join of two labels is similarly de�ned as the pairwise join of theindividual components, e.g., <TS; fAg> � <S; fBg> = <TS; fA;Bg>. It is easy to seethat the result is a lattice. In fact it is known as the product lattice of the two underlyinglattices. This example illustrates the general property that the product of two lattices is alattice.It is possible to generate very large lattices in this manner. As mentioned earlier, insuch cases realistically only a small subset of the entire lattice would be used. A concreteillustration of this was given by Smith [13], who describes a actual lattice based on commonpractice in the military. This security classes consist of the four linearly ordered securitylevels TS > S > C > U , and 8 categories fA;K;L;Q;W;X; Y; Zg corresponding to say8 di�erent projects in the system. Smith's lattice is shown in �gure 3. It has 21 labelsfrom a possible space of 4� 28 = 1024 labels. It is interesting that the 21 labels which areactually used do constitute a lattice. Note that, except for the system high security class,combinations of categories occur only in two's and three's. Also the use of categories occursmostly above top-secret (TS), and none occurs below secret (S).4 ACCESS CONTROL MODELSSo far we have de�ned what an information 
ow policy is, and have seen that Denning'saxioms imply that we have a lattice of security labels. We now consider how to enforce aninformation 
ow policy in a system. The active entities in a system are usually processesexecuting programs on behalf of users. Therefore information 
ow between objects, andthereby between security classes, is carried out by processes. There is a potential for infor-mation 
ow from every object that a process reads to every object that it writes. In theabsence of knowledge about what a given program does, we must assume the worst case;and say that wherever there is a potential for information 
ow, the 
ow actually occurs.In other words we must be conservative, and ensure that programs simply do not havethe ability to cause information 
ows contrary to the given policy. We will shortly seehow the Bell-LaPadula model [1] addresses this objective. First we introduce some basicabstractions for access control models.In order to understand access control and computer security, we must �rst understandthe distinction between users and subjects. This distinction is fundamental, but is oftendealt with imprecisely leading to undue confusion about the objectives of computer security.We understand a user to be a human being. We assume that each human being knownto the system is recognized as a unique user. In other words the unique human being Jane6



Doe cannot have more than one user identity in the system. If Jane Doe is not an authorizeduser of the system she has no user identity. Conversely, if she is an authorized user sheis known by exactly one user identity, say, JDoe. Clearly this assumption can be enforcedonly by adequate administrative controls, which we assume are in place. This assumptionis not required for some of the policies we consider in this paper. At the same time, it iscrucial for policies such as Lipner's integrity lattice and Chinese Walls, discussed later in thepaper. It is also something that is often violated in current systems. (It is worth observingthat the converse requirement, that each user identi�er in the system be associated withexactly one human being, is critical in order to maintain strict accountability. The use ofshared user identi�ers to facilitate sharing is usually resorted to only because the systemlacks convenient facilities for such sharing. In a properly designed system there should beno need for this arti�ce.)We understand a subject to be a process in the system, i.e., a subject is a programin execution. Each subject is associated with a single user on behalf of whom the subjectexecutes. In general a user may have many subjects concurrently running on the user'sbehalf in the system. Every time a user logs in to the system it is as a particular subject.(Note that access-control models assume that identi�cation and authentication of userstakes place in a secure and correct manner, and are concerned with what happens afterthat.) Di�erent subjects associated with the same user may obtain di�erent sets of accessrights. Consider the statement that the top-secret user John logs in at the secret level. Inthe user-subject terminology we interpret this statement as follows: �rstly, there is a uniqueuser John, cleared to top-secret; secondly, John can have subjects executing on his behalfat every level dominated by top-secret. For now, let us assume that each subject runs at a�xed security level. (We will see later that the security level of subjects can be changed insome models.)To summarize: each authorized human user is known as a unique user to the system whocan have several subjects executing on the user's behalf, but each subject is associated withonly one user. In general, subjects can create other subjects in the system. Nevertheless,each subject has a unique user as an ancestor, on behalf of whom the subject executes itsoperations.The access rights of subjects to objects in a system are conceptually represented by anaccess matrix [7]. The matrix has a row for every subject and a column for every object. Asubject can also be an object in the system, e.g., a process may have suspend and resumeoperations executed on it by some other process. In general, subjects are viewed as a subsetof the objects. The cell for row s and column o is denoted by [s; o], and contains a setof access rights specifying the authorization of subject s to perform operations on objecto. For example, read 2 [s; o] authorizes s to read o. Only those operations which areauthorized by the access matrix can be executed. For purpose of the access matrix, everyuser is also regarded as a subject in its own right. This subject retains the access rightsof the user, even when the user is not engaged in any activity in the system. The accessmatrix is usually sparse and is stored in a system using access control lists, capabilities,relations, or some other data structure suitable for e�cient storage of a sparse matrix.The access matrix is a dynamic entity. The individual cells in the access matrix can bemodi�ed by subjects. For example, if subject s is the owner of object o (i.e., own 2 [s; o])7



then s typically can modify the contents of all cells in the column corresponding to o. In thiscase the owner of an object has complete discretion regarding access by other subjects tothe owned object. Such access controls are said to be discretionary. The access matrix alsochanges due to addition and deletion of subjects and objects. (The typical access controlon �les and directories, provided by popular multi-user operating systems, on the basis ofprotection bits, is an example of discretionary access control. Similarly, the access controlon relations and parts of relations provided by popular relational database managementsystems, is also an example of discretionary access control.)Discretionary access controls are by themselves inadequate to enforce information 
owpolicies. The basic problem with discretionary access controls is that there is no constrainton copying information from one object to another. (There are other more subtle prob-lems with discretionary access controls, notably concerning the so-called safety problem forpropagation of access rights. For a discussion of the safety problem see [11].)To be concrete say that Tom, Dick and Harry are users. Suppose Tom has a con�dential�le PRIVATE, which he desires to be read by Dick but not by Harry. Tom can authorizeDick to read this �le, by entering read in [Dick,PRIVATE]. (Assume that Dick does notthereby have the authority to grant the read right for PRIVATE to other users, such asHarry.) Tom's intention can be easily subverted by Dick. Dick creates a new �le, callit COPY-OF-PRIVATE, into which he copies the contents of PRIVATE. As the creatorof COPY-OF-PRIVATE, Dick has the authority to grant read access for it to any user,including Harry, i.e., Dick can enter read in [Harry,COPY-OF-PRIVATE]. Then, for allpractical purposes, Harry can read PRIVATE, so long as Dick keeps COPY-OF-PRIVATEreasonably up to date with respect to PRIVATE.The situation is actually worse than the above scenario indicates. So far, we haveportrayed Dick as a cooperative participant in this process. Now suppose that Dick is atrusted con�dant of Tom, and would not deliberately subvert Tom's intentions regarding thePRIVATE �le. However, Dick uses a fancy text editor supplied to him by Harry. This editorprovides all the editing services that Dick needs. In addition Harry has also programmedit to create the COPY-OF-PRIVATE �le, and to grant Harry the right to read COPY-OF-PRIVATE. Such software is said to be a Trojan Horse, because in addition to the normalfunctions expected by its user it also engages in surreptitious actions to subvert security.Note that a similar Trojan Horse executed by Tom could actually grant Harry the privilegeto directly read PRIVATE.In summary, even if the users are trusted not to deliberately breach security we have tocontend with Trojan Horses which have been programmed to deliberately do so. We canrequire that all software that is run on the system is free of Trojan Horses. But this is hardlya practical option, particularly if we wish to guarantee this freedom with a high degree ofassurance. The solution is to impose mandatory controls which cannot be bypassed, evenby Trojan Horses.
8



5 THE BELL-LAPADULA MODELThe concept of mandatory access controls was �rst formalized by Bell and LaPadula [1].They de�ned a model, commonly called the Bell-LaPadula model. Since its original publi-cation numerous variations of this model have been published. Consequently it has becomesomewhat unclear, exactly what one means by the Bell-LaPadula model.In this paper we will take a minimalist approach, and de�ne a model, called BLP,which is roughly speaking the \smallest" model which captures the essential access controlproperties we wish to illustrate. The reader should note that the notation and preciseformulation of the rules of BLP are substantially di�erent from the original Bell-LaPadulamodel [1]. BLP is more in line with the formulations used by authors in the more recentliterature.The key idea in BLP is to augment discretionary access controls with mandatory accesscontrols, so as to enforce information 
ow policies. BLP takes a two step approach to accesscontrol. First there is a discretionary access matrixD, the contents of which can be modi�edby subjects (in some manner which we do not need to specify). However, authorization inD is not su�cient for an operation to be carried out. In addition, the operation must alsobe authorized by the mandatory access control policy, over which users have no control.The mandatory access control policy is expressed in terms of security labels attached tosubjects and objects. A label on an object is called a security classi�cation, while a labelon a user is called a security clearance. It is important to understand that a Secret usermay run the same program, such as a text editor, as a Secret subject or as an Unclassi�edsubject. Even though both subjects run the same program on behalf of the same user, theyobtain di�erent privileges due to their security labels. It is usually assumed that the securitylabels on subjects and objects, once assigned, cannot be changed (except by the securityo�cer). This last assumption, that security labels do not change, is known as tranquility.We will see later how this assumption can be relaxed in a secure manner.The speci�c mandatory access rules given in BLP are as follows, where � signi�es thesecurity label of the indicated subject or object.� Simple-Security Property: Subject s can read object o only if �(s) � �(o).� ?-Property: Subject s can write object o only if �(s) � �(o). (The ?-property ispronounced as the star-property.)Read access implies a 
ow from object to subject, hence the requirement that �(s) � �(o),or equivalently �(o)! �(s). Write access conversely implies a 
ow from subject to object,hence the requirement that �(s) � �(o), or equivalently �(s) ! �(o). Note that writeaccess is interpreted here as \write only." In some models, write access is interpreted tomean \read and write," with append access provided for \write only."These properties are stated in terms of the read and write operations. In a real systemthere will be additional operations, e.g., create and destroy objects. It su�ces to considerread and write to illustrate the main points. For example, create and destroy are alsoconstrained by the ?-property because they modify the state of the object in question.Note that the mandatory controls are formulated as \only if" conditions, i.e., they are9



necessary but not su�cient for the indicated access. In operational terms, we can visualizethe mandatory controls as kicking in only after the checks embodied in the discretionaryaccess matrix D have been satis�ed (or vice versa). If D does not authorize the operation,we do not need to check the mandatory controls since the operation will anyway be rejected(or vice versa).The simple-security requirement applies equally to humans and programs, and its needis self-evident. The ?-property on the other hand is not applied to human users, but ratherto programs. Human users are trusted not to leak information. A Secret user can writean Unclassi�ed document, because it is assumed that he or she will only put Unclassi�edinformation in it. Programs, on the other hand, are not trusted because they may haveTrojan Horses embedded in them. A program running at the Secret level is therefore notallowed to write to Unclassi�ed objects by the ?-property, even if it is permitted to do so bythe discretionary access controls. A Secret user who wishes to write an Unclassi�ed objectmust log in as an Unclassi�ed subject.A curious aspect of the ?-property is that an Unclassi�ed subject can write a Secret�le. This means that Secret data may be destroyed or damaged, perhaps accidentally, byUnclassi�ed subjects. To avoid this integrity problem a modi�ed ?-property is sometimesused, which requires �(s) = �(o), i.e., subjects can write at their own level but cannot\write up."Let us see how these properties impact on the Tom, Dick and Harry Trojan Horseexample discussed above. Suppose that Tom and Dick are Secret users, whereas Harryis an Unclassi�ed user. Tom and Dick can have Secret and Unclassi�ed subjects, whileHarry can only have Unclassi�ed subjects. Let Tom create the Secret �le PRIVATE viaa Secret subject. The simple-security property will prevent Harry's subjects from beingable to directly read the �le PRIVATE. The simple-security and ?-properties will ensurethat Harry's subjects cannot surreptiously read COPY-OF-PRIVATE, because COPY-OF-PRIVATE will either be labeled Secret (or above) or will not contain any information fromPRIVATE. Speci�cally, if Dick's Trojan-Horse-infected Secret subject creates COPY-OF-PRIVATE, it will be a Secret (or above) �le and Harry's Unclassi�ed subjects will not ableto read it. On the other hand, Dick's Unclassi�ed subject running the Trojan Horse cannotread PRIVATE and copy it to COPY-OF-PRIVATE. Note that the BLP mandatory accesscontrols only prevent information 
ow between security classes. Thus if Harry was a Secretuser like Tom and Dick, these controls would not solve the problem.Unfortunately, mandatory controls do not solve the Trojan Horse problem completely. ASecret subject is prevented from writing directly to Unclassi�ed objects. There are, however,other ways of communicating information to Unclassi�ed subjects. For example, the Secretsubject can acquire large amounts of memory in the system. This fact can be detected byan Unclassi�ed subject which is able to observe how much memory is available. Even ifthe Unclassi�ed subject is prevented from directly observing the amount of free memory, itcan do so indirectly by making a request for a large amount of memory itself. Granting ordenial of this request will convey some information about free memory to the Unclassi�edsubject. The load on the cpu can be similarly modulated to communicate information.Such indirect methods of communication are called covert channels [8]. Covert channelspresent a formidable problem for enforcement of information 
ow policies. They are di�cult10



to detect, and once detected are di�cult to close without incurring signi�cant performancepenalties. Covert channels do tend to be noisy due to interference by the activity of othersubjects in the system. Nevertheless, standard coding techniques for communication onnoisy channels can be employed by the Trojan Horses to achieve error-free communication.The resulting data rates can be as high as several million bits per second, if e�orts have notbeen made to mitigate these channels.The covert channel problem is outside the scope of lattice-based access control modelssuch as Bell-LaPadula. These models seek to prevent insecure information 
ows via ob-jects which are explicitly intended for inter-process data sharing and communication. Theproblem of avoiding, mitigating, or tolerating covert channels is considered an implementa-tion and engineering issue, requiring analysis of the system architecture, design and code(see [10], for example). It should be mentioned that there is another class of models, calledinformation 
ow models, which attempt to deal with all information 
ows in an uniformmanner [6]. Discussion of these models is beyond the scope of this paper.Let us now revisit the tranquility assumption, which requires that security labels ofsubjects and objects do not change. This assumption can be relaxed in several di�erentways, some of which are secure while others are insecure (i.e., they introduce information
ow contrary to the given lattice). Suppose we allow a subject s to change the security labelof object o from �(o) to �0(o), with the stipulation that �(s) = �(o), and �0(o) > �(o), e.g.,an Unclassi�ed subject upgrades the label of a �le from Unclassi�ed to Secret. Such a changeis secure, because it causes no information 
ow from Secret to Unclassi�ed. Now supposewe allow a Secret subject to perform the same change, i.e., we replace the stipulationthat �(s) = �(o) by �(s) > �(o). This latter case is insecure because upgrade of anUnclassi�ed �le to Secret by a Secret subject will make this �le disappear from the view ofUnclassi�ed subjects, thereby opening a means for communicating information from Secretto Unclassi�ed (which could be exploited by Trojan Horses). Note that a Secret user cansecurely upgrade an Unclassi�ed �le to Secret, by logging in as an Unclassi�ed subject inorder to make this change.6 THE BIBA MODEL AND DUALITYThe mandatory controls in the Bell-LaPadula model were motivated by con�dentiality con-siderations. Biba proposed that similar controls could be formulated for purpose of in-tegrity [2]. The basic concept in Biba's model is that low-integrity information should notbe allowed to 
ow to high-integrity objects, whereas the opposite is acceptable. Biba pro-posed several di�erent ways that mandatory controls could be used for integrity objectives.We limit our discussion to the best known of these, called strict integrity.In the usual formulation of the Biba model, high integrity is placed towards the top ofthe lattice of security labels and low integrity at the bottom. With this formulation thepermitted 
ow of information is from top to bottom. This is in opposite direction to thepermitted 
ow of information in the Bell-LaPadula model (or in Denning's axioms as statedearlier). This fact led Biba to propose the following mandatory controls, in analogy withthe mandatory controls of the BLP model. Here ! denotes the integrity label of a subject11



or object.� Simple-Integrity Property: Subject s can read object o only if !(s) � !(o).� Integrity ?-Property: Subject s can write object o only if !(s) � !(o).These properties are said to be duals of the corresponding properties in BLP.Now there is nothing intrinsic about placing high integrity at the top of the lattice (or forthat matter placing high con�dentiality at the top). After all, top and bottom are relativeterms coined for convenience, and have no absolute signi�cance. But then information 
owin the Biba model can be brought into line with the BLP model, by the simple expedientof saying that low integrity is at the top of the lattice and high integrity at the bottom.This requires us to invert the dominance relation in the Biba model so that low integritydominates high integrity. With this viewpoint we can use the mandatory controls of theBLP model to enforce the information 
ows required by the Biba model. Note that thesituation here is a symmetrical one. We could equally well invert the BLP (and Denning)lattices to put low con�dentiality at the top and high con�dentiality at the bottom, andemploy the mandatory controls of Biba to enforce the information 
ows.The point of the above discussion is that there is no fundamental di�erence betweenthe Biba and BLP models. Both models are concerned with information 
ow in a latticeof security classes, with information 
ow allowed only in one direction in the lattice. TheBLP model allows information 
ow upward in the lattice, whereas the Biba model allowsit downward. Since direction is relative, a system which can enforce one of these modelscan also enforce the other (given some straightforward remapping of labels to invert thedominance relation as needed).It is often suggested that the BLP and Biba models can be combined in situations whereboth con�dentiality and integrity are of concern. If a single label is used for both con�den-tiality and integrity, then the two models impose con
icting constraints. The consequenceof combining them is that a subject can read or write only those objects which have exactlythe same security label as the subject. This amounts to the trivial policy of no information
ows between security classes discussed in example 1. A more useful situation is one inwhich there are independent con�dentiality and integrity labels. In other words each secu-rity class consists of two labels: a con�dentiality label � and an integrity label !, with BLPmandatory controls applied to the former and Biba controls to the latter. To be precise let� = f�1, . . . , �pg be a lattice of con�dentiality labels, and 
 = f!1, . . . , !qg be a latticeof integrity labels. Assume that in both lattices high con�dentiality and high integrity areat the top, as proposed in the original models. The combined mandatory controls are asfollows.� Subject s can read object o only if �(s) � �(o) and !(s) � !(o).� Subject s can write object o only if �(s) � �(o) and !(s) � !(o).We call this the composite model. It is a popular model and has been implementedin several operating system, database and network products (speci�cally built to meetrequirements of the military sector). Now the composite model amounts to the simultaneous12



application of two lattices, in which information 
ow occurs in opposite directions (goingupwards in the con�dentiality lattice and downwards in the integrity lattice). However, byour discussion above we can invert the integrity lattice, and view the composite model asthe simultaneous application of two lattices with information 
ow going upwards in both ofthem. But then we have a product of two lattices, which is itself mathematically a lattice.In other words the composite model can be reduced to a single lattice.We illustrate this general result in �gure 4. Figure 4(a) shows two lattices � and 
 towhich BLP and Biba controls are respectively applied. The resulting mandatory controlsare stated in the accompanying table. Each entry speci�es the maximum access that asubject with label on the row can have to an object with label on the column. Exactlythe same mandatory controls are enforced by the BLP lattice of �gure 4(b). In this latticesubjects labeled �H!H cannot read objects labeled �H!L because of the !-component oftheir labels. At the same time they cannot write objects labeled �L!H because of the �-component. Finally they cannot read objects labeled �L!L because of the !-component,and cannot write to these objects because of the �-component. Other relationships in thislattice can be similarly interpreted. Also note that the top element of the lattice has highcon�dentiality but low integrity, whereas the bottom element has low con�dentiality buthigh integrity. Now exactly the same mandatory controls are also enforced by the Bibalattice of �gure 4(c) obtained by inverting �gure 4(b). In short the mandatory controlsexpressed by the three formulations of �gure 4 are precisely equivalent, and it does notmatter which one a system enforces. The net e�ect is identical.Another example of the simultaneous use of con�dentiality and integrity labels is fromLipner [9], who constructed a composite lattice for possible application in a conventionaldata processing environment. Lipner's lattice consists of 3 integrity levels, 2 integrity cat-egories, 2 con�dentiality levels and 3 con�dentiality categories. This results in a total of3 � 22 � 2 � 23 = 192 distinct labels, all of which could be instantiated as a single BLPlattice as we have argued. However, Lipner instantiates subjects and objects with only 9distinct labels, which turn out to be related by the BLP lattice of �gure 5. Note that, inthis lattice, System Programs have the highest integrity whereas the Audit Trail has highestcon�dentiality. The Audit Trail can be read only by System Managers. It can be writtenby all subjects (in an append-only mode). Lipner also imposes the additional constraintthat Production Users can only execute Production Code. It is further required that noindividual can be both an Application Programmer and a Production User. It is easier toenforce this restriction if each human being is required to have a unique user identity in thesystem, as suggested in section 4. Finally, System Control subjects are allowed to \writedown" in contradiction to the ?-property. Such additional constraints and relaxations of thelattice model appear to be necessary for the application considered by Lipner. The pointhere is not so much to discuss the adequacy of the lattice model for integrity applications,but rather to emphasize that lattice-based information 
ow policies which combine severallattices can be cast within a single lattice.
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7 THE CHINESE WALL LATTICEThe Chinese Wall policy was identi�ed by Brewer and Nash [4]. It arises in the segmentof the commercial sector which provides consulting services to other companies. A lattice-based access control model for enforcing this policy was given by Sandhu [12]. The objectiveof the Chinese Wall policy is to prevent information 
ows which cause con
ict of interestfor individual consultants. Consultants naturally have to deal with con�dential companyinformation for their clients. An individual consultant should not have access to informationabout two banks or information about two oil companies, etc., because such informationcreates con
ict of interest in the consultant's analysis and disservice to the clients. Insiderinformation about companies of the same type also presents the potential for consultantsto abuse such knowledge for personal pro�t. The Chinese Wall policy has a dynamic aspectto it. A new consultant starts with no mandatory restriction on his or her access rights.Now say that the consultant accesses information about bank A. Thereafter that consultantis mandatorily denied access to information about any other bank. (This denial should befor a su�cient length of time to avoid con
ict of interest. To simplify the discussion wewill assume that this denial is forever.) There are, however, still no mandatory restrictionsregarding that consultant's access to oil companies, insurance companies, etc.It is useful to distinguish public information from company information. Public informa-tion allows for desirable features such as public bulletin boards, electronic mail and publicdatabases. There are no mandatory controls on reading public information. There maybe discretionary access controls restricting who can read di�erent public items. For sim-plicity, we ignore discretionary controls, as well as additional mandatory controls, whichcoexist with the Chinese Wall policy. Such additional controls can also apply to companyinformation, and will be similarly ignored.Company information is categorized into mutually disjoint con
ict of interest classes,as shown in �gure 6. Each company belongs to exactly one con
ict of interest (COI) class.The Chinese Wall policy requires that a consultant should not be able to read informationfor more than one company in any given COI class. This policy applies uniformly to usersand subjects. The policy for writing public or company information is derived from itsconsequence on providing possible indirect read access contrary to the mandatory readcontrols. It is in this respect that users and subjects (possibly infected with Trojan Horses)must be treated di�erently. The policy for writing is essentially the same as the Bell-LaPadula ?-property. To make this statement meaningful we need to de�ne a lattice oflabels.Let there be n con
ict of interest classes: COI1, COI2, . . . , COIn, each with micompanies, so that COIi = f1; 2; : : : ;mig, for i = 1; 2; : : : n. We propose to label eachobject in the system with the companies from which it contains information. Thus anobject which contains information from Bank A and Oil Company OC is labeled fBankA, Oil Company OCg. Assume that Banks and Oil Companies are distinct con
ict ofinterest classes. Then, labels such as fBank A, Bank B, Oil Company OCg are clearlycontrary to the Chinese Wall policy. We prohibit such labels in our model by de�ning asecurity label as an n-element vector [i1; i2; : : : ; in], where each ik 2 COIk or ik = ? fork = 1 : : : n. (The symbol ? is read as null.) An object labeled [i1; i2; : : : ; in] is interpreted14



as (possibly) containing information from company i1 of COI1, company i2 of COI2 and soon. When an element of the label is ? rather than an integer, it means the object cannothave information from any company in the corresponding COI class. For example, an objectwhich contains information from company 7 in COI2 and company 5 in COI4 is labeled[?; 7;?; 5;?; : : : ;?].We de�ne the dominance relation among labels as follows: l1 � l2 provided l1 and l2agree wherever l2 6= ?. For example [1; 3; 2] � [1; 3;?], [1; 3; 1] � [?;?; 1] while [1; 3; 2] and[1; 2; 3] are incomparable. To be precise, let l[ik] denote the ik-th element of label l. Thenl1 � l2 if l1[ik] = l2[ik] _ l2[ik] = ?, for all k = 1 : : : n.The label which has all null elements naturally corresponds to public information. Thereis, however, no naturally occurring system high label. In fact such a label is contrary to theChinese Wall policy. We can introduce a special label SY SHIGH for this purpose, whichwe will not assign to any subject in the system. By de�nition SY SHIGH dominates allother labels. (Alternately, we can recognize that the Chinese Wall policy does not quite�t within a lattice, and requires the SY SHIGH class to be eliminated. However, recallour remark, in context of example 3, regarding the need for system high objects for systemadministration and audit purposes.)To complete the lattice structure it remains to de�ne the class-combining join operator.We say that two labels l1 and l2 are compatible if wherever they disagree at least one ofthem is ?, i.e., l1[ik] = l2[ik] or l1[ik] = ? or l2[ik] = ? for all k = 1 : : : n. Note thatif l1 dominates l2 then l1 and l2 are compatible. In other words comparable labels arecompatible. Incomparable labels, on the other hand, may or may not be compatible. Forinstance, [1; 3; 2] and [1; 2; 3] are incompatible while [1;?; 2] and [1; 2;?] are compatible.Incompatible labels cannot be legitimately combined under the Chinese Wall policy. Thisis expressed by the requirement that if l1 is incompatible with l2 then l1� l2 = SY SHIGH.For compatible labels the ik-th element of the join is computed as follows: (l1 � l2)[ik] = ifl1[ik] 6= ? then l1[ik] else l2[ik]. For example, [1;?; 2]� [1; 2;?] = [1; 2; 2]. Finally the joinof any label with SY SHIGH is SY SHIGH.Given this lattice structure, let us see how we can enforce the Chinese Wall policy.To be concrete we describe the solution in context of the speci�c lattice of �gure 7, withtwo con
ict of interest classes each with two companies in it. The solution is, however,completely general and applies to any Chinese Wall lattice. Every object in the systemis labeled by one of the labels in �gure 7. The interpretation of these labels has beendiscussed earlier. Objects labeled SY SHIGH violate the Chinese Wall policy, in that theycombine information from more than one company in the same COI class. These objectsare inaccessible in the system since no user will be cleared to SY SHIGH.Now let us consider labels on users and subjects. We treat the clearance of a user as ahigh-water mark which can 
oat up in the lattice but not down. A newly enrolled user in thesystem is assigned the clearance [?;?]. (This assumes that the user is entering the systemwith a \clean slate." A user who has had prior exposure to company information in someother system should enter with an appropriate clearance re
ecting the extent of this priorexposure.) As the user reads various company information the user's clearance 
oats up inthe lattice. For example, by reading information about company 1 in con
ict of interestclass 1 the user's clearance is modi�ed to [1;?]. Reading information about company 2 in15



con
ict of interest class 2 further modi�es the user's clearance to [1; 2]. This 
oating upof a user's clearance is allowed, so long as the clearance does not 
oat up to SY SHIGH.Operations which would force the user's clearance to SY SHIGH are thereby prohibited.The ability to 
oat a user's clearance upwards addresses the dynamic requirement of theChinese Wall policy. The 
oating clearance keeps track of a user's read operations in thesystem. Also, note that it is important to ensure that a consultant cannot be known by two(or more) user identities in the system. Otherwise, each user identity can obtain informationabout di�erent companies in the same con
ict of interest class.The exact manner in which a user's clearance is allowed to 
oat up is not speci�ed inthe model, since there are numerous alternatives. If the users have complete freedom inthis respect, the proposed read access could be speci�ed at the time of login. The systemcould then create a suitable subject for that user session. On the other hand one mightconstrain this by discretionary access controls. For instance, a user may be allowed to readonly that company information which the user's boss assigns him or her to. In this casethe 
oat up of a user's clearance is e�ectively done by some other user. Full considerationof such discretionary policies, and their interplay with the mandatory policy is beyond thescope of this paper. A complete treatment would require models such as [11].With each user we associate a set of subjects, whose labels are dominated by the user'sclearance. Thus, if Jane as a user has the clearance [1; 1], she could create the followingsubjects associated with her: Jane.[1; 1], Jane.[1;?], Jane.[?; 1] and Jane.[?;?]. Each ofthese corresponds to the label with which she wishes to login on a given session. (Moregenerally, a user might be allowed to open several windows within a single login session;with each window associated with its own subject.) Each subject has a �xed label whichdoes not change. The 
oating up of a user's clearance corresponds to the ability to createsubjects with new labels for that user. For example, when Jane has the clearance [1;?], shecan create subjects with labels [1;?] and [?;?]. When Jane's clearance 
oats up to [1; 1],she acquires the ability to create subjects with labels [1; 1] and [?; 1].Each subject has a �xed label. Every subject created by that subject inherits thatlabel, i.e., subject creation is allowed only at the label of the creating subject. A subject'slabel remains �xed for the life of that subject. All read and write operations in the systemare carried out by subjects. These subjects are constrained by the familiar simple-securityand ?-properties of the Bell-LaPadula model. Now suppose that Jane logs in as a subjectwith label [1;?]. All subjects created during that session will inherit the label [1;?]. Thiswill allow these subjects to read public objects labeled [?;?], to read and write companyobjects labeled [1;?], and write objects with labels [1; 1], [1; 2] and SY SHIGH.8 CONCLUSIONIn many situations information 
ow policies lead to a lattice structure of security classes, dueto Denning's axioms. The enforcement of these policies in a computer system, which mayhave Trojan Horse software in it, can be achieved by the mandatory access controls of Bell-LaPadula (modulo the elimination, mitigation or tolerance of covert channels). Althoughlattice-based access controls were initially developed for the Defense sector, they have ap-16



plication in almost any situation where information 
ow is of concern. Lattice-based accesscontrol is certainly an essential ingredient of computer security as we understand it today.At the same time it must be appreciated that the lattice-based approach does not providea complete solution for information 
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� = f�H, �Lg, �H � �L
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�L!H�H!H �L!L�H!L(c) Equivalent Biba Lattice(Allowed 
ows are downward)Figure 4: Example of Equivalence
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S: System ManagersO: Audit Trail
S: System Control

S: RepairS: ProductionUsersO: ProductionData S: ApplicationProgrammersO: DevelopmentCode and Data S: SystemProgrammersO: System Codein Development
O: RepairCode O: ProductionCode O: Tools

O: System ProgramsEach box represents a label. Entries in each box specifysubjects (pre�xed S:) and objects (pre�xed O:) who areassigned that label. Allowed 
ows are upward.Figure 5: Lipner's Composite Model as a BLP Lattice
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